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Foreword

RelatedManuals

CMTSEdge 16/32/32P Seri€d_IManual

Contentintroduction

Beforeinstallingthis deviceandduringthe installation,pleasereadthis Manualcarefullyto avoidpossible

devicedamageandpersonalinjury. ThisManualcontainsthe followingchapters:
Chapterl: Productintroduction.
Chapter2: Accesso CMTDeviceintroducesaccesso the CMTS by local consolemote session etc.

Chapter3: Command.ineandInterfaceViewsdescribes different userviewsof the system,commandline

classificatiorand featuresof commandline operation etc.

Chapterd: BasidOperationsof the Systendescribesthe generaloperationof the CMT$cludingterminal

services, network interfacemanagement AAAconfigurationand zerotouch functions.

Chapters: SystemMaintenanceand Managementntroducesthe configurationparameters for ®ITS

DOCSI8onfigurationmanagement|og configurationmanagemenand productupgrades.

Chapter6: VLANConfigurationrManagementdescribesthe use and configuration dfayern  +[ ! b Qa I y R
SubnetVLAN (Layef3).

Chapter7: DHCHrunctionsdescribesow to createbundles perform DHCRerviceconfiguration keyword

configurationof Option60deviceidentificationand DHCRnformation option82.1 circuit-ID.

Chapter 8: DHCPv6 Functiatescribeshow to create bundles, DHCPv6 server configuraideyword

configuratian of Optionvendorclassdentificationdeviceandthe DHCRnformation option circuit-prefix.

Chapter9: LocalProvisioninglanagementdescribesnablinddisablingLocalProvisioninguploadingCM
configurationfiles, cotiguringthe DHCRAddressPoolfor LocalProvisioning|P Segment
Exclusiorfor DHCRAddressPool etc.

Chapterl0: TFTRroxycovers theprevention of networkattacks usingCMTSTFTRproxy.

Chapterl1l: ChanneRRAVianagementdescribes basicconfigurationof upstream/downstrean channek,

channelquality managementind spectrumfunction and RCGemplate configuration.

Chapter 12: CMTS DOCSIS Configuration Managetesnibesthe configurationof upstreamscheduling
parametersthe configurationof MDDmessagesendingime interval, the configuration of CM for
downstream multicast message forwarding, the configuratiocBMTS shared key, the configuration of
piggyback function, the configuration of UDC function, ¢bafigurationof CMIPinitializationmode and

the initializationof ranginginterval.
X
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Chapter 13: Terminal Managemethéscribes basic management of Cable Modem, Cable ModguB
managementCableModemRemoteQuerymanagementCPEnanagementCM-baseddownstream
frequencyshift and changedownstreamfrequency ofCM byMAC.

Chapterl4: LoadBalanceManagementdescribes managementndoperatingmode of load balandng,
managemenbf restrictedload-balancegroups, andmanagemenbf forcedloadbalance etc.

Chapterl5: Channel8ondingdescribes bondinggroupfunction of ProvAttrMaskfor configuringa single

channel, andConfiguration ofoice flowdefaultAttrMask THESE ARE DEPRECATED PRACTICES AND ARE
ONLY DISCUSSED FOR LEGACY HISTORICAL PURPOSES OR UNIQUEEINDANI® NS

AUTOMATICALLY PERFORMED BY THE CMTS AND HAS BECOME THE DEFACTO STANDARD BONDING
PRACTICE.

Chapter 16: Admission Contéscribésadmission control principles, admission cattswitch,the
bandwidththresholdparametersfor admissiorcontrolandthe alarmthresholdfor admissiorcontrol.

Chapterl7: ACLConfiguratiorManagementdescribes ACLmatchingconditions,actionsof ACLsub
rule, ACLnode placementand Rulefor AClapplication ora port.

Chapterl8: Network SecurityManagementdescribesthe blacklist/whitelistconfiguration,|Pfirewall and

Source Address VerificatiocBAY configuration managemengtc.

Chapter 19: CM Multicast Authorization Managemdascribeshow to enable multicasauthorization,
the multicastauthorizationfile, the multicastauthorizationdefaultactionandthe multicag authorization

rule.

TargetReaders

ThisManualis applicableto the following readers Network administrators and system maintenance personnel
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Conventiondgn the Manual
1. Convention®n Command.ineFormat

Format Meaning

Bold Keywordsn the commandine (the part to be typedin andremainingunchangedn the
commandine) shallbe preparedin bold font.

talics Commandine parameters(the partto be replacedwith actualvaluesin the commandline)
shallbe preparedin italics.

[ ] Thosein [ ] areoptional.

x 1yl ... ) Meansselectingone from two or more options.

x | yl| é] Meansselectingone or nonefrom two or more options.

<X-y> Meansselectingonefrom xto y.

$ Meansthe notes.

2. Convention®n KeyboardOperation

Format

Meaning

Charactersn angle

brackets

Referto the keyname.Forexample <Enter><Tab>g<Backspace>a> <?>etc.referto Enter,

Tab,Backspacdpwercasdetter & | anda Kréspectively.

<Keyl +Key2>

<Keyl +Key2>refersto pressingey 1 andkey?2 onthe keyboardat the sametime. For

example <Ctrl+ Alt + A>refersto pressing'Ctrl", "Alt" and"A" keysat the sametime.

<Keyl, Key2>

<Keyl, Key2>refersto pressingKeyl first on the keyboard releasingandthen pressingkey

2;for instance <Alt, F>refersto pressing<Alt>keyfirst, releasingandthen pressing<F>key.

3. Signs

ThisManualalsousesavariety of eye-catchingsignsto indicatewhat shouldbe paid speciakattention to

duringthe operation.Thesignificanceof suchsignsis asfollows:

A Dangen Dangerindicatesthat the describedactivity or situationmayresultin seriouspersonal

injury or death; forexample high voltageor electricshockhazards.

& Warningt Warningindicatesthat the describedactivity or situationmay,or will, causeequipment

damageor seriousgperformance problems.

I!!l Notet Anote providesinformationthat is,or maybe, of speciainterest.
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1.1

1.2

Chapterl Productintroduction

Overview

The solution of distributed R CAP access network ®fis mainly composed of RC9000 series CMidi8roller,
CC880BeriesCMTandNM3000networkelementmanagemensystem DistributedR-CCARccesaetwork
solution can provide powerful DOCSIS, EQAM, 8BI¥? functions without changing the origimatwork.BTcan

fully supportfuture coaxiabll-IPsolutions.

CC8800 series CMTS is a L2 DOCSIS coaxial access device. It is usually installed in FTTB or FTTC optical node
conformsto DOCSIZ.0/3.0/3.1andGDOCSI$.0. It cansimultaneoushaccesDOCSIZ.0/3.0/3.1CM.CC8800
series CMTS supports the management and configuration based on SNMP, Web and CLI, and has a supporting

mobile network managementAPP supportingAndroidandiOS.

Detaled hardwarespecification@and performanceindicatorsof CC880&eriesCMTZanbe foundin the

productspecifications.

DingpointVideoNM3000SerieEEMSs a B/Sarchitecturenetwork elementlevelnetwork managementsystem,
whichsupportsthe managemenandmaintenanceof RC900BeriesCMTIController,CC880BeriesCMTSCM
andCPE terminals.

Productintroduction
Fullspectrumfull servicesupport

0 CC880GBeriesCMTSsanendto-endsolutionthat caneffectivelysaveopticalfiber resources.

i  CCB8800 series CMTS supports DOCSIS, EQAM and PacketetCable/PCMM, which can satisfy customers'fu
servicenetworkingapplications.

U  CC8800 series CMTS fully meets the needs of future coaxRlsa@tvices, making coaxial access schemes

fully competitivewith opticalaccess.

Highperformance,high costperformance

U HighBandwidthAccessGigabitAccesEquipmento SupportGigabitAccess

i Compared with the traditionatCMTS/MCMTS application, it can reduce the occupancy of spectrum

resourcesjmprove theefficiencyof spectrumutilizationandimprovethe signal quality.

i Compared with the 18requency equipment of the previous generation eDOCSIS, the overall

performancehasbeen greathimproved andhe costeffectiveratio isvery high.
0  Fullymeetthe needsof the next5to 10years.

0 SupportbOCSIServiceflow, PacketCable/PCMIsind EQAMfunctions,supportinternet, voice,videoand

11
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other multi-serviceapplications

Saveinvestmentandevolvestepby step

Ui  Compatible with existing DOCSIS provisioning system, compatible with existing DOCSIS 2.0/3.0CM,
effectivelysavingfront-endand clientinvestment

0 Initially,asalargecapacityDOCSIS.0 equipment,the subsequensmoothevolutionto DOCSIS.1.
0 Comparedvith traditional I-CMTS/MCMTSCAPEJ§ significantlyreduced.
0 Significantlyeducethe demandfor front-endroom spaceand power supplyresources

0  Supportingpassivesplitting network accesssavingfront-endto opticalnode cableresourceoccupancy

Reliableengineeringdesign

0  Dustproofandwaterproofequipment

0 ReverseHPHilter designto effectivelyfilter low-frequencynoiseandimprovesignalto-noiseratio

c:

Industrialgradetemperaturedesignfor installationandapplicationin coldand hot areas

0 Supportingnultiple installationmodesto meetdiverseinstallationrequirements

Convenientmanagementandmaintenance

c:

Supportingdistributed RCCARystemand unified managemenbf RC900&eriesCMTSController
0 SupportiPDRsupportnetworkinformationcollection,facilitate customeranalysiof userbehavior

i  Support CLktand-alone web, EMS (NM3000), mobile APP and other management and maintenance
methods

U Supporting reverse background noise spectrum monitoring, providingireal average, minimum and

maximumpreservationcurvesof noisespectrumthroughNM3000,andsupporting historicalcurvedisplay

i Support PNM active network operation and maintenance, find network problems ahead of time, further
reducenetwork failurerate and enhanceiserexperience.
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Chapter2 Accessigthe CMTS

CMTSlevicesupportslocalandremote logonconfigurationby userswhichcanbe achievedoy the following

ways:

2.1 Acces¥iathe PhysicalPort
2.1.1 AchievelLocalLogonvia Consoleport

Terminal(aPCin this example)will be connectedto Consoleport onthe of CMTSleviceviaConsolecable.User
accesghe devicethroughthe Consoleort, to realizethe managementndconfigurationof the device.
ForegroundTask
U  Topreparethe Consolecommunicatiorcable.

i  PCerminalreadyterminalemulationsoftware.

ﬂ-!_!_-“ Note:

If the terminal simulationsoftware PCusedonboardsystemgsuperterminal suchasa WindowsXPsystem) it
is not necessary to be prepared. If the system is not with terminal emulation software, please prepare to third
party terminal emulation sdivare, and the method of use please refer to the software using a guide or online

help.

Procesof Configuration
Firstusethe terminalemulationsoftwarethroughthe Consoleport loggingdevice,andthen completethe
basicdeviceconfiguration.

TheDefault Configuration
Parameterequirements:baudrate: 115200;databit: 8; parity verification:None;Flowcontrol: None;stop
bit: 1.

Procedure

Step1l Toconnectthe cables.
1. connectDB9 jackplugof Consolecableto the serialport of PCor terminalwith CMTSo be

configured.
2. connectRJ45 end of Consolecableto the Consolegport of CMTS.

2-3
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Connecto

Consoleport oféf,.

CMTSjevice%/K{ -

Console
cable

Connectto PCserial
ort

———

PC

Figure2-1 Connectiorto CMTSConsolePort

Step 2 Openterminalemulationsoftware,in the PCon the newconnection setupto connectthe

interfaceandcommunicatiorparameters.

M Note:

Becausehe PCendthere maybe multiple connectioninterfaces hereisthe needto selectthe interface

connectinghe Consolecable.In general the selectedinterfaceis COM1.

If youmodifythe serialcommunicatiordeviceparametervalue,needserialcommunicatiornparameter

replacementcommunicatiorparametersanddeviceat the PCend of the valueconsensusieconnect.

Step 3 Press the Enter key, until the system appears as shown below, prompiis¢héo enter a user
nameandpasswordvalidation.Devicefor adminthe defaultusername,passwordor admin.(the
followingdisplay information i®nly schematic)

WhenCMT Sleviceis poweredon andstarts,the followinginformation output canbe seenonthe
configurationterminal:

username:

Theappearancef the abovepromptindicatesthat the automaticstartup of CMTSlJevicefinishes,
and you will be required to enter the username and password. Both the default username and
passwordared I RY A y ¢ ©

After the passwords entered,the terminal shieldwill displayasfollows.Userscanstart CMTS
configuration.

User Access Verification

Username: admin

Password: *****  BT>

Vty connection is timed out.

24
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2.1.2 Accesghe DeviceViaMGMTPort

Terminal (a PC in this example) will be connected to MGMT porti@ud management port) on the CMTS
deviceviacommunicationcable.Useraccesshe devicethroughthe MGMTport (out-bandmanagemenport),

to realizethe managementind configurationof the device.

ForegroundTask
U  Topreparethe communicatiorcable.

U  PQerminalreadyterminalemulationsoftware.

M Note:

If the terminal simulationsoftwarePCusedonboardsystemgsuperterminal suchasa WindowsXPsystem),
it isnot necessary to be prepared. If the system is not with terminal emulation software, please prepare to

third party terminalemulationsoftware,andthe method of usepleaserefer to the softwareusinga guideor

onlinehelp.

Procesof Configuration

Firstusethe terminalemulationsoftwarethroughthe MGMTport (out-bandmanagemenport) logging

device,andthen complete thebasicdeviceconfiguration.

TheDefault Configuration

Thedefaultconfiguration:192.168.0.10.

Procedure

Step1 Connecione of the two RJ45 endsof the crossovemetwork cableto the MGMTport (out-band
managemenport) of CMTSlevice, andinotherendto the network portof PC.
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Connect to MGMT port of

CMTS device
Crossover
network
Connect to PC network cable

PC

Figure2-2 Connectiorto MGMTPorton CMT Device

Step2 Open a terminal emulation software in the PC, set the IP address of PC and the MGMT port (out

bandmanagemenport) IPaddressconsistentmakethe new connection setthe IPaddressandthe

MGMTport (out-bandmanagemenport) IPaddressconsistent.

M Note:

If thisisthe first time to usethe MGMTport (out-bandmanagemenport) IPaddressaccesshe device,

choosethe defaultaddressjf the modificationsto the MGMTport (out-bandmanagemenyport), please

choosethe modified IPaddressaccess device.

Step3 Press the Enter key, until the system appears as shown below, prompts the user to enter a user

nameand passwordvalidation.Devicefor adminthe defaultusername,passwordor admin.(the
followingdisplay information i®nly schematic)
WhenCMT SJeviceis poweredon andstarts, the followinginformation output canbe seenon the

configurationterminal:

*kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhhkhhkkkkkkkkkkkkkk

* *
* BT software  system. *
*  Copyright 2010-2015, All rights Reserved by BT. *
* *

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

User Access Verification

username:

Theappearancef the abovepromptindicatesthat the automaticstartup of CMTSlevicefinishes,
and you will be required to enter the username and password. Both the default username and
passwordared I RYA Yy ¢ @®
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After the passwords entered,the terminal shieldwill displayasfollows.Userscanstart CMTS
configuration.

User Access Verification
Username: admin
Password:  ***** BT>

Vty connection is timed out.

2.1.3 Accesghe DeviceViaUplink Port

Terminal(aPCin this examplewill be connectedo uplink port (in-banduplink port) on the CMTSlevicevia

communication cable. User access the device through the uplink pdsafid uplink port), to realize the
managementndconfiguration ofthe device.

ForegroundTask

U  Topreparethe communicatiorcable.

U  PQerminalreadyterminalemulationsoftware.

llnote:

If the terminal simulation software PC used onboard systems (super terminal such as a Windows XP
system),t isnot necessaryo be prepared.If the systemis not with terminalemulationsoftware,please

prepare to third party terminal emulation software, and the method of use please refer to the software
usinga guide or onlindnelp.

Procesof Configuration

Firstusethe terminalemulationsoftwarethroughthe uplink port (in-banduplink port) loggingdevice,and
then complete thebasicdevice configuration.

TheDefault Configuration
Thedefaultconfiguration:192.168.168.100t needsto be configured.

Procedure

Step1 Connectbne of the two RJ45 endsof the crossovemnetwork cableto the uplink port (in-banduplink
port) of CMT Slevice,andanother endto the network portof PC.
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Connectto uplink port of
CMTSlevice

CMTS

Crossovenetwork

cable
Connectto PCnetwork

ort

//

PC

Figure2-3 Connectiorto UplinkPorton CMT®evice

Step 2 Openaterminalemulationsoftwarein the PC setthe IPaddressof PCandthe MGMTport (in-band
uplink port) IPaddressconsistentmakethe new connection setthe IPaddressandthe uplink port

(in-banduplinkport) IPaddressconsistent.

ﬂ-!.!Jl Note:

Beforethe first useof the uplink port IPaddressaccesshe device, it needto configureit.

Step3 Press the Entetey, until the system appears as shown below, prompts the user to enter a user
nameandpasswordvalidation.Devicefor adminthe defaultusername,passwordor admin.(the
followingdisplay information i®nly schematic)

WhenCMT Sleviceis poweredon and starts,the followinginformation output canbe seenon the

configurationterminal:

*kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkhkkkkkkkkkkkkkk

* *
* BT software  system. *
*  Copyright 2010-2015, All rights Reserved by BT. *
* *

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhkkkkkkkkkkkkkkkkkkk

User Access Verification

username:

Theappearancef the abovepromptindicatesthat the automaticstartup of CMTSlevicefinishes,
and you will be required to enter the username grassword. Both the default username and
passwordared F RYA y ¢ @

After the passwords entered, the terminal shieldwill displayasfollows.Userscanstart CMTS
configuration.

User Access Verification
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Username: admin
Password: ~ ****
BT>

Vty connection is timed out.

2.2 Acces¥/iathe Software

2.2.1 Accesgshe DeviceViaTelnet

ThePCfor remote loginneedto connectto the network,reachableof the MGMTport or uplink port of the
device.

ForegroundTask
U  Topreparethe communicatiorcable.

U  PQerminalreadyterminalemulationsoftware.

ﬂ!ﬂ Note:

If the terminal simulation software PC used onboard systems (super terminal such as a Windows XP
system),t isnot necessaryo be prepared.If the systemis not with terminalemulationsoftware,please
prepare to third party terminal emulation software, and the method of use please refer to the software
usinga guide or onlindnelp.

Procesof Configuration

Thetwo RJ45 crossnetworkcableend,oneendconnectedo the nearestswitchor networkinformation
socketthe otherendisconnected tathe computer network port.

TheDefault Configuration

None.

Procedure

Step1 Thetwo RJ45crossnetwork cableend,oneendconnectedto the nearestswitchor network
information socket.the other endis connectedto the computernetwork port.

Step2 Openterminalemulationsoftware,in the PConthe newconnection setthe IPaddresshe device
IPaddressconsistent.

Step 3 Press the Enter key, until the systeppears as shown below, prompts the user to enter a user
nameand passwordvalidation.Devicefor adminthe defaultusername,passwordor admin.(the
followingdisplay information i®nly schematic)
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WhenCMT Sleviceis poweredon and starts, the followinginformation output canbe seenon the
configurationterminal:

*kkkkkkkkkkkhkhkhhkhkkhkhhhhhhhhkhkkkkkkkkkhhhhhhhhhhhkkhkkhkkkkkkkk

* BT software  system. *
*  Copyright 2010-2015, All rights Reserved by BT. *

kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkk

User Access Verification

username:

Theappearancef the abovepromptindicatesthat the automaticstartup of CMTSlevicefinishes,
and you will be required to enter the username and passwBuath the default username and
passwordared I RYA y ¢ &

After the passwords entered,the terminalshieldwill displayasfollows.Userscanstart CMTS
configuration.

User Access Verification

Username: admin

Password: *****  BT>

Vty connection is timed out.

2.2.2 SSHAuthentication-basedAccess

CMTSlevicesupportsSSHaccessYoucanaccesslirectly via SSHvithout anyconfigurationon the device.ln
caseof SSHauthentication,the port numberis 22, andhostnamecanbe filled with availableCMTSaddress.

ForegroundTask
i  Topreparethe communicatiorcable.

i PCterminalreadyterminalemulationsoftware.

ﬂ-!.!_“ Note:

If the terminal simulation software PC used onboard systems (super terminal such as a Windows XP
system),it isnot necessaryo be prepared.If the systemis not with terminalemulationsoftware,please
prepare to third party terminal emulation software, and the method of use please refer to the software
usinga guide or onlinédnelp.

Procesof Configuration

Thetwo RJ45 crossnetwork cableend,oneendconnectedo the nearestswitchor networkinformation
socketthe otherendis connected tahe computer network port.
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o R A T O

TheDefault Configuration

Theport numberis 22.

Procedure

Step1 Thetwo RJ45crossnetwork cableend,oneendconnectedto the nearestswitchor network
information socket the other endis connectedto the computernetwork port.

Step2 Openaterminalemulationsoftware,in the PCon the new connection selectthe SSHogin, The
port number:22, SSH usernamadminor the other name whichwasconfigured.

Step3 Press the Enter key, until the system appears as shown below, prompts the user to enter a user
nameandpasswordvalidation.Devicefor adminthe defaultusername,passwordor admin.(the
followingdisplay information i®nly schematic)

WhenCMT Sleviceis poweredon andstarts, the followinginformation output canbe seenon the

configurationterminal:

Kkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkkhhkkkkkhkkkhkkkkkkkkkkkkkkkkkkkk

* *
* BT softwar e system. *
*  Copyright 2010-2015, All rights Reserved by BT. *

* *

* *hkkkkkkkhkkkhhkhhkhhhkkkikx * * *kkkkk

Theappearancef the abovepromptindicatesthat the automaticstartup of CMTSlevicefinishes.

2.2.3 AccesRSH

CMTSupportrshaccesdunction, generallyonly one commandcanbe executedduringa singleconnectionto

the device.The accesseedsto be configuredon device.

ForegroundTask
i Topreparethe communicatiorcable.

U  PCQerminalreadyterminalemulationsoftware.

M Note:

Relativelyrare the rshclient softwarein Windows,sousercanusershin LinuxNetKittool.

Processf Configuration
Usermayneedanotherconnectionmethodto achievethesesteps.

Stepl CreatedCMTSocaluseronthe CMTS.
Step2 Openrshserviceonthe CMTSThecommandA & € rcmd enable € iEferto CLImanualfor more

detailsaboutthis command.
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Step 3 Configure rsh user association on CMTS. Example, the CMTS user name is admin, the PC IP is
MPH OPMcy PMPMMME GKS t/ f23AYy dzaSN}keMdS A& NR2GX
remote - host admin 192.168.1.111 root enable ¢ Eferto CLImanualfor more
detailsaboutthis command.

TheDefault Configuration

Port:514.

Procedure

Step1 Thetwo RJ45crossnetwork cableend,oneendconnectedo the nearestswitchor network
information socket.the other endis connectedto the computernetwork port.

Step2 | 3S (GKS dzASNI yIYS GNR2(¢ rshEMBYIPt-1aimiti KSy dzaS
commancE on Windowsoperatingsystemsor usethe commandérsh -1 admin CMTSIP
commanck on Linuxoperatingsystems.

Step 3 Accordingo different commandin step2, usercanviewdifferent show.

2.2.4 AccesyiaWeb

Forconvenientuseby the customersthe systemoffersaspeciakccessviaweb. Youcanenter IPof the CMTS
on the browser, and start the logon access and parameter configurations directly on the screen. For specific
configurationsyeferto WebGUI.

WEBGUI supports HTTP and HTTPS protocols. by ddfaltTTP access enabled. When the HTTP access
disabledthe connectionthroughthe HTTHrotocol will automaticallybe redirectedto HTTPSf youwantto
usethe HTTRorotocol, pleaseenterthe "webgui http - access " commandto enableHTTP.

2.3 AccessSecurity

Inorderto enhanceaccessecurity the devicehasmalicioususerprotectionandviewthe accessailure

function.

2.3.1 MaliciousUserProtection

Toenhanceaccessecurity the devicehasalockfunction. If the loginfailure numbleachievedmaxtry numble,

the device will block user login until the lock time expired. To use this feature, please refer to CLI manual for
dusertry -num try -numberé JNsedlock -time lock -time ¢ | ys& exfi -lock - time

ext -lock -time ¢ ®

I!‘!.!Jl Note:

Changingry numberwill resetloginfailure numberandunlockall usersthat havebeenlocked.
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Themaximumtotal lockingtime is 24 hours,whichwill be resetafter successfulogin. Thisfunction canonly be

usedin localauthentication. When AA enabled this feature isautomaticallydisabled.
ExampleSettry-numto 3 andusedefaultconfigurationfor other parameters.

Step1l Usetheusertry - numcommandto set the numbeof loginfailures to3
BT(config)# user try -num 3
BT(config)# show running -config | include try -num
user try -num 3
Step 2 Logout usingthe quit command
BT(config)# quit
Step 3 Login threetimeswith anincorrectpassword
User Access Verification
Username: admin
Password: = *xxxrx
Password:
% Bad passwords, too many failures!
Step4 Reusethe correctpasswordo login,unableto loginsuccessfully.
User Access Verification
Username: admin
Password:  xxx**
% The user admin have been locked,please try again after 283
seconds!

Password:

2.3.2 Viewthe Accesd-ailure

Everyaccesdo the devicewill generateaevent.If the loginfailed,thedevicewill recordfailure number.Users

canquerythis counterby usingéshow terminal user login failure ¢ O2YYlI yR®

BT(config)# show terminal user login failure

User fail login information:

Access Type IP Address Failure Count Latest Entered User Name
Time

telnet 10.10.29.206 3 admin

1970- 01- 01,05:28:27

Total record(s) number: 1



-% BLONDER TONGUE Chapter  Command Line and Interface Views

Chapter3 CommandLineand InterfaceViews

3.1 Overviewof CommandLinelnterface

CMT Sleviceprovidesuserswith a seriesof configurationcommandsandcommandine interfacesto facilitate
usersto configureand manageCMTSiiacommandlines. Thecommandline interfaceshavethe following
features:

U Configure hierarchy command protection to ensure that the unauthorized users can not invade the
system.

U Userscantypein & K éanytiriie to get helpinformation.
U ProvideHistoryfunctionfor viewingthe history commands.

i  The command lineterpreter adopts the method of inexact matching to search for command line
keyword. Users can just enter the confietNE S {1 S@ 62 NR F2 NJ A y (irfleNaciNB & £ (0 A 2 y
justenter ginterf €.

3.2 CommandLineHierarchyandViews

3.2.1 Command.ineHierarchy

CMTR S @ AcanBr@nidinesadoptthe hierarchyprotectionmodeto preventunauthorizedusersfrom illegal

invasion.

Thecommandiinesare classifiednto three levels:accesdevel,systemlevelandadministratorlevel,with
descriptionsasfollows:

U  Access level: the commands are used to view the help information on Ul, set the terminal control

parametersyiewthe systemconfiguration, etc.andassociateviththed A Sg¢ GA S @

U  System level: the commands are used for file atien, network diagnosis, system upgrade, device
reboot, etc.andassociates A (1| K K Sievt Sy | 6 f S¢

U Administrator level: the commands are related to the global system configuration and the configuration of
interfaces and part of services, and associat&witi KS a O2y FA 3¢ @GAS6I yR (KS
cmtsandline, etc..

The users logging in the system can be classified into two levels, corresponding to the command levels. The
usersof accessdevelcanusethe commandof accesdevel,and privilegeduserscanuseall commands. Levels

of usersloggingon OLTcanbe switchedby enteringthe passwordor corresponding/iew,whichcanbe setas
demand.
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L nore:

Theexfactorydefaultd | R Yusefof the deviceisthe privilegeduser.

3.2.2 CommandLineViews

The command line views are achieved based on different configuration requirements, and are related and
different from eachother. Forexample Jog on successfullyvith usernameandpasswordo enterthe @ @A S & €
view,whichcanonly achievethe simplefunction of viewingthe runningstatusandstatisticsinformation.
Furthertype in commandéenable ¢ andA (p&sawordby default, this passwords unavailablewhichcanbe
O2y FA3dzNBR o0& dzaAy3a aSylofS LI aagz2NRe0 dofigutey G SNI G K
terminal  €to enterthe configview,in whichtypingin different commandso enter correspondingriews.
view
| ___enable
| ___config

| ___acl

| ___ bundle

| ___cmts

| __line

| ___syslog

| __ vlan

| ___uplink

| __bonding - group

| ___ip dhcp - pool

| ___ip - dhcpv6 - pool

| ___mauth

| ___sav

| egam template

| client - class
Table3-1 Listof Command.ineViews

Commandine Function Prompt Commandor entering Commandor exit

mode

G DA Geabvé Viewrunning BT> Establistaconnectionwith | exit:  disconnect
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Commandine Function Prompt Commandor entering Commandor exit
mode
record and CMTStypein the username | with CMTS
simple help and password for login and| quit:  disconnect
informationof then enterthe view with CMTS
CMTS
enableview View running BT# Typein cenable €in exit: return to
information of theé @A Hevé GKS ¢ OArASs
CMTS, and quit:  disconnect
commandfor with CMTS
versionupgrade
configview Configure global | BT(config)# ¢ & LISconfiglre & exit:  returnto
parameters terminal €intheenable | the enable view
view quit:  disconnect
with CMTS
aclview Configureand BT(config -if - | Typeindacl acl -id €¢in | exit:  returnto
view ACL acl - 1)# the enableview the enable view
information quit:  disconnect
with CMTS
bundleview Configure and BT(config -if - | ¢ & LISintekfabe & exit: return to
viewDHCRRelay | bundle(1)# bundle bundle -id £€in the config view
parameters the configview (i.e., global view)
quit:  disconnect
with CMTS
cmtsview ConfigureCMTS | BT(config -if - | ¢ & LJSintekfate & exit:  returnto
parameters cmts - 1)# cmts 1& A Y G KS | the config view
viewor CCconfiguration (i.e., global view)
view quit:  disconnect
with CMTS
exit: return to
Configureand BT(config - Typeindine vty €inthe | the config view
line view view vty line)# config view or CC (i.e.,global view)
information configurationview quit:  disconnect
with CMTS
exit: return to
Configureand i . the config view
BT(config - ¢ & LISsysloy € G A Y
Syslogyiew view syslog (i.e., global view)
information syslog)# configview (i.e.globalview) quit:  disconnect
with CMTS
exit: return to
Configureand BT(config -if - | ¢ & LISintekfabe @ the config view
vlanview view VLAN vlanl1)# vlanif ~ vlan -id € A y] (i.e., global view)
information configview (i.e.globalview) | quit: disconnect
with CMTS
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Commandine Function Prompt Commandor entering Commandor exit
mode
. exit: return to
) . ¢ & LJSintekfate & o
Configureand BT(config -if - . ) o the config view
) uplink  uplink -id €in ) )
uplinkview view syslog uplink1)# (i.e., global view)
the config view (i.e. global ) )
information quit:  disconnect
view)
with CMTS
BT(config -if - exit: return to
us- bonding - ¢ & LJSintexfate us the config view
Configureand groupl)# or bonding - group bdg- (i.e., global view)
bondinggroup | view bonding BT(config -if - | id € 2nidface ds quit:  disconnect
view group ds- bonding - bonding - group bdg- with CMTS
information groupl)# dé¢ Ay GKS 02
globalview)
BT(ip - dhcp - N ) | exit:  returnto
¢ & LJSip dhgp -Gpool €
Configure and pool)# or . the config view
ip dhcppool ) 2 Npv@dhcp - pool € ) )
view IP dhcp BT(ipv (i.e., global view)
view the config view (i.e. global ) )
poolinformation | 6- dhcp - pool)# ew) quit:  disconnect
view
with CMTS
_ exit: return to
Configureand N . o
) ¢ & LJSipvé dficpd - the config view
ip-dhcpvépool | view Ipv6 BT(ipv 6-dhcp - _ o . .
p o o lindhe configview (i.e., global view)
view address pool pool)# ) _ _ _
) ) (i.e.globalview) quit:  disconnect
information.
with CMTS
¢ & LJScabley” d exit:  returnto
Configure and multicast the config view
viewmulticast BT(config - authorization (i.e., global view)
mauthview . . ) )
authorization mauth)# profile profile - quit:  disconnect
information. nameo in the configview with CMTS
(i.e.globalview)
R . exit:  return to
¢ & LJScableysourte
Configureand i ) the config view
BT(config - verify group group -
sawiew view SAV o o (i.e., global view)
sav)# nameod in the configview
information quit:  disconnect
(i.e.globalview)
with CMTS
R exit: return to
Configureand i . ¢ & LJSintekfate &
BT(config -if - the config view
eqam template | view EQAM eqam template 1 din ) )
eqam- (i.e., global view)
view template the configview (i.e.global ) )
template - 1)# ' quit:  disconnect
information view)
with CMTS
Configureand ) Typeincclient - class exit:  returnto
BT(cli ent -
clientclassview | view clientclass class -id 0 inthe config the config view
class - 1)#
information view (i.e.globalview) (i.e.,globalview)
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Commandine Function Prompt Commandor entering Commandor exit

mode

quit:  disconnect

with CMTS

3.3 CommandLineFeatures
3.3.1 CommandLineOnlineHelp

Thecommandine interfaceprovidestwo kindsof onlinehelp: completehelpandpartial help. Userscan

acquirerelevanthelpinformationrequiredfor deviceconfigurationthroughonline help.
i  CompleteHelp

a. Inanyview,type <?>andthe userterminalscreenwill displaythe first keywordandasimple

descriptionof the currentconfigurablecommand inthat view.
b. Inanyview,typelist ,andallcommandsn that viewwill be displayedonthe userterminalscreen.

c. Typeinacommandfollowedby aspaceand<?>.If akeywordisfor the position,all keywordsand

their simple descriptionsvill appearon the screenof user terminal.

d. Typeinacommandfollowedby aspaceand<?>.If aparameterisfor the position,descriptionsof

related parameterswill appearon the screen ofuser terminal.
0  Partial Help

a. Typein astring,followedby <?>andall commandsstartingwith the stringwill appearon the screen

of userterminal.

b. Typein acommandfollowed by astringand<?>,andall keywordsof the commandsstartingwith the

stringwill appearonthe screen ofiserterminal.

c. Typeinthe first few letters of akeywordandpress<Tab>key.If the keywordstartingwith the entered
letters is unique, the complete keyword will appear on the screen of user terminal. If the keyword
matching with the entered letters is not unique, the keywords matchingp wie letters will appear

onthe terminalscreen irturn.

d. <Cr>standardgor no parameterfor the position.Press<Enter>directlyto execute.
3.3.2 Featuresof CommandLineDisplay

Thecommandine interfacesprovidethe displayfeaturesasfollows:

U Ifthe information to be displayed exceeds a screen, the function of pause is available, and three options

are availablefor users, ashown in follows.

Table3-2 Listof DisplayFunctions
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Keyor command Function

Whenstoppingthe display typein <Ctrl +C> Stopthe displayandcommandexecution

Whenstoppingthe display typeinq Stopthe displayandcommandexecution
Whenpausinghe display pressthe <space> Continuedisplayinghe nextscreenof information
key

Whenpausinghhe display pressthe <Enter> Continuedisplayinghe nextline of information
key

U When you want to search for configuration information containing certain keywords, this task can help
screen and output relevant contents according to $@eening matching condition. There are three
optionsfor screeningbaseddisplay:

begin:selectto start displayfrom the first line matchingthe screeningcondition.
. include:displayallinformation matchingthe screeningcondition.

excludedisplayallinformationnot matchingthe screeningcondition.

Procedure

Step 1 Displayallinformationmatchingthe screeningconditionby usingthe commandy include ¢ @

Example

Screerout the entrieshavingthe show running-configinformation containingsystem.
BT(config)# show running -config | include system

system name "cmts - test"

system location "Hong Kong"

system contact “test@test.com"
3.3.3 CommandLineErrorMessage

Allcommandsenteredby userswill be correctlyexecutedf they passthe syntaxcheck Otherwiseerror

messagewill be reportedto the users.Commonrerror messagesire shownin table below.

Table3-3 Listof commonerror messagesf commandine

Errormessagen English Causeof error

%Unknowncommand. 1. Commandsnot found.

2. Keywordsnot found.
3. Wrongparametertype

4, Toomanyparametersareentered.

%Commandhcomplete. Incompletecommandis entered.
%Ambiguousommand. Ambiguoucommandsentered.
%Invalidparameter. Parametewalueisout of the range.
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3.3.4 Featuresof CommandLineEditing

The command line interface provides the basic function of command editinguppubrts multiline editing.
Themaximumlengthof eachcommandis 511 characters(includingeywords parametersandblankspaces)as

shownin table below.

Table3-4 EditingFunction

Key Function

Commorkeys If the editing buffer isnot full, insertin the positionof currentcursorand

movethe cursorrightward.

Backspac&ey Deleteacharacteraheadof the positionof currentcursor,andthe cursoris

movedbackward.

Leftcursorkeyw or <Ctrl+B> Movethe cursorleftward for acharacter

Rightcursorkeyor <Ctrl+ F> | Movethe cursorrightwardfor acharacter

Upcursorkeym or <Ctrl+ P>, Displaythe historycommand

downcursorkey@ or <Ctrl+N>

Tabkey Press Tab key after entering an incomplete keyword, andyiseem will
automaticallyperformthe partial help: if the keywordmatchingis unique,the
system will use this complete keyword to replace the original input; if the
keyword matching the entered letters is not unique, keywords matching t
letters will bedisplayed in turn on the terminal screen in line wrap; if the

parameterof acommandword doesnot match,the systemwill makeno

changeanddisplaythe originalinput in line wrap.
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Chapter4 BasicOperationof the System

4.1 TerminalService

Describesomeoperationsfrequently usedfor managementind maintenanceof CMTSriaCLIjncludingsetting

the systemname,settingthe terminaltimeout and screeninghe display.

4.1.1 Configurethe SystemTime

Configurethe systemtime andtime zoneof the devicethroughthistask.

Context
U  Formatof systenmtime: yearmonth-day,hour:minute:second;
U  Defaultconfigurationof the systemtime: 1970-01-01,00:00:00at the time of startup;

U  Thesystemtime takeseffectimmediatelyafter it is set.

Procedure

Step1 Configurethe systemtime by usingthe commandéclock set € T

Step2 Querythe systentime andtime zoneby usingthe commandfi s h osyis - date ¢ ©®

Example

Setthe systemtime of the devices2014-10-11,8:30:30.
BT(config)# clock set 2014-10-11 8:30:30

BT(config)# show sys -date System
time: 2014 - 10- 11 08:30:31 Sat
Timezone: GMT+08:00

4.1.2 Configurethe SystemTimeZone

Configurethe systemtime andtime zoneof the devicethroughthistask.

Context

0  The time zone information of the CMTS device is to record the time zohectdrgeographical location
of the device relative UTQ0 time zone)offsettime - positivenumberfor easternhemisphere negative
number for western hemisphere, and the greatest deviationi8)14 hours, generally speaking, the

minute offset of the timezoneis 0 minute, 30 minutes or45 minutes;
U  Defaultconfigurationof the systemtime zone:GMT+00:00.,TimeZone0;

U  Thesystemtime takeseffectimmediatelyafter it is set.
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Procedure

Step1 Configurehe systemtime zonebyusingthe commandéclock timezone ¢ @

Step 2 Querythe systemtime andtime zoneby usingthe commandfi s h osws - date ¢ ®

Example
Setthe systemtime zoneof the deviceasEastZone9.
BT(config)# clock timezone 9
BT(config)# show sys - date System
time: 2014 - 10- 11 08:30:31 Sat
Timezone: GMT+09:00

4.1.3 Configurethe SystemName

Configurethe systemnameof the devicethroughthistaskwhenyou needto distinguishbetweendifferent

CMTSleviceshy system name.

Context
Whenii K S Bdy $pdcein the parameter,@ 2 da@duiBdto markall contentsof the parameterwith

doublequotation marks;

i

U  Thesystemnametakeseffectimmediatelyafter it is set.

Procedure

Step1 Configurehe systemnameby usingthe commandisystem namee @

Step2 Querythe systemnamebyusingthe command fi s h orunning - config € @

Example

Setthe systemnameof the deviceasSystemNamel.
-if -cmts - 1)# system name SystemNamel
| include system

BT( config
BT(config -if -cmts-1)# show running - config

system name "SystemNamel"

4.1.4 Configurethe SystemLocation

Configurdocationinformation of the devicethroughthistaskwhenyouneedto marklocationof the device.

Context

Thedefaultconfigurationof contactinformation of the systemisnull;

Whenii K S Bdy $pdcein the parameter,@ 2 da@duidBedto markall contentsof the parameterwith

i

0
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doublequotationmarks;

U Thesystemlocationinformationtakeseffectimmediatelyafter it isset.

Procedure

Step1 Configurdocaladdresof the deviceby usingthe commandésystem location ¢ @

Step2 Querythe addresf the deviceby usingthe commandii s h orunning - config € &

Example
Setlocaladdressof the deviceasHongKong.
BT(config -if -cmts-1)# system location "Hong Kong"
BT(config -if -cmts-1)# show running -config | include Hong Kong
system location "Hong Kong"

4.1.5 Configurethe Contactinformation

Configuresystemcontactinformationfor maintenanceof the devicethroughthistask,includingemail, phone
numberandaddress, wheyou needio markthe contactinformation of the device.
Context
U Thedefaultof contactinformationisnull;

U  Whenil K S Ky $pacein the parameter,@ 2 da@duidto markall contentsof the parameterwith

doublequotation marks;

U Thesystemcontactinformationtakeseffectimmediatelyafter it isset.

Procedure

Step1 Configurehe contactinformationof the deviceby usingthe commandésystem contact ¢ @

Step 2 Querythe systemcontactinformationby usingthe commandfi s h orunning - config &.

Example

Setthe contactinformation of the deviceasadmin@mail.com.
BT(config -if -cmts-1)# system contact admin@mail.com

BT(config -if -cmts-1)# show running -config | include contact

system contact "admin@mail.com "

4.1.6 Configurethe TerminalTimeoutfor Exit

Configurethe terminaltimeout for exit throughthis task.After configuringthe terminaltimeout for exit, if no

input is availableon the terminal within the set period, the terminalwill exit automatically.
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Context
Bydefault, the terminalwill be forcedto exit the systemif noinput is availableon the terminalwithin 10
minutes;

Theterminaltimeout setfor telnet andsshisapplicableonly to the connectionfor thistime, andwill not

affectthe timeoutof other telnet andssh.

Procedure

Step 1 Configurethe terminaltimeout for exit by usingthe commandéexec - timeout ¢ @
Step2 Querythe terminaltimeout for exit by usingthe commandfi s h ovy ¢ @

Example

Setthe terminal timeout for exit as60 minutes.
BT(config -line)# exec-timeout 60

BT(config -line)#  show vty

VTY width: 177
VTY height: 57
VTY timeout: 60 min

Monitor  status: enabled
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RelatedOperations

Table4-1 RelatedOperationdor Configuringhe TerminalTimeoutfor Exit

Operation Command Remarks
Restorethe default no exec - timeout Thedefaultterminaltimeout for
terminaltimeout for exit exitis10 minutes

4.2 Network InterfaceManagement
4.2.1 Configurethe Network Interface

CMTSrovidesthe networkmanagementnterface,takesSNMRSimpleNetworkManagementProtocol)for
communicationwith the network managemensystem andsupportsWEBmanagemensystem(hereinafter
referred to as WEB), which can ensure management and maintenance agairStdeMade through the
networkinterfaceon CMTSEor detailsrefer tothe Web GUL

4.2.2 ConfigurelP Addressof Out-band ManagementPort

Configurethe out-bandmanagemenport IPaddresqi.e., MGMTport IPaddress}throughthistask.

Context

0  OutbandmanagementinterfacelPaddresssupportsonly one IP,whichis allowedto modify but cannot
be delete.

Ui  Thedefaultout-bandmanagemeninterfacelPaddresss192.168.0.10;

Ui  Theaddresdakeseffectimmediatelyafter it isset.

Procedure

Step 1 Configurethe out-bandmanagementPaddressy usingthe commanddoutband ip -
address ¢ ®

Step 2 Querythe out-bandmanagementPaddressy usingthe commandéshow outband -info ¢ ®

Example

Configurethe out-bandmanagementiPas192.168.100.land subnetmaskas255.255.255.0.
BT(config)# outband ip - address 192.168.100.1 255.255.255.0

BT(config)# show outband - info

Ip Address :192.168.100.1
Ip Mask . 255.255.255.0
MAC Address . 0024.683a.0003
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4.2.3 Configurethe In-bandUplink IPaddress

Configurethe in-bandnetwork managemeninterfacelPaddresghroughthistask.

Context
U CMTSlevicecanconfigurethe in-banduplink IPaddressn the configview or the vlanview: In the configview, the

uplink IP address forwarding will carry no VLAN tag;In the vlan view, the uplink IP dddsesdingwill carry VLAN
tag;

U In each view, it allows the number of IPv4: It allows to configure at most 1 primary IP addresssaubi6dary 1P
address. it allars the number of IPv6: It supports 1 link local address and 10 global wddasssn eachview.
U  Thedevicesupports63IPv4addresdotal, in whicharesupported62 secondaryPv4addressWhile IPvéaddressihe
devicesupports9 link localaddressand 90 globalunicastaddresdotal.
Procedure
Step1l Configuretheim YR y SO @2NJ] dzLJ Ay ] LINR Y|l NIpaddtesst RRNE & &
primary ¢ Orconfigurethe in-bandnetwork uplink primary IPaddressy usingthe commanddip

address secondary € @
Step 2 Querythe in-bandnetworkuplink IPaddresdiy usingthe commandoéshow running - config € @

Example
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Configurethe in-band uplink primary IP as 10.10.28.88 and subnet mask as 255.255.255.0 in the \denfig
BT(config)# ip address 10.10.28.88 255.255.255.0 primary

BT(config)# show running -config | include ip address

ip address 10.10.28.88 255.255.255.0 primar y

RelatedOperations

Table4-2 RelatedOperationgfor Configuringn-bandNetworkManagementP

Operation Command Remarks
Deletethe in-bandnetwork no ip address Thiscommandcanbe usedto deletethe primary
managementPaddress IPaddressandsecondaryPaddress

4.2.4 ConfigureStaticRoutinglnformation

While it is not essential to do so, ymay establishroute informationfrom the CMTSo other network devices
throughthis method.

Context

Whenthe IPaddressof CMTSJeviceand thatof other devicesare not in the samesubnet,this task isused to

establishcommunicatiorbetweenthemto forward IPpackesto the CMTSyateway.

Thesystemsupportsat mosttwelve (L2) uniqueroutes.

If both the destination IP address and mask are 0.0.0.0, the configured route will be the default one. If route
matching fails, the default route will be used foacket forwarding.

Procedure

Step1 Configurehe route informationby usingthe commanddip route -static € @
Step 2 Querycurrentrouting information of the deviceby usingthe commandéshow ip routing -
table ¢ @

Example

Configurethe route information, and next-hop addressas10.10.28.1.

BT(config)# iproute 0.0.0.00.0.0.010.10.28.1 BT(config)# show
running -config | include route ip  route 0.0.0.0 0.0.0.0
10.10.28.1

BT(config)# show ip routing - table

Destination Netmask Nexthop Type Interface

0.0.0.0 0.0.0.0 10.10.28.1 static gigabitethernet0
10.10.28.0 255.255.255.0 * direct gigabitethernet0
192.168.168.0 255.255.255.0 * direct gigabitethernet0
192.168.0.0 255.255.255.0 * direct fastethernetO
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RelatedOperations

Table4-3 RelatedOperationsfor Configuringhe NetworkManagementRouting

Operation Command Remarks

Deletethe unicaststaticroute no ip route

4.2.5 ConfigureGatewayAddress
Context

When the CMTS device and DHCP Server in the different network, we nsgekify the gateway address
information,andconfigurethe packetwhichdestinationaddressandthe deviceis not in the samenetwork

forwardingto the gateway.

Procedure

Step1 Configurethe gatewayaddressfthe CMTSleviceby usingthe commandégateway ¢ @
Step2 Viewthe gatewayaddressof the CMTSleviceby usingthe commandéshow running -
config € @

Example

Configuregatewayaddressas10.10.28.1.
BT(config)# ip address 10.10.28.89 255.255.255.0 primary

BT(config)# gateway 10.10.28.1
BT(config)# show running -config | include gateway

gateway 10.10.28.1

RelatedOperations

Table4-1 RelatedOperationof gatewayaddress

Operation Command Remarks

Deletethe gatewayaddress no gateway

4.3 AAAConfiguration
4.3.1 AAAOverview

AuthenticationAuthorizationAccounting AAA)rovidesthe CMT Swith a unified configurationframeworkfor

authenticating,authorizing,andcharginguserswho logon to the systemremotely.Here:

0 Authenticationrefersto checkinghe useridentity and determiningwhetherthe userisavaliduser.
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0  Authorizationrefersto authorizinga userwho is successfullauthenticatedto usespecifiedservices.

U  Accounting refers toecording resource usage of users when they use network services. The recorded
information servesasthe basisof charging.

Currently the systemsupportsonly authenticationandauthorizationin the followingscenarios:
0 Authenticationandauthorizationof usersloggingon to the CMTS:

Local authentication and authorization: When a user logs on to the CMTS, the entered user name and
password are checked against the user information in the CMTS. If the information is consistent and
authentiation and authorization are successful, related permissions are granted to the user and the

userisallowed tologonto the CMTS.

TACACS+ authentication and authorization: When a user logs on to the CMTS, the entered user name
and password areentto the TACACSserver,andthe TACACSserverchecks the useinformation.

If the information is consistent and authentication and authorization are successful, related
permissionsare grantedto the userthroughthe CMTSandthe userisallowedto logon to the CMTS.

RADIUS authentication and authorization: When a user logs on to the CMTS, the entered user name
and password are sent to the RADIUS server, and the RADIUS server checks the user information. If
the information is consistent and authenticatiamd authorization are successful, related

permissionsare grantedto the userthrough theCMTSandthe userisallowed tologon tothe CMTS.

None authentication and authorization: When a user logs on to the CMTS, the entered user name
and passworgbass the authentication directly, and the user is allowed to log on to the CMTS. This
type of authentication and authorization can only be used as the last authentication and
authorization mode of hybrid authentication and authorization. A user who lode tre CMTS in

this mode isin userlevel O(with lowestpermission).

Hybrid authentication and authorization: It refers to any combination of the above four
authentication and authorization modes. When a user logs on to the CMTS, authentication and
authorization are performed in the configured sequence. If no response is received in the current
authentication and authorization mode, the next authentication and authorization mode is

automaticallyused.Hybridauthenticationand authorizationwill fail in the following scenarios:

A No response is received in all authentication and authorization modes (when the none

authenticationand authorizatiormode isnot configured).

>

If a failure response is received in an authentication and authorization mode, the next
authentication and authorization mode is no longer used, a failure is directly returned, and the

user isnot allowedto logonto the system.

U  Authentication before a user accesses the Enable view: If the user level is lower than the enable password

level,the user musticcesshe Enableview for authentication.
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Local authentication: The enable password entered by the user is checked against the user
information in the CMTS. If the information is consistent, the usallgsved to access the Enable

view.

TACACS+ authentication: The enable password entered by the user is sent to the TACACS+ server,
and the TACACS+ server checks the user information. If the information is consistent and

authenticationis successful, these is allowedto accesshe Enableview.

None authentication: The enable password entered by the user is not verified and the user directly
accesses the Enable view. This authentication mode can only be used as the last authentication mode
of hybrid authentication.

Hybrid authentication: It refers to any combination of the above three authentication modes.
Authentication is performed on the enable password entered by the user in the configured sequence.
If no response is received in the first autheatiion mode, the next authentication mode is

automatically used. If no response is received in all authentication modes (when the none
authentication mode is not configured), authentication fails. Hybrid authentication will fail in the

followingscenarios:

A No response is received in all authentication modes (when the none authentication mode is not

configured).

b~

If a failure response is received in an authentication mode, the next authentication mode is no
longer used, an authentication failure is directturned, and the user is not allowed to log on

to the system.
U  Authorizationof userexecutedcommands:

Command local authorization: Specific permissions are configured for specific commands. When a
user runs a command, the CMTS server checkpehmission. If the user level is not lower than the
command level, the user is allowed to run the command. If the user level is lower than the command

level,the user imnot allowedto runthe command.

Command TACACS+ authorization: Specific permissiert®afigured for specific commands. When
a user runs a command, the TACACS+ server checks the permission. If the user level is not lower than
the command level, the user is allowed to run the command. If the user level is lower than the

commandlevel, theuseris not allowed torun the command.

Command none authorization: A user can directly run a command without being authorized. This
authorization mode can only be used as the last authorization mode in the case of hybrid

authorization.

Command hybrid authorization: It refers to any combination of the above three authorization modes.
Authorization is performed on the command entered by the user in the configured sequence. If no
response is received in the first authorization mode, thetrmexhorization mode is automatically

used.Hybridauthorization will fail irthe followingscenarios:
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A No response is received in all authorization modes (when the none authentication and

authorizationmode isnot configured).

>

If a failure response is ceived in an authorization mode, the next authorization mode is no

longer usedafailure isdirectlyreturned,andthe userisnot allowedto logonto the system.

4.3.2 Exampleof AAAAuthentication

ConductAAAauthenticationagainsthe remote administratorsthroughthistask,in the followingway: TACACS+
first andlocalauthenticationfollowing. Onlyafter passingcorrespondindevelof authentication,canusers

implementcorrespondingnaintenanceandmanagementgainsthe device.

Networking Diagram

Thistaskis performedto completehybridauthenticationandauthorizationwhenaremote managemenuser
logson to the CMTSIn the hybrid authentication, TACACSandlocalauthenticationare performedin
sequenceA usercanperform maintenanceandmanagemenbn the CMTSnly after the successful

authenticationand authorization.

Whenthe userlogsonto the CMTServer the TACACSandlocalauthenticationandauthorizationare

performedsequentially accordintp the configuration.
Beforethe usercanaccesshe Enableview,the TACACSandlocalauthenticationare performedsequentially.

Commandine authorizationis configuredon the CMTServer.Whenthe userrun the resetcommandthe

TACACSandlocalauthorization areperformedsequentially.

TacacsServer

Administrator

Figured-1 NetworkingDiagranmfor AAAAuthentication

DataPlanning

Thedataplanningfor the AAAauthenticationconfigurationis shownastable below.
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Tabled-2 DataPlanningor AAAAuthenticationConfiguration

Item Data
Ipaddress192.168.1.1
TACACSserver
Encryptiorkey:secretkeyl
Userl: Username: userl, password: passwordl, group: groupnamel, level;
Localuser User2:Usernameuserl passwordpassword2group:administratorsjevel:15
Enablepasswordenablepasswordllevel:14
Login CMTSlevice
authenticationand
authorization

Prerequisite

U Networkdevicesandlinesmustbein the normalstate.

U CMTSleviceisin normalstate.

U TACACSserverisproperlyconfigured.

Configurationflowchart

Theprocesof AAAauthenticationconfigurationis shownasfigure below.

Procedure

< Start >
v

Configure the AAA authentication

Configurethe enable
authentication

Configurethe commandline
authorization

Enablethe AAAfunction

Save the configuration.

v

End

Figured-2 Flowof AAAAuthenticationConfiguration

Step1 Configurehe AAAauthenticationauthorizationmodeasTACACSauthenticationfirst andlocal

authenticationfollowing.

1. Configurdocalusergroupasgroupname;
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BT(config)# groupname groupnamel privilege 13 BT(config)#
username userl password passwordl BT(config)# username
userl groupname  groupnamel BT(config)# username user2

password password2 BT(config)# username user2 groupname
administrators BT(config)# show groups
group index 0

group name : administrators

group privilege : 15

group index 1

group name : default

group privilege 3

group index 2

group name : groupnamel

group privilege : 13

show local groups: a total of 3 groups

2. ConfigurdPaddressaandencryptionkeyof TACACSserver.

BT(config)# tacacs - server primary ip - address 192.168.1.1 key
secretkeyl
BT(config)# show tacacs - server
Type Port Retry Timeout Ip_address Key
primary 49 1 3 192.168.1.1 secretkeyl
secondary -- - -- -- --
3. Configurehe AAAauthenticationmodeasTACACSauthenticationfirst andlocal
authenticationfollowing.
BT(config)# aaa authentication login default group tacacs+ local
Step 2 Configurehe enableauthenticationmodeasTACACSauthenticationfirst andlocalauthentication
following.
1. Configurethe passwordor enableat Levell5.
BT (config)# enable password enablepasswordl level 15 Configure
2. the enable authentication mode as TACACS+ authentication first and local
authenticationfollowing.
BT(config)# aaa authentication enable default group tacacs+
local
Step 3 Configurehe commandline authorizationmodeasTACAC Sauthorization.

1. AddLevell5commandined NJB 6 t® thdiacalcommandline authorizationdatabase.
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Result

4.3.3

BT(config)# privilege exec level 15 reboot
2. Configurehe commandline authorizationmodeasTACAC Sauthorizationfirst andlocal
authorizationfollowing.
BT(config)# aaa authorization commands 15 default group tacacs+
local
Step4 Configureto enableAAA.
BT(config)# aaa new- model
Step 5 Savehe configuration.
BT(config)# exit
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] vy
Building configuration.....

Configuration saved successfully.

Onlyafter passingcorrespondindevelof authenticationauthorization,canthe userimplement

correspondingnaintenanceand managementgainstthe device.

ConfigureLoginAuthentication Authorization

Logonauthenticationandauthorizationsupportedbythe system:

i

4.3.3.1

Context

Theauthentication part authenticates users by checking the user name and password entered by each
user. Authentication is implemented based on the principle that every user has a unique permission
acquisition standard. The AAA server compares the users'atdsdvith those in the database one by
one. If consistent, user authentication is successful. If inconsistent, the server rejects the network

connectionrequest.

A userobtainsrelatedtaskoperationpermissions byneansof authorization.Forexample after logging
on to the system, the user may run some commands. At this time, the authorization process tests whether

the userhasthe permissions$o runthese commands.

Configurel.ocalAuthentication Authorization

i CMTSlevicesupportsl6levelof user,Level0 isthe lowest,while Levell5isthe highest.

0 CMTSlevicesupportsthe 2 default usergroups,the default usergroupsdo not allow deletion. CMTS

devicesupportsthe creationof 5 usergroups,with eachgroupcanbe addedat most10users.
U  Thedefaultuserwith usernameasadminandpassworcasadminisaddedto the groupasadministrators.
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Userscanchangethe defaultuser'spasswordasrequired.

Procedure

Step 1
Step 2
Step 3
Step 4
Step 5

Step 6
Step 7

Step 8

Example

Configurdocalusergroupby usingthe commandégroupname £ @
Addanewuserbyusingthe commandéusername password € @

Addalocaluserto alocalusergroupby usingthe commanddusername groupname ¢ @
Queryinformation of localuser groupby usingthe O 2 Y Y I sfidv gioups € ®

Configurdocalauthenticationby usingthe commandéaaa authentication login
default  group local € @

Configurdocalauthorizationby usingthe commandéaaa authorization login  default
group local ¢ @&

Enablehe AAAfunctionby usingthe commandéaaa new- model ¢ @

Queryconfigurationof aaaby usingthe commandéshow aaa - configuration € o

Addthe userlto the groupnamelwith levelas15, andthe logintype aslocal authentication and
authorization.

BT(config)# groupname groupnamel privilege 15
BT(config)# username userl password passwordl
BT(config)# username userl groupname groupnamel
BT(config)# show groups

group index . 0

group name : administrators

group privilege 15

group index 1

group name : default

group privilege 3

group index 2

group name : groupnamel

group privilege 15

show local groups: a total of 3 groups
BT(config)# aaa authentication login default group local
BT(config)# aaa authorization login default group local
BT(config)# aaa new- model

BT(config)# show aaa- configuration

show aaa configuration:

aaa new- model:
authentication local
authentication login method:

authorization

enable
- override: disable
local
local

login  method:
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o R A T O

authentication enable method:

authorization commands method:

After the aboveconfiguration,the usercanenter the usernameuserlandpasswordpasswordlto login
to the CMTSlevicethrough local authentication and authorization.

RelatedOperations

Tabled-3 RelatedOperationsor Configurind-ocalAuthenticationAuthorization

Operation Command Remarks
Deletethe usergroup | N0 groupname
Deletethe user no username
Restorethe default no aaa authentication login Thedefaultauthenticationmodeis
authenticationmode default  group local.
Restorethe default no aaa authorization login Thedefaultauthorizationmodeis
authorizationmode default  group local.

4.3.3.2 ConfigureTACACSAuthentication Authorization

Context

0 The CMTS supports configuration of the active and standby TACACS+ servers. If both the active anc
standby TACACS+ servers are configured, the system first serzdghamtication and authorization
request to the active TACACS+ server. If the active TACACS+ server does not respond, the system sent

anauthenticationandauthorizationrequestto the standbyTACACSserver.

0  Except that the active and standby servers #iacaddresses are mandatory parameters, the following
parameters are optional: encryption key, port number, retransmission times, and timeout. When a
commandis beingconfigured,if anoptionalparameterisnot configured the previouslyconfiguredvalue
takeseffect. Forexample,assumehat 192.168.1.1lis alreadyaddedasthe active TACACSserver.After
you configuretacacs - server primary ip - address 192.168.1.1 port 100 , only the
port numberischangedo 100,andthe settingsof the encryptionkey,retransmissiortimes,andtimeout

remainunchanged.

0  TACACS+ authentication is separated from TACACS+ authorization. You must configure both TACACS
authenticationand TACAC Sauthorizationto completethe entire logonauthenticationandauthorization

process.

Procedure

Step1 ConfigureTACACSserverbyusingthe commanddtacacs - server € @

Step 2 Queryconfigurationinformation of TACACSserverby usingthe commanddshow tacacs -
server ¢ ®

Step 3 ConfigureTACACSauthenticationby usingthe commanddéaaa authentication login

default  group tacacs+ ¢ @
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Step 4 ConfigureTACACSauthorizationby usingthe commanddaaa authorization login

default

group tacacs+ € @

Step 5 Enableghe AAAfunctionby usingthe commandéaaa new- model ¢ &

Step 6 Queryconfigurationof aaaby usingthe commanddshow aaa- configuration ¢ D

Example

Configurethe IPaddressandencryptionkey of TACACSserver,andthe logintype asTACACS+
authenticationand authorization.

BT(config)# tacacs -server primary ip - address

BT(config)# show tacacs - server

192.168.1.1 key secretkeyl

Retry Timeout

Ip_address Key

Type Port
primary 49
secondary -

BT(config)# aaa authentication login default group tacacs+

BT(config)# aaa authorization login default group tacacs+

BT(config)# aaa new- model

BT(config)# show aaa- configuration

show aaa configuration:

aaa new- model: enable

authentication local

- override: disable

authentication login method: tacacs+

authorization login method: tacacs+

authentication enable method:

authorization commands method:

After the aboveconfiguration,the usercanperform TACACSauthenticationandauthorizationto login to
the CMTS device by entering the user name and password. Users who cannot be authenticated and
authorizedby TACACSare deniedaccesgo the CMTS]evice.

RelatedOperations

Table4-4 RelatedOperationdor ConfiguringrlACAC SAuthenticationAuthorization

Operation Command Remarks
Deletethe TACACS+ | no tacacs - server
server
Restorethe default no aaa authentication Thedefaultauthenticationmodeislocal.
authenticationmode | login  default  group
Restorethe default no aaa authorization Thedefaultauthorizationmodeis local.

4-39



BLONDER TONGUE Chapter4 ¢ Basic Operation of the System

Operation Command Remarks

authorizationmode login  default  group

4.3.3.3 ConfigureRadiusAuthentication Authorization

Context

i TheCMTSupportsconfigurationof the activeandstandbyradiusserverslf both the activeandstandby
radius servers are configured, the system first sends an authentication and authorization request to the
activeradiusserver.If the activeradiusserverdoesnot respond the systemsendsanauthenticationand
authorizationrequestto the standbyradiusserver.

0  Except that the active and standby servers and IP addresses are mandatory parametéoiodhirg
parameters are optional: encryption key, port number, retransmission times, and timeout. When a
commandis beingconfigured,if anoptional parameterisnot configuredthe previouslyconfiguredvalue
takeseffect. Forexample assumehat 192.16.1. lisalreadyaddedasthe activeradiusserver.After you
configuretacacsserverprimaryip-addressl92.168.1.Jport 100,0onlythe port numberischangedo 100,

andthe settingsof the encryptionkey,retransmissiortimes,andtimeout remainunchanged.

0 Radius authentication is separated from radius authorization. You must configure both radius
authentication and radius authorization to complete the entire logon authentication and authorization

process.

Procedure

Step1 Configuregheradiusserverbyusingthe commandiradius - server ¢ @

Step 2 Querythe configurationinformation of radiusserverby usingthe commandéshow radius -
server ¢ @

Step3 Configurehe radiusauthenticationby usingthe commanddaaa authentication login
default  group radius ¢ @

Step4 Enablehe AAAfunctionby usingthe commandéaaa new- model ¢ @

Step 5 Queryconfigurationof aaaby usingthe commanddshow aaa- configuration E P

Example

Configurethe IPaddressand encryptionkey of radiusserver,andthe login type asradiusauthenticationand

authorization.
BT(config)# radius -server primary ip -address 192.168.1.1 key secretkey2

BT(config)# show radius - server

Type Port Retry Timeout Ip_address Key
primary 1812 1 3 192.168.1.1 secretkey?2
secondary -- -- - - --
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BT(config)# aaa authentication login default  group radius

BT(config)# aaa new - model BT(config)#

show aaa - configuration show aaa

configuration:

aaa new- model: enable

authentication local - override : disable

authentication login method: radius

authorization login method: local

authentication enable method:

authorization commands method:

After the aboveconfiguration,the usercanperform radiusauthentication and authorizationto login to
the CMTS device by entering the user name and password. Users who cannot be authenticated and
authorizedby radius aredeniedaccesgo the CMTS device.

RelatedOperations

Table4-5 RelatedOperationsor ConfigurindRadiusAuthenticationAuthorization

Operation Command Remarks
Deletethe radius no radius - server
server
Restorethe default no aaa authentication Thedefaultauthenticationmodeislocal.
authenticationmode | login  default  group

4.3.4 ConfigureEnterthe EnableView Authentication

CMTSlevicesupports2 kindsof AAAauthenticationmodes:

i  When the user level is higher than or equal to the enable password level, the user doeseddb enter

the enablepassword tadirectly enterthe enableview.

U  When the user level is lower than the enable password level, the user needs to enter the enable password

andthe system performsuthentication accordingp the configuredauthenticationrules.

4.3.4.1 ConfigureLocalAuthentication

Context
i CMTSlevicesupportsl6levelfor users,LevelO isthe lowest,while Levell5isthe highest.
il CMTSlevicesupportsl6 levelfor enablepasswordlevel0 isthe lowest,while Levetl5isthe highest.
i Thedefaultlevelof enablepasswords 3.

0 Thedefaultuserwith usernameasadminandpasswordasadminisaddedto the groupasadministrators.

Userscanselectto deletethe defaultuseror changethe defaultuser'spasswordasrequired.
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0 Each level can be configured with one enable password at most, and the duplicate configuration will

overridethe previousconfiguration.

U  When the user's authorization level is lower than the enable wasd level, an enable password is

required for authentication. When the enable password is entered correctly, the enable view is allowed

and the user's authorization level does not change. When the enable password is not entered correctly,

accesdo the erableviewisdenied.

Procedure

Step 1
Step 2
Step 3

Step 4

Example

Configurdocalenablepasswordby usingthe commandéenable password password
[level level 1¢ @

Configurdocalauthenticationby usingthe commandéaaa authentication enable
default  group local ¢ @

Enablehe AAAfunctionby usingthe commandéaaa new- model ¢ @

Queryconfigurationof aaaby usingthe commandéshow aaa- configuration £ o

Configurethe enablepasswordfor Levet13 userasenablepassword2andthe enter enableview type as

local authentication.

BT(config)# enable password enablepassword2 level 13 BT(config)#
aaa authentication enable default group local BT(config)# aaa
new- model

BT(config)# show aaa- configuration

show aaa configuration:

aaa new- model: enable

authentication local - override : disable
authentication login method : radius
authorization login  method : local

authentication enable method : local

authorization commands method:

RelatedOperations

Tabled-6 RelatedOperationsfor Configurind-ocaEnableAuthentication

Operation Command Remarks
Deletethe localenable no enable password Thedefaultpasswordor enteringthe enable
password viewisnull.
Restorethe default no aaa authentication Thedefaultauthenticationmodeislocal.
authenticationmode enable default  group
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4.3.4.2 ConfigureTACACSAuthentication

Context

0  The CMTS supports configuration of the active and stadth§ACS+ servers. If both the active and
standby TACACS+ servers are configured, the system first sends an authentication request to the active
TACACS+ server. If the active TACACS+ server does not respond, the system sends an authenticatic
requestto the standbyTACACS+ server.

0 Except that the active and standby servers and IP addresses are mandatory parameters, the following
parameters are optional: encryption key, port number, retransmission times, and timeout. When a
commandis beingconfigured,if anoptionalparameterisnot configured the previouslyconfiguredvalue
takeseffect. Forexample assumethat 192.168.1.Jis alreadyaddedasthe active TACACSserver.After
you configuretacacs - server primary ip - address 192.168.1.1 port 100 , onlythe
port numberischangedo 100,andthe settingsof the encryptionkey,retransmissiortimes,andtimeout

remainunchanged.

U Before a user accesses the Enable view, an authentication request is sent to the TACACS+ server. If the
user authorization level is not lower than the enable password level, the user can directly access the
Enable view without entering the enable password. If the user authorization level is lower than the
enable password level, the user must enter the enable wasd for authentication. If the enable
password entered by the user is correct, the user is allowed to access the Enable view and the user
authorizationlevelremainsunchangedIf the enablepasswordenteredby the userisincorrect,the user

isnot allowed toaccesghe enableview.

Procedure

Step1 Configurehe TACACSserverbyusingthe commanditacacs - server € @

Step 2 Querythe configurationinformation of TACACSserverby usingthe commandoshow tacacs -
server ¢ ®

Step3 Configurehe TACACSauthenticationby usingthe commandéaaa authentication enable
default  group tacacs+ ¢ @

Step 4 Enablehe AAAfunctionby usingthe commanddaaa new- model € ©®

Step 5 Queryconfigurationof aaaby usingthe commandiéshow aaa- configuration £ o

Example

Configurethe IPaddressand encryptionkey of TACACSserver,andthe enter enableview type as

TACACS+ authentication.
BT(config)# tacacs -server primary ip -address 192.168.1.1 key secretkey3

BT(config)# show tacacs - server

Type Port Retry Timeout Ip_address Key
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primary 49 1 3 192.168.1.1 secretkey3
secondary - - - - -
BT(config)# aaa authentication enable default group tacacs+

BT(config)# aaa new - model BT(config)#
show aaa - configuration show aaa
configuration:

aaa new- model: enable

authentication local - override: disable
authentication login method: radius
authorization login method: local
authentication enable method: tacacs+

authorization commands method:

RelatedOperations

Table4-7 RelatedOperationdor ConfiguringTACAC SAuthentication

Operation Command Remarks

Deletethe TACACSserver | no tacacs - server

Restorethe default no aaa authentication Thedefaultauthenticationmodeislocal.

authenticationmode enable default  group

4.3.5 Configurethe CommandLineAuthorization

The CMTS device supports the configuration of execute permission for the specified command. Qsdy the
who hasreachedthe permissioncanexecutethe command.Thereare two situationswhenthe userexecutes

thiscommand:
U Whenthe user levelshigherthan or equalto the commandlevel,the commandcanbe executed.
U Whenthe userlevelislowerthanthe commandlevel,the commandcannotbe executed.

4.3.5.1 ConfigureLocalCommandLineAuthorization

Context

i CMTSlevicesupportsl6 levelfor commands)evel Gsthe lowest,while Levell5isthe highest.If the

commandislevelO, thedefaultauthorization issuccessful.
i  TheCMTSlevicesupportsconfiguringauthorizationfor 100localcommands.
i  TheCMTSlevicesupportsconfiguringauthorizationfor 5 keywordsmatching.
U Whenthe user'sauthorizationlevelislower thanthe commandauthorizationlevel,userscannotexecute

commandsElse the usersantexecutecommands.
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Procedure

Step1 Configure localcommard A Yy S f S@St o0& pirdldggeReclevelS O2YYIF YR a
command level commandl [ command2 [ command3 [ command4 [ commands]]]] € &
Step 2 Querythe locallraddedcommandline levelby usingthe commanddshow privilege exec ¢ @
Step 3 Configurdocalcommandline authorizationby usingthe commanddaaa authorization
commands default  group local ¢ @
Step4 Enableghe AAAfunctionby usingthe commandéaaa new- model € &
Step 5 Queryconfigurationof aaaby usingthe commandéshow aaa- configuration £ o

Example
Add Levetl5commandline 4NJ &8 ldcélcommandline authorization database.

BT(config)# privilege exec level 15 reset

BT(config)# show privilege exec

Index Level Commands

1 15 reset
show privilege exec: a total of 1 command(s)
BT(config)# aaa authorization commands 15 default  group local

BT(config)# aaa new - model BT(config)#
show aaa - configuration show aaa
configuration:

aaa new- model: enable

authentication local - override : disable
authentication login method: radius
authorization login method: local
authentication enable method: tacacs+

authorization commands method: local

RelatedOperations

Table4-8 RelatedOperationsor Configuring-.ocalCommandine Authorization

Operation Command Remarks

Deletethe authorized no privilege exec

commandine

Restorethe default no aaa authorization Thedefaultauthorizationmodeisnone.
authorizationmode commands default  group
EnableAAA aaa new- model Tomakethe configurationtakeeffect,
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Operation Command

Remarks

& 2 dz@duiRdto enableAAAafter

finishingthe configuration.

Querythe configurationof | show aaa- configuration

AAA

4.3.5.2 ConfigureTACACSZommandline Authorization

Context

i CMTSlevicesupportsthe configurationof the primaryandsecondaryTACACSservers.

0  Configurehe TACACSserver.Onlyif the configuredprimaryandsecondaryservertypesandIPaddress
areidenticalto thoseof the currently-configuredserver specifyingsomea parameterwill not makeother
parameters covered. For example, if 192.168.1.1 has been added as the primary TACACS+ server
configuring tacacserver primary ipaddress 192.168.1.1 port 100 will only modify the port number to
100,andwill not modify the encryptionkey,retry timesandtimeout to the defaultvalue.

U Tomakethe configurationtake effect,& 2 dz@duiRedto enableAAAafter finishingthe configuration.

Procedure

Step1 ConfigureTACACSserverbyusingthe commanddacacs - server ¢ @

Step 2 Querythe configurationinformation of TACACSserverby usingthe commandéshow tacacs -

server ¢ @

Step3 ConfigureTACACSzommandine authorizationby usingthe commanddéaaa authorization

commands default group tacacs+ € @

Step4 Enablehe AAAfunctionby usingthe commandoaaa new- model € ©®

Step5 Queryconfigurationof aaaby usingthe commandishow aaa- configuration

Example

Configurethe IPaddressand encryptionkey of TACACSserver.
BT(config)# tacacs -server primary ip -address 192.168.1.1 key secretkey4

BT(config)# show tacacs - server

Type Port Retry  Timeout Ip_address Key

primary 49 1 3 192.168.1.1 secretkey4
secondary -- -- -- -- --

BT(config)# aaa authorization commands 15 default group tacacs+

BT(config)# aaa new - model BT(config)#
show aaa - configuration show aaa

configuration:
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aaa new- model: enable
authentication local
authentication login method

authorization login

authentication enable method :

authorization

method

commands method:

- override : disable

: radius
. local
tacacs+

tacacs+

RelatedOperations

Table4-9 RelatedOperationgor ConfiguringTACACSZommandine Authorization

Operation Command Remarks
Deletethe TACACSserver no tacacs - server
Restorethe default no aaa authorization Thedefaultauthorizationmodeis none.
authorizationmode commands default  group
EnableAAA aaa new- model Tomakethe configurationtakeeffect,& 2 dz{

requiredto enableAAAafter finishingthe

configuration.

Querythe configurationof AAA

show aaa- configuration

4.4 ZeroTouchFunction

4.4.1 ZeroTouchOverview

Zerotouchfunction canmakethe deviceplugandplaywhenenteringthe network. After the deviceis powered

on, the version is upgraded and the device configuration is issued automatically. This greatly reduces the O&M

costs.The zeraonfiguration function supports:

i

Plugand-play of the CMTS device: The zeomfiguration function works together with the zero
configuration backend system. After the CMTS device is connected to the network and powered on, the
management IP address and correct configuration files can be automatically obtained, and device

configuiation is completedautomatically. Theentire processrequiresno manualintervention.

Replaceandplay of the faulty CMTS device: The zero configuration function works together with the zero
configuration backend system. When arsigrvice CMTS device &ifty, another CMTS device of the

same model can be used to replace the faulty device. After replacement, the CMTS device automatically
completes configuration and starts running. Its IP network configuration parameters and HFC network

configurationparameers remainunchangedTheentire processequiresno manualintervention.

Update of the CMTS configuration file (runnicanfig): After the CMTS is connected to the network and
starts running, runningonfig is sent to the CMTS zero configuration baclsrstem according to certain
rules.

Youcanjudgethe statusof the zeroconfigurationprocesssuchassuccessfuindabnormal throughthe
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indicators.TheseLEDndicatorsincludethe RUN CABLEBnd ALMindicators.

ZeroTouchProcess RUNindicators CABLE ALARM

indicators indicators
DHCRomplete/failure ON/ ON 0.5Hz/0.5Hz OFF ON
Descriptoffile uploadedsuccessfully/failure ON/ ON 1Hz/1Hz OFF ON
Softwareupgradedsuccessfully/failure ON/ ON 2Hz/2Hz OFF ON
Configloadedsuccessfully/failure ON/ ON 4Hz/4Hz OFFH ON
Zeroconfigsuccessfully/failure ON/ ON ON/ ON OFH ON

ﬂ-!.!_“ Note:

Whenanexceptionoccursduringthe zerotouch processthe CABLElight will keepthe frequencyandALARM
lightslongbright. We canfind the abnormalprocessby lookingat the frequencyof the ALARMight.

Whenzerotouch completed the devicewill sendeventnewsby the syslogandtrap serverscanning.

Whenzerotouch completed,the time of indicatingthe stateisableto be set. Thecommandis& | dapdate
indicationwait-Ui A Y$sér darknowmorethroughthe CMTSCLIManual.

4.4.2 Exampleof CMTSndependentDeployment

CompleteCMTSl1eploymentindependentiythroughthistask.

Networking Diagram

ProvisioningSystem

—

—

*oe 24

CMTS Router

Figure4-1 CMTSleploymentnetworkingdiagram

DataPlanning
Inthis case enablezerotouchfunction,manageVLANA089,VLANA089enabledynamicDHCRunction.
Zeroconfigurationfunctionand management/LANcanalsobe specifiedby factory configuration.
Thefollowingexampleillustratesthe scenaricof manualconfiguration.

Table4-10 CMTSndependentdeploymentdataplanning
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Item Data
Zeroconfigurationfunctionstatus enable
managemertvian 4089
VLANDHCRtatus Turnon dynamicacquisition

Prerequisite
U  Networkequipmentandlinesare normal.
i CMTSquipmentisin normalcondition.

U  Preconfigurationsystemisnormal.

Provisionserverconfigurationrequirements

0 If DHCPv4 is used, DHCP option66 and option67 are configured on the device's DHCP server, where
option66 isthe IPaddressof the TFTRerverandoption67isthe CMTlescriptionfile name.

0 If DHCPvV6 is useduboption32 and suboption33 of DHCPv6 Optionl7 are configured on the device's
DHCP server, where suboption32 is the IP address of the TFTP server and suboption33 is the CMT:

descriptionfile name.

0  Configurationidentifiesthe optio43field of CMSTDHCHnessage'docsis_devicgéype", suchas"docsis_
CC880acP2".

Thecmtsdescriptionfile storesthe relevantinformation of the deviceconfigurationfile, andsupportsthe

definition of the followingdata:

Table4-11 Zeroconfigurationmanagemenserverdescriptionfile dataitem

Item Data
! Representa.comment.
deviceType Definethe devicetypesfor this groupconfiguration.
targetVersion= Targetimageversionnumber.
imagePath= Destinationmagedownloadpath, IPaddress.
imageName= Targetimagename.
cmcConfigPath= Thepathto the CMCconfigurationfile to be updated.
cmcConfigName= Thefilenameof the CMCconfigurationfile to be updated.
egamConfigPath= Eqgamconfigurationto be updated.
egamConfigName= Thefilenameof the eqamconfigurationfile to be updated.

Example:

Editthe cmtsdescriptionfile asfollows:
Ithis isa descriptionfile

_ first group

targetVersion=v2.2.8.2
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imagePath = 10.10.29.207

imageName = imagePacket.img
description=thisisupdateimage
cmcConfigPath = 10.10.29.207
cmcConfigName cmcConfig.cfg
cmcConfigDscr = this is cmc configure file
egamConfigPath = 10.10.29.207
egamConfigName = eqamConfig.cfg

egamConfigDsecrthisisegamconfigurefile

Isecondgroup

deviceType = CC88@P2
targetVersion = V4.0.0.32
imagePath = 10.10.29.207
imageName = imagePacket.img
description=thisisupdateimage
cmcConfigPath = 10.10.29.207
cmcConfigName cmcConfig.cfg
cmcConfigDscr = this is cmc configure file
egamConfigPatk 10.10.29.207
egamConfigName = eqamConfig.cfg

egamConfigDsecrthisiseqgamconfigurefile

Ithird group

deviceTypel = CC88&P2
targetVersionl = V4.0.0.33
imagePathl = 10.10.29.207
imageNamel = imagePacket.img
descriptionl=thisisupdateimage
cmcConfigPath%10.10.29.207
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cmcConfigNamel = cmcConfig.cfg
cmcConfigDscrz this is cmc configure file
egamConfigPathl = 10.10.29.207
egamConfigNamel = eqamConfig.cfg

egamConfigDscri thisisegamconfigurefile

If the deviceobtainsthe abovedescriptionfile, the GP2devicewill obtainthe secondgroupof configuration
information, and the EBP2 device will obtain the third group of information. If the device does not obtain the
configuration information group matching its ovdevice type, the first group of information will be

obtained by default. If the device gets the device type, but it does not match the one in the description file,
then if the first group has no devicetype, select the information of the first item, e@tseran error will be

returned.

Configurationflowchart

Theindependentdeploymentprocessof CMTSs shownin the followingfigure.

C Start )
v

Enable zero touch function

v

Configuration management VLAN

Configurethe DHCHunction of the
management VLAN

v

Save configuration

v

C )

Figure4-2 CMT DeviceConfiguratiorFlowChart

Procedure

Step 1 Enablezerotouchfunction
BT(config)# auto - update config enable
Step2 Configuratiormanagement/LAN
BT(config)# management- vlan 4089
Step3 Configurehe DHCRunctionof the VLAN
BT(config -if -vlan4089)# ip address dhcp - alloc
Step4 Step4 Saveconfiguration
BT(config)# exit
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BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] y

Building configuration.....

Configuration saved successfully.

Result

After successfutonfiguration CMTSanindependentlycompletethe deploymentfunction,andcanview
the deploymentstatusthrough theindicator lamp irCMTS.

4.4.3 Enablethe ZeroTouchFunction

Context

Inautomaticmode,the useronly needsto advancehe configurationinformationto the production

representativescompletesomeconfigurationfileswritten by productionrepresentatives.

Simplypower up, versionupgradesanddeviceconfigurationcanbe doneautomatically.

Procedure

Step1 Enablehe zerotouchstatebyusingthe commanddéauto - update config enable € @

Step 2 Querythe statusof CMTSleviceby usingthe commandéshow running - config verbose ¢ @

----Theend
Example
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Enablethe zerotouch state of CMTSlevice.
BT(config)# auto - update config enable

BT(config)# show running -config verbose | include update

auto - update config enable

4.4.4 Repeatthe ZeroTouchFunction

Context

Bydefault,the CMTS&levicecanonly performazerotouch operationonceit is started. After azerotouch

operation,the systemneedsto be restartedto performzeroconfigurationagain.

Userscanmanuallyconfigurethe repeatzeroconfigurationfunctionto keepthe deviceversionand

configurationconsistentwith the versionandconfigurationin the backend database.
Procedure

Step1 Enablehe zerotouchstateby usingthe commandéauto - update repeat ¢ &
Step2 Querythe statusof CMTSleviceby usingthe commandoshow running - config € @

Example

Enablethe zerotouch state of CMTSlevice.
BT(config)# auto - update config enable

BT(config)# show running -config | include auto - update

auto - update repeat

4.4.5 ConfigureManagementVLAN

Context

Users can choose to configure the management VLAN for deployment based on the networking plan. If the

deviceisnot configuredwith amanagemen¥VLANyouneedto manuallyconfigurethe managemeniVLAN.

Thedefaultvalueof the management/LANsin the factorydefault configurationfile.

Procedure

Step 1 Configurethe managemen¥LANby usingthe commanddmanagement- vlan ¢ @
Step 2 Enablethe gettinglPaddressautomaticallyby usingthe commanddip address dhcp -

alloc ¢ @
Step 3

----Theend

Example
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Querythe statusof CMTSleviceby usingthe commandéshow running - config €& &

Step 3

----Theend

Example
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Configurethe management/LANas4089andenablethe getting IPaddressautomatically.
BT(config)# management- vian 4089

BT(config)# show running -config | include management- vian
management- vian 4089

BT(config)# interface vlanif 4089 BT(config -if -
vlan4089)#  ip address dhcp -alloc BT(config -if -

vlan4089)#  show running -config interface vlan 4089

ip address dhcp - alloc

exit

RelatedOperations

Table4-14 RelatedOperationgfor Configurethe ManagementVLANCommandine Authorization

Operation Command Remarks

Turnoff automaticaccesgo IP | no ip address dhcp - alloc vlanview

Addresses
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5.1 LogConfigurationManagement

5.1.1 LogOverview

Logrecordsthe statusinformationduringthe systemrunningin arealtime manner,andsendselevantalarm

informationin caseof systemabnormity.Userscanunderstandthe statusof their deviceby viewingthe system

log and alarm information, so as to monitor the network operation and provide powerful support for network
troubleshooting.

CMTSlevicesupportsthe followinglogfunctions:

i

Thedevicesupportsgradingthe logandimplementsreportingby grade:

The device grades log by importance and reports the message by grade. The device supports eight grades:
Emergency Alert| Critical| Error | Warning| Notice| Informational | Debug.

Loggingnode
[ 20t f23Y Al R2SayQid ySSR (42 aSi GKS aSNBSNJI
log printed to the terminal. It includes tHellowing three modes: stored in the memory, stored in
FLASHand directlyprinted tothe terminal.

Syslog: isendsand saveghe loginformation of the deviceto the syslogserverviathe uplink port.
Trapalarm:it sendsandsaveghe loginformation of the deviceto the trap serverviathe uplink port.

Supporting speed limit for sending logs, saving system resources and ensuring that network performance
will not be degradediue tothe hightraffic of sendingogs.

CMTSlevicessupportthe configurationof four log sendingmodes.
LocalRecordnformationMaintenance
CMT Slevicessupportviewinglocalrecordinformationthroughvariousconditions:

A Supports the command line filtering function(begin | include | exclude) "to

viewlocal record information. This article can be arbitrarily combined with other conditions.
Detailedreference:ViewLOGnformation.

A The keyword Before - time | after - time | period - time " is supported to view
localrecordinformation forthe correspondindime period.
A Supports viewing the local record information of the corresponding ID through the keyword

"eventid
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A Supportsviewinglocalrecordsof correspondindevelsthroughthe keyword"priority "
A Supportsviewingthe latestlocalrecordinformationthroughthe keyword"last "
A Supportsviewingall localrecordsthroughthe keyword"all "

CMT Slevicessupportthe removalof localrecordinformationthroughvariousconditions:

A Localrecordinformation canbe clearedby the keyword"before -time | after -time "

A The local record information of the corresponding ID can be cleared by the keyword

"eventid "

A Local record information at theorresponding level can be cleared by the keyword
"priority "

A Thelatestlocalrecordinformation canbe clearedby the keyword"last .

A Allloginformation canbe clearedby the keyword"all ".

5.1.2 Exampleof ReportingTrapAlarmsof WarningLevel

Sendandsavethe loginformation of CMTSo the trap serverthroughthis example.

DataPlanning
Theplanningof loginformationin the trap serveris shownasfollows.

Table5-1 DataPlanningf AlarmConfiguration

Item Data
Loggingnode Alarm
Levelof log Warning
Serialnumberof trap server 0
IPaddresof trap server 1111
Modefor limiting the syslogsendingrate maintainBelowThreshold
Intervalfor sendingthe syslogn currentmode 10seconds
Numberof syslogallowedto be senteach
intervalin currentmode 10syslog

Prerequisite

Thenetwork, trap serverand CMTSleviceare normal.

Configurationflowchart

Theprocessof reportingthe alarmmessages shownasfollows.
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< Start
!

Configure Io‘gging mode

Limitthe logsendingate
|

v

Enablethe functionof
messageaeporting

Save the configuration.
< End >

Figure5-1 Proces®f configuringthe loginformationin the trap server

Procedure

Step1 Configure the logging mode.
1. Enterthe syslogview.
BT(config)# syslog
2. Configure the trap server for reporting the alarm of warning level.
BT(config - syslog)# loglevel warning traps Configure
3. the trapserver address.
BT(config -syslog)# trap -server -ip 0 1.1.1.1
Step2 Limitthe logsendingrate.
1. Configureghe alarmsendingrate asmaintainBelowThreshold.
BT(config -syslog)# throttle  -admin maintainBelowThreshold
2. Configure the interval for sending alarms as 10 seconds.
BT(config -syslog)# throttle - interval 10 Configure
3. allowingto send10alarmsat eachinterval.
BT(config -syslog)# throttle - threshold 10
Step 3 Enablethe function of messageeporting.
BT(config -syslog)# message-to -event enable
Step4 Savehe configuration.
BT(config)# exit
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n vy
Building configuration.....

Configuration saved successfully.

----The end
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Result

Accordingo the aboveconfigurationsthe logsof Warninglevelgeneratedoy CMTSwill be sentandsaved

to the trapserver.

Chapter 5 Management and Maintenance of CMTS

5.1.3 Reportthe Logby Level

Context

When CMTS device generates much more syslog, users may be difficult to distinguish which are syslog for

normaloperationof the device andwhichare syslogor troubleshooting.Thegradingof syslogcanhelpusers

YI1S O02FNBRS 2dzRAYSyd FyR GF1S YSIFadaNBa Ay

disposal.

GAYS G2

Thesyslogcanbe classifiednto eightlevelby urgency Thehigherurgencyof syslogs, the smallervalueis

displayed Thedetailsare shown agable below.
Table5-2 Gradingof Syslog
Value Level Description

0 Emergency Thedevicesuffersfrom fatal abnormity,causinghe systemunableto use.

1 Alert Thedevicesuffersfrom significantabnormity,andrequiresimmediate
measuregor recovery.

2 Critical Thedevicesuffersfrom abnormity,andrequirestakingmeasuresr analyzing
the reasons.

3 Error Thedevicesuffersfrom improperoperationwhichwill not affectthe
subsequenservice put requiresanalyzinghe reasons.

4 Warning Thedevicesuffersfrom abnormityduringnormaloperation,whichmaybe the
systemmalfunctionandrequiresthe userto payattention to.

5 Notice Importantinformationfor normaloperationof the device.

6 Informational Generainformationfor normaloperationof the device.

7 Debug Debuggingnformationfor normaloperationof the device.

U  Thedefaultemergencyalert, andcriticallogsare savedon the localnonvol.

0 Itisthe prerequisitefor the effectivenessof other configurationsof the syslogto configurethe logging

mode of syslog.

U Alllevelsof logreportingneedto enablethis task

Procedure

Step 1 Enterthe syslogviewby usingthe commandésyslog € @

Step2 / 2 Yy T A 3 dzNB

0KS f233Ay3 Y2RHgleXef(endeiyénty? 3

alert | critical | error | warning | notification | informational |

debug | none) (localnonvol | traps | syslog | localvolatile |

monitor) £ @
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Step 3 Configurethe remote serverby usingthe followingcommands.
i  Configurethe syslogserverby usingthe commanddog -server -ip (0 | 1] 2| 3
| 4) ip-address ¢ &
i Configurethe trap serverby usingthe commanddrap -server -ip (0 | 1| 2 | 3
| 4) ip -address [community 1€ &
(Forconfiguringlocalserver,omit Step3).
Step4 Enablehe functionof reportingsyslogoy usingthe commanddmessage - to - event enable ¢ @

Example

Reportingthe syslogl to the syslogserverwith IPaddressas1.1.1.1.
BT(config)# syslog

BT(config -syslog)# loglevel error syslog

BT(config -syslog)# log -server -ip01.1.1.1

BT(config -syslog)# message-to -event enable

RelatedOperations

Tableb5-3 RelatedOperationsof LogReporting

Operation Command Remarks
Restorethe loggingmodeof syslogo the default loglevel  all default
Deletethe configurationof syslogserver no log - server -ip
Disablethe logreportingfunction message - to - event
disable

5.1.4 ConfigureLogto LocalRecords

Context
Localloggingmodeincludesthe following:

U localvolatile:when this mode is usedfor recordingthe syslog,the information will be savedto local

memoryof the device. Wherthe system restartsthe informationwill be lost.

U localnonvolwhenthis modeis usedfor recordingthe syslogthe informationwill be savedto localflash

of the device permanently.

0 monitor: when this mode is usedfor recordingthe syslog,the information will be displayedon the

terminalonly,instead ofbeingsaved toanystorage medium.
Themaximumnumberof configurationrecordssavedfor localnonvolandlocalvolatilesupport:

0  After the maximum number of locally stored records is configured, when the number of local records
generatedbythe systemis greaterthanthe maximumnumber,the systemwill overwritethe logrecords
with earliertime.
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U Thenumberof localrecordsallowedto be configuredin the systemis 10-10000.

Theoutput format of syslogsavedto the memoryor localflashor printed directlyto the terminalis shown

asfollows:

<level> TIMESTAMPHOSTNAMECMTS [vendor]: <module> <eventld> text

Detailsof the fieldsare shownastable below.

Table5-4 Descriptiorof Syslogdutput Format

Field Meaning Description

level Levelof syslog Loglevelincludes:Emergency Alert| Critical| Error| Warning
Notice
Informational
Debug

TIMESTAMP Timefor generating | The formatof TIMESTAMAs mm ddyy hh:mm:ss

syslog

HOSTNAME Hostname HOSTNAMEan be representedith either devicename,or IP
addresf the device.

vendor Vendorname If the syslog is defined by DOCSIS, fill in DOCSIS; if the syslog is
defined by the vendor itself, fill in the name of vendor. All syslog ir
CMTSare selfdefined,therefore by default, all fieldsfor vendor are
BT

module Module name Localmodulenameof the log

eventld EventiD CMTSusesstringof numbersto indicatethe eventID.

text Description text is used fodescriptionon the syslog.

information

Example:

<WARNING>Oct 25 2016 15:20:24 Constomer [ BT]:<sysMoni><1041> US

Temperature  Alarm:red,CMTS - MAC=0024.6851.004¢;

Thelevelof the syslogswarning,with its deliverytime as2016-10-25, 15:20:24 hostnameasBT, andthe

syslogsdefinedbythe vendorBTitself, with modulenameassysMoni.eventIDas1041,anddescription

of the messagesd | TemperatureAlarm:red,CMT@ ! / T naHn dcy pmMdnnnSTE @

Procedure

Step1 Enterthe syslogviewby usingthe commanddsyslog ¢ &

Step2 / 2y T A 3dzNB

G§KS t S@St 2 Tfloglavel geinedency |&lertdza A y 3

critical | error | warning | notification | informational | debug |

none) (localnonvol

| localvolatile | monitor) o.

Step 3 Enablethe function of messageeportingby usingthe commanddmessage - to - event

enable ¢ ®
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Example

Configurethe loggingmode assavingthe log of error levelto the memory,and printing the log of
notification level tothe terminal.

BT(config)# syslog

BT(config -syslog)# loglevel error localvolatile

BT(config -syslog)# loglevel notification monitor

BT(config -syslog)# set -log -num 500 BT(config - syslog)#

message - to - event enable

RelatedOperations

Table5-5 RelatedOperationsof LocalLoggingMode

Operation Command Remarks

Loggingnode loglevel (emergency | alert | critical
| error | warning | notification |

informational | debug | none) syslog

Alarmrecordingmode | loglevel (emergency | alert | critical
| error | warning | notification |

informational | debug | none) trap

5.1.5 ConfigureLogto SyslogServerandthe TrapAlarm

5.1.5.1 ConfigureLogto SyslogServer

Context

Theoutput format of syslogsavedto the syslogserverisshownasfollows:
<level> TIMESTAMP HOSTNAMECMTS [vendor]: <eventld> text
Detailsof the fieldsare shownastable below:

Table5-6 Descriptiorof Syslogutput Format

Field Meaning Description

level Levelof syslog level is represented with ASQibde;in CMTSits valueis obtainedby
implementingthe & 2 dfkrationby usingFacility(0x80pf the default
procesgype andthe levelof syslog(0-7), andis within 128and135.

TIMESTAMP Timefor The formatof TIMESTAMAs mm ddyy hh:mm:ss

generatingsyslog

HOSTNAME Hostname HOSTNAMEan be representedith either devicename,or IP address

of the device.

vendor Vendorname If the syslogsdefinedby DOCSIS, fith DOCSI$; the syslogs defined
by the vendoritself, fill in the nameof vendor.All syslogn CMTSare

selfdefined,therefore all fieldfor vendor areBT.

eventld EventiD CMTSusesstringof numbersto indicatethe eventID.
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Field Meaning Description
text Description text is used fodescriptionon the syslog.
information
Example:
<WARNING> Nov 21 2017 10:31:20 Constomer [ BT]: :<sysMoni><1041> US

Temperature  Alarm:red,CMTS - MAC=0024.6851.004e¢;

Thelevelof the syslogs Notice,with its deliverytime as20131-29,17:32:28 hostnameasBT, andthe

Chapter 5 Management and Maintenance of CMTS

syslog is defined by the vendBTitself, with event ID as 1023, and description of the messegel ISy (i I' m

isonline,synR 6 ¢ ®

Ll note:

Trapalarmmessagendcommonsyslognessagere differed just by executionsystemandstorage

mode, with other userconfiguredparameterscompletely thesame.

Procedure

Step1 Enterthe syslogviewby usingthe commandcésyslog € @

Step2 / 2y FAIdzNBE (GKS t S@St 2 Floglavel demegency|&lerdza A y 3
critical | error | warning | notification | informational | debug |
none) syslog ¢ @

Step 3 Configurethe syslogserverby usingthe commanddog - server -ip € @

Stepd 9yl 0f S GKS Tdzy OlAz2y 2F YSaames3shgeNd1aeenIi A y 3

enable ¢ @

Example

Configurethe loggingmode assavingthe log of warning level to the syslogserver,whoselPaddressas
10.10.29.200and enablethe function of messageeporting.
BT(config)# syslog

BT(config -syslog)# loglevel warning syslog BT( config
syslog)# log - server -ip 0 10.10.29.200 BT(config

syslog)# message-to - event enable

RelatedOperations

Table5-7 RelatedOperationsof LoggingMode

Operation Command Remarks

Localloggingmode loglevel (emergency | alert | critical

| error | warning | notification |

informational | debug | none)
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Operation Command Remarks
(localnonvol | localvolatile |
monitor)
Alarmrecordingmode | loglevel (emergency | alert | critical
| error | warning | notification |
informational | debug | none) trap

5.1.5.2 ConfigureTrapAlarm

Context

CMTSlevicessupportlogreportingat the loglevel,sendingrap messageo the configuredtrap server.

Supportfor configuring5 trap serverswith Index0-4.

Thereportedtrap messagesare storedin the trap server,whichcanbe dividedinto three types:channelup-

and-downtrap messaged)CCERSReventtrap messageandother commontrap messages.

Thedifferent typesof messagesare asfollows:

Table5-8 Descriptiorof TrapMessagen SystemChannelLogFormat

Field Meaning Description
timestamp Systentime Representshe time whenthe systemtriggeredthe log
alarmSeq Theserial numbeiof the log Decidedby the specificeventID

snmpTrapOID

Oidof correspondingnessage

LinkUpOiddr LinkDownOid

ifindex

Indexvalueof channel

32digitinteger

ifAdminStatus

Channebwitchmanagemenstatus

1¢qup, 2-down, 3- test, 4 - ipgam

ifOperStatus Actualoperationstatusof channel 1 ¢ up, 2- down,3¢ test, 4- unknown,5- dormant,6 ¢
switch not present,7 - lowerLayerDown
Table5-9 Descriptiorof SystemDCERSR.ogTrapMessagd-ormat
Field Meaning Description
timestamp Systentime Representshe time whenthe systemtriggeredthe log
alarmSeq Theserial numbeiof the log Decidedby the specificeventID

snmpTrapOID

Oidof correspondingnessage

docsDevCmtsDCCRspFailTrapOid

EventLevel Eventlevel Thelevelof logscontainedin the trap message
eventld EventlD ThelDof the log containedin the trap message
docsDevEvText| Eventdescription Decidedby specificevents
Table5-10Descriptiorof SystemCommonLogTrapMessagd-ormat
Field Meaning Description
timestamp Systentime Representshe time whenthe systemtriggeredthe log
alarmSeq Theserial numbeiof the log Decidedby the specificeventID

snmpTrapOID

Oidof correspondingnessage

docslIf3CmtsEventNotifOid

EventLevel

Eventlevel

Thelevelof logscontainedin the trap message

eventld

EventlD

ThelD of the log containedin the trap message
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Field Meaning Description
docsDevEvText Eventdescription Decidedby specificevents
docsDevEvLastTim( Logtime Timewhenthe systemtriggeredthe log, format

YYYYMMDDHmMmMSS
sysName Systenmliases hostname

Ll Note:

Trapalarmmessagendcommonsyslognessagearediffered just by executionsystemandstoragemode,

with other userconfigured parametersompletelythe same.

Procedure

Step1 Enterthe syslogviewbyusingthe commandésyslog ¢ @

Step2 / 2y FAIdzNBE (GKS  S@St 2 Floglavel emegency|&lerdza A y 3
critical | error | warning | notification | informational | debug)
traps € @

Step 3 Configurethe trap serverby usingthe commandctrap - server -ip ¢ @®

Stepd 9yl 0f S (GKS Tdzy OlAz2y 2F YSaames3shgeNd1aeenIi A y 3

enable ¢ @

Example

Configurewarningleveltrap alerts.

BT(config)# syslog

BT(config -syslog)# loglevel warning traps
BT(config -syslog)# trap -server -ip01.1.1.1
BT(config -syslog)# message-to - event enable
BT(config)# exit

BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n]y

Building  configuration.....

Configuration saved successfully

RelatedOperations

Table5-11 RelatedOperationsof AlarmLoggingvode

Operation Command Remarks
Localloggingmode loglevel (emergency | alert |
critical | error | warning |
notification | informational | debug
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critical | error | warning |

notification | informational | debug

none) syslog

Operation Command Remarks
| none) (localnonvol | localvolatile
| monitor)
Loggingnode loglevel (emergency | alert |

5.1.5.3 Limitthe Loggingand Alarm Rate

Users can limit the logging and alarm rate to save the resources on the device and ensure that the network
performancewill not be reduceddueto too hightraffic for sendingogs.Thesystemis only requiredto limit the

rate against the event to be sent to the remote server, i.e., syslog and trap. There are four modes for limiting

the log sendingrate the device supports:

Table5-12 Descriptioron ConfigurationTaskof Syslog

Configurationtask

Description

Inhibited

Inthis mode,the deviceis not allowedto sendanysyslogo the syslogor

trap server.

maintainBelowThreshold

In this mode, the device sends the syslog information normally if the
number of syslog sent ite configured sending interval is not larger than
the maximum number configured; otherwise, the device will stop sendin
the syslognformation, but will restoresendingthe informationin the next

sendinginterval.

stopAtThreshold

In this mode, thelevice sends the syslog information normally if the
numberof syslogsentin the configuredsendingintervalisnot largerthan
the maximumnumberconfigured;otherwise,the devicewill stopsending
the syslognformation,andwill restoresendingthe informationonly if

configuringthe restrictedmodeagain.

unconstrained

Inthis mode, the devicehasno limit on the rate whensendingthe syslog.

Context

U Whenthe systemlogis sentto the remote server,the sendingrate of the systemlog canbe limited by

configuringthis task.

U Whenthe mode of the sendingsystemlog configureasstopAtThresholdr maintainBelowThreshold

needto configurationthe of the systemlogintervalsandthe log numberin eachinterval.

Procedure

Step1 Enterthe syslogviewby usingthe commanddsyslog ¢ &

Step 2 Configurethe modefor limiting the syslogsendingrate by usingthe commandcthrottle

admin (inhibited | maintainBelowThreshold |

unconstrained) € @

stopAtThreshold |
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Step 3 Configurethe intervalof the sendingog by usingthe commandcthrottle - interval
interval € ®

Step4 Configurethe thresholdin eachintervalby usingthe commandéthrottle - threshold
threshold ¢ @

Example

Configurethe mode of the rate is stopAtThreshold, andthe interval limiting the syslogsendingrate is 15
secondsallowing 10log sendingn eachinterval.

BT(config)# syslog

BT(config -syslog)# throttle  -admin stopAtThreshold

BT(config -syslog)# throttle - interval 15

BT(config -syslog)# throttle  -threshold 10

RelatedOperations

Table5-13 RelatedOperationsof Limitingthe SyslodsendindRate

Operation Command Remarks
Restorethe default modefor limitingthe syslog | no throttle - admin
sendingrate
Restorethe defaultintervalfor sendingthe no throttle - interval
syslog
Restorethe defaultnumberof syslogallowed no throttle - threshold
to be senteachinterval

5.1.6 Configurethe MaximumNumberof Syslogo Be Saved

Configurethe maximumnumberof syslogo be storedlocallythroughthistask.

Context

After configuringthe maximumnumberof syslogo be storedlocally,whenthe numberof logsgeneratedby
the device is larger than this maximum number, the device will delete the saved old syslog until the number

of currently-storedsyslogR 2 S Ext&2édhe maximumnumber.

Procedure

Step 1 Enterthe syslogviewby usingthe commandisyslog ¢ &
Step 2 Configurethe maximumnumberof syslogo be storedlocallyby usingthe commandéset - log -

num log - nung @

Example _
Configurethe maximumnumberof syslogo be storedlocallyas2,000.
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BT(config)# syslog
BT(config -syslog)# set -log - num 2000
RelatedOperations

N/A

5.1.7 Viewthe Syslog

Viewthe syslognformationthroughthistask.

Context

Bythe followingways,userscanviewthe syslognformationto monitor the runningstatusandlocatethe

faults of the device.

U Viewthe localrecordinformationthroughthe commandinefiltering function| (begin | include
| exclude) . Thisconditioncanbe arbitrarily combinedwith other conditions.

0  View the information of syslog before tlspecified time (Excluding this time point) by logging mode by
usingthe commandéshow log (localnonvol | localvolatile) before -time t i me 0

0 Viewthe information of syslogafter the specifiedtime (Includingthis time point) by loggingmode by
using thecommanddshow log (localnonvol | localvolatile) after -time time ¢ @

i  Viewtheinformationof syslognthe specifiedime rangebyloggingmodeby usingthe commandéshow

log (localnonvol | localvolatile) period -time begin -time end-t i mo .

U  Viewtheinformationof syslogwith the specifiedeventIDby loggingmodeby usingthe commanddshow

log (localnonvol | localvolatile) eventid eventid ¢ @

i  Viewtheinformationof syslogf the specifiedevelby loggingmodeby usingthe commandisshow log
(localnonvol | localvolatile) priority (emergency | alert | critical |

error | warning | notification | informational | debug) ¢ @

0 Viewthe information of the savedlatest syslogin the specifiednumber by loggingmode by usingthe
commandsshow log (localnonvol | localvolatile) last log - nume @

U  Viewthe information of all syslogby logging mode by using the commanddshow log
(localnonvol | localvolatile) all € &
Procedure

Step 1 Enterthe syslogviewby usingthe commandésyslog ¢ &
Step 2 Viewthe information of the savedlatestsyslogn the specifiednumberbyloggingmodeby using

the commanddshow log (localnonvol | localvolatile) last ¢ @

Example
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Viewthe information of the latest 3 syslogwith the loggingmodeaslocalnonvol.
BT(config)# syslog

BT(config -syslog)# show log localnonvol last 3

<NOTICE>Apr 18 2017 09:21:31 BT CMTSPBT]:<cmtsMgmt><4263314950> CMTS
MAC=0024.6851.0046;DS 5 changed;adminStatus:down - >up;

<NOTICE>Apr 18 2017 09:21:31 BT CMTS[BT]:<cmtsMgmt><4263314950> CMTS
MAC=0024.6851.0046;DS 6 changed;adminStatus:down - >up;

<NOTICE>Apr 18 2017 09:21:31 BT CMTS[BT]:<cmtsMgmt><4263314950> CMTS
MAC=0024.6851.0046;DS 7 changed;adminStatus:down - >up;

total

log amount 5match log amount 3

RelatedOperations

N/A

5.1.8 Clearthe Syslog

Clearthe information of sysloghroughthis task.

Context

Clearthe information of syslogoy the followingways,whichcansavemore storageresourcedor the system.

i

Clearthe informationof syslogbeforethe specifiedtime by loggingmodeby usingthe commandéclear

log (localnonvol | localvolatile) before -time time ¢ ®

Clearthe information of syslogafter the specifiedtime by loggingmodeby usingthe commandcclear

log (localnonvol | localvolatile) after -time time ¢ @

Clearthe information of syslogwith the specifiedevent ID by loggingmode by usingthe command
¢clear log (localnonvoal | localvolatile) eventid eventid ¢ ®

Clearthe information of syslogof the specifiedlevel by loggingmode by usingthe commandédclear
log (localnonvol | localvolatile) priority (emergency | alert | critical

| error | warning | notification | informational | debug) € ®

Clearthe information of the savedlatest syslogin the specifiednumber by loggingmode by usingthe

commanddclear log (localnonvol | localvolatile) last log - numg @

Clearthe information of all syslogby loggingmode by usingthe command ¢clear log
(localnonvol | localvolatile) all ¢ o

&Warning:

Sincethe clearedsyslogcannot berestored,be sureto confirmthe operationbeforeclearing.

Procedure
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Step1 Enterthe syslogviewbyusingthe commandésyslog ¢ @
Step 2 Clearthe informationof the savedatestsyslogn the specifiednumberby loggingmodeby using

the commanddclear log (localnonvol | localvolatile) last ¢ &

Example

$Clearthe information of the latest 3 syslogwith loggingmode aslocalnonvol.
BT(config)# syslog

BT(config -syslog)# clear log localnonvol last 3

RelatedOperations

N/A

5.1.9 ViewSystemsupportedAlert and Eventinformation

Viewthe alertandeventlistinformation supportedby CMTSleviceshroughthistask.

Context
Checkhe alertandeventinformation supportedby CMTSleviceghroughthe followingtwo commands.

0 Usetheshow alarm list (alarm -id | all) commando viewthe alertinformationsupported
by CMTSlevices.

0 Usethe show event list (event -id |all) commandto view eventinformation supported
by CMTSlevices.

Procedure

Step1 Enterthe syslogviewby usingthe commanddsyslog ¢ &

Step 2 Viewthe information of the savedatestsyslogn the specifiednumberby loggingmodeby using
the commandéshow log (localnonvol | localvolatile) last ¢ @
Usethei s how al ar mcommasdtaview the aleihformation supported by CMTS
devicesorusethefi s h oewent | i s t commandto viewthe eventinformationsupportedby
CMTSHevices.

Example

Viewthe alert information with ID426316231and eventinformation with ID007305540Gupportedby
CMTSlevices.

BT(config)# syslog

BT(config -syslog)# show alarm list 4263316231

Alarm ID Type Alarm Name
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4263316231(0xfe1d0b07) sysMoni DOL_CHIP_TEMP_WARNS

BT(config -syslog)# show event list 73055400

Event ID Type Event Name

0073055400(0x045abca8) modemMgmt DOL_CM_PARTIAL_SVC_REGACK_TCS_EVENT

RelatedOperations

N/A

5.2 CMTRAlarmTrap

5.2.1 ConfigureTemperatureAlarm

Context

Thetemperaturealarmfunctionallowsyouto configurethe red andyellowalarmthresholdsfor the CMTS
device. You can use this function to monitor the device temperature. When the temperature is too high,
users arenotified in time for troubleshooting or service adjustment, providing customers with better
services.

If the CMTSlevicetemperatureexceedghe temperaturealarmthreshold,atemperaturealarmis

generated.Twoparameteramustbe configuredto implementthe temperaturealarmfunction:

0  Red alarm threshold: If the actual temperature is equal to or higher than the red alarm threshold, the
CMTS device generates a red alarm. The red alarm threshold must be higher than the yellow alarm

threshold.If thisparameteris not configured the valueis 75 degreesCelsiusy default.

0  Yellow alarm threshold: If the actual temperature is equal to or higher than the yellow alarm threshold,
the CMTS device generates a yellow alarm. If the CMTS device temperateste both the red and
yellowalarmthresholdsthe CMTSlevicegenerateonlyared alarm.If this parameterisnot configured,
the value is70 degree<elsiudy default.

U0  When the actual temperature is lower than the yellow alarm threshold, the ClVige generates an

alarm,indicatingthat the temperature idack to normal.

Procedure

Step 1 Enterthe cmtsview by usingthe command'interface cmts "

Step 2 Configurethe temperaturealarmthresholdsof CMT 3y usingthe command'cable
temperature alarm threshold "

Step 3 Querythe temperaturealarmthresholdsby usingthe command'show cmts temperature
threshold "
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Example

Configurethe red temperature alarmthresholdsas70celsius yellow temperature alarmthresholdsas 60
celsius.

BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable temperature alarm threshold red 70 yellow 60

BT(config -if -cmts-1)# show cmts temperature threshold

MAC : 0024.6850.128c
Temperature RED ALARM Threshold : 70 degC (158 degF)
Temperature  YELLOWALARMThreshold : 60 degC (140 degF)

RelatedOperations

Table5-14 RelatedOperationdor ConfiguringremperatureAlarm

Operation Command Remarks
Querythe temperatureof show cmts temperature
CMTSlevice

5.2.2 ConfigureMemory Utilization Alarm

Context

The memory utilization function allows you to configure the alarm and recovery thresholds for the CMTS
device.Youcanusethis functionto monitor the devicememoryutilization. Whenthe memoryutilizationis

too high, users are notified in time for troubleshooting or service adjustment, providing customers with
better services.

Theconfigurationof the memoryutilizationalarmfunctionincludestwo parts: configuringthe memory
usage alarm threshold and recovery threshold, and enabling the memory utilization alarm. Parameter
configurationneedsattention:

U Alarmthreshold:If the actualmemoryutilizationisequalto or higherthanthe alarmthreshold the CMTS

devicegeneratesa alarm.If this parameteris not configured the valueis 85 by default.

U Recoveryhreshold:If the actualmemoryutilizationislessthanthe recoverythreshold,the CMTSlevice

generatesarecoveryalarm.If this parameter isnot configured the valueis 75 by default.

Procedure

Step1 Enterthe cmtsviewby usingthe command'interface cmts "

Step 2 Configurethe memoryutilizationalarmthresholdsof CMT Sy usingthe command'cable
memory- alarm threshold "

Step3 Enable the memory utilization alarm function of CMTS by using the comnecabte"memory -

alarm enable

Step4 Query the memory utilization alarm thresholds by using the commahdw running - config

verbose
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Example

Configurethe alarmthresholdsof memory utilization as80, recoverythresholdsas60, and enablethe
memory utilization alarmfunction.

BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable memory-alarm threshold warning 80 recovery 60

BT(config -if -cmts-1)# cable memory-alarm enable

BT(config -if -cmts-1)# show running -config verbose | include memory- alarm

cable memory-alarm enable

cable memory- alarm threshold warning 80 recovery 60

m
Related
rati
Operat Context
ons
N TheCPuUutilizationfunctionallowsyouto configurethe alarmandrecoverythresholdsfor the
/ CMTSIeviceYou can use this function to monitor the device CPU utilization. When the CPU
A utilization is too high, usetare notified in time for troubleshootingor serviceadjustment,
providingcustomerswith better services.
523 C
0 Theconfigurationof the CPWWItilizationalarmfunctionincludesconfiguringthe CPUWisagealarm
n thresholdandrecoverythreshold.Parameterconfiguration needsittention:
T U Alarmthreshold:If the actual CPUutilizationis equalto or higherthan the alarm
I threshold,the CMT8levicegeneratesa alarm. If this parameteris not configured the value
9 is60 bydefault.
u
r U  Recovenythreshold:If the actual CPUUtilization is lessthan the recoverythreshold,the
e CMTSlevicegeneratesarecoveryalarm.If this parameter isnot configured the valueis50
C by default.
P
U Procedure
U Step1 Enterthe configviewbyusingthe command'configure  terminal "
t Step 2 Configurethe CPWitilizationalarmthresholdsof CMT 3y usingthe command
I "sysmoni  main - cpu - utili threshold -warning threshold -
! recovery "
I Step 3 Querythe CPWItilizationalarmthresholdsby usingthe command'show sysmoni "
z
a
t
. Example
IConfigurethe alarmthresholdsof CPWutilization as80, recoverythresholdsas70.
0]
n BT# configure  terminal
N(config)# sysmoni main - cpu - utili threshold -warning 80 threshold -recovery 70

FT(config)# show sysmoni

a
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sysmoni main - cpu - utili threshold -warning 80 threshold -recovery 70

RelatedOperations

N/A

5.2.4 ConfigureChannelUtilization Alarm

Context

The channel utilization function allows you to configure the alarm and recaliezgholds for the CMTS
device.Youcanusethis functionto monitor the devicechannelutilization. Whenthe channelutilizationis
too high, users are notified in time for troubleshooting or service adjustment, providing customers with

better services.

The configurationof the channelutilizationalarmfunctionincludesconfiguringthe channelusagealarm

thresholdandrecoverythreshold.Parameterconfigurationneedsattention:

0 Alarmthreshold:If the actualchannelutilizationisequalto or higherthanthe alarmthreshold,the CMTS
device generates a alarm. If this parameter is not configured, the value are minor: 0, major: 70, critical:

90for upstreamchannelandminor: 0, major: 70, critical: 90 for downstreamchanneby default.
If the thresholdis 0, the alarmis disabled.

Whenthe thresholdis not 0, the minor threshold<majorthreshold<criticalthresholdandthe

recoverythreshold<identicalalarm threshold.

U Recoventhreshold:If the actualchannelutilizationislessthan the recoverythreshold,the CMTSlevice
generatesarecoveryalarm.If this parameteris not configured the valueare minor: 0, major: 65, critical:

85for upstreamchannelandminor: 0, major: 65, critical: 85 for downstreamchannelby default.
If the thresholdis 0, the alarmis disabled.

Whenthe thresholdis not 0, the minor threshold<majorthreshold<criticalthresholdandthe

recoverythreshold<identicalalarm threshold.

Procedure

Step1 Enterthe cmtsview by usingthe command'interface cmts "

Step 2 Configure the upstream channel utilization alarm thresholds of CMTS by using the command
"cable upstream util threshold - warning threshold - recovery ", or configure
the downstream channel utilization alarm thresholds of CMTS by usingthesand ‘table

downstream util  threshold -warning threshold - recovery

Step 3 Configurethe interval of channelutilizationalarmof CMT Sy usingthe command'cable  util -

interval

Step4 Querythe channelutilizationalarmthresholdsby usingthe command'show cable  util
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Example

Thewarningthresholdsof minor level, major level and critical level are 50,60 and 70 respectively,and
the recovery thresholds of minor level, major level and critical level are 45a88 65 respectively. The

channelutilization rate is calculated every200 seconds.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable upstream util threshold -warning 50 60 70
threshold -recovery 45 55 65

BT(config)# cable util -interval 200

If the interval is too small, it would cause system performance impact.

A value between 180 to 300 seconds or greater is recommended.
BT(config -if -cmts-1)# show cable util

Channel utilization interval:200s

Upstream(SCQAM OFDMA):

Level Threshold - warning Threshold - recovery
Minor 50 45
Major 60 55
Critical 70 65
Channel Utilization(%)

1 0

2 0

3 0

4 0

5 0

6 0

7 0

8 0

Downstream(SCQAM OFDM):

Level Threshold - warning Threshold - recovery
Minor 0 0
Major 70 65
Critical 90 85
Channel Utilization(%)

1 1

2 1

3 1

4 1

5 1

6 1

7 1

8 1

9 1

10 1

11 1

12 1
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13 1

RelatedOperations

N/A

5.3 ProductUpgrade
5.3.1 UpgradeOverview

Thissectiondescribesn detail the procesgor the deviceupgrade Pleaseoperatestrictly in accordancevith
this documentwhen upgradingThedeviceupgradecanbe achievedn two modes:

0  UpgradeviaTFTRndFTRhroughthe command line;

0  Upgradethe softwarevia WEBnetwork managemensystem.

5.3.2 Upgradethrough CommandLine

¢ KSNB | NB loaddnvayeltfp R a ¢ doadimage ftp ¢ I Igad imége curl -ftp ¢ AY GKS
enable view, with which users can perform the online upgrade. After finishingdgeade, restart the device
andthe newversionof softwarewill take effect. Pleasaupgradein the followingorder. Thefollowing TFTP

methodto upgradeexample:
5.3.2.1 Enterthe Commandfor Upgrade

9 vy (i I6admége tftp 192.168.0.206 packetimage ¢ by command style, where
192.168.0.206 is thelPaddressf TFTP serveandpacketimage isthe defaultfile name.Keepsmooth
networkand pressthe Enterkey,thenthe systemwill start the upgradeautomatically.

BT# load image tftp 172.16.36.63 CC8800F- V4.0.0.9 - build.603.bin

Start to download image packet file...

Download image file  successfully.

Start upgrade operation.

Verifying Checksum ...

jffs2: notice: (1691) jffs2_build_xattr_subsystem: complete  building xattr  subsystem,
0 of xdatum (0 unchecked, 0 orphan) and 0 of xref (0O dead, 0 orphan) found.

Flash whole image...

Upgrade the system OK!

5.3.2.2 Restartthe Device

Restartthe device,andusethe commanddshow software - version ¢ to viewthe softwareversionafter

the upgrade.
BT(config)# show software - version
Copyright : Copyright 2010 - 2019,All rights Reserved by BT
Software  Version : V4.0.0.9
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Product Model . C(C8800-C- P2
Compiled Time 12019 -03-2217:23:08
FPGA Version : V1.0.15

5.3.3 UpgradethroughWebInterface

CMTSupportsthe managemenbf webinterface,andalsosupportsthe upgradethroughweb interface.

5.4 LicenseManagement

Inorderto facilitate the managemenof operatingequipment,provide Licensedo controlequipment

resourcessoasto adaptto different needsof customers Controllableresourcesnclude:
0  Maximumnumberof availableSCdownlinkchannelandNCEQAMchannelgtotal)
U  MaximumavailableSQupstreamchannel

i MaximumavailableOFDM/OFDMAhannels

U0 MaximumavailableBCEQAMchannel

0  MaximumCMquantity

5.4.1 LicenseConfiguration

CMTSlevicesupportlicensefunction: supportimport, display selfaccesandverification.
0  Licensemport:

CMTS devicsupports CLimport license:execute commandbad license ftp or load

license tftp (seeCLImanual for details)
Licensecannotbe deleted,but the systemcanupgradethe licensethroughthe loadcommand
U  Licensdlisplay:

. Thecontent andstatusof the certificatecanbe displayedy theshow license command, which

currently supports the display of status, subject, public key, fingerprint, serial number, device

capabilityauthorization, etc.
0  Licenseautomaticacquisition

In order to facilitate the management of license, the configuration of licersseeer is providd to
ensure that if there is no licensee locally, the licensee can be automatically obtained from the
licenseeserver when the device restarts; if there is a licensee locally, the local icense will be used

directly.
U Licensecheck

In order to prevent thdicensee from being tampered with, a thréevel certificatelike structure is

providedto ensurethe correctnes®f the license.
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That is ROGTICENSE, MHBCENSE, CMIEENSE. ROOT can test the accuracy ol MFENSE, and
MFG carnestthe accuracy of CMTFSCENSE.

In addition, E2SN and DEV SN are also provided in-CIBESISE to ensure the matching between

LICENS&hdequipment.

5.4.2 Exampleof LicenseConfiguration

Throughthis task,the CMT Sicenseauthorizationfunctionisrealized

Networking Diagram

DataPlanning

FTP/TFTBerver

Administrator

Figure5-2 CMTS.icenseAuthorizedNetworkingDiagram

Table5-15CMTS.icenséAuthorizationDataPlanning

Item Data
Server FTP/TFT®erver
Licensdile license_1708CCEP220003241.tar.gz
FTP/TFTBerverlP 192.166.166.13

Prerequisite
0 FTP/TFTBerver

U licensefile

licenseapplication

After CMT Sleviceusersobtainthe equipmentSNande2sn,they canapplyfor licensefrom the

licenseauthority, whichcangeneratethe licensefilesrequiredby the equipmentthroughthe

licensetool.
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Configurationflowchart

Theconfigurationlicenseprocesds shownin the followingfigure.

C Start )
v

Get E2SN and SN

y
Application for license

v
Configure the IP address of FTP/
TFTP server

C End )

Figure5.4-1 Configuratiorlicenseflow chart

Procedure
1. Manualimport of equipmentlicense

Step 1l Licensemport
i FTPmode
BT # load license ftp 192.166.166.13 admin 123456
license_1708CCEP220003241.tar.gz
i  TFTRnode
BT # load license tftp 192.166.166.13
license_1708CCEP220003241.tar.gz
Step2 Viewlicenseinformation

BT(config)# show license

MFG License;:
Subject: Manufacturer License
License Serial Number: 1550566880310

MFG License  pubkey:
2d:2d:2d:2d:2d:42:45:47:49:4e:20:50:55:42:4¢:49:43:20:4b:45:59:2d:2
d:2d:2d:2d:0a:4d:49:47:66:4d
41:30:47:43:53:71:47:53:49:62:33:44:51:45:42:41:51:55:41:41:34:47:4
€:41:44:43:42:69:51:4b:42:67
51:43:75:32:39:21:48:44:71:6 f:4d:58:41:37:72:64:6e:4d:51:2:62:63:3
8:2f:72:4e:6d:0a:58:2b:73:69
67:72:31:57:32:46:42:6€:65:4C:54:60:72:74:44:44:59:74:49:69:61:76:2
f:6€:30:47:59:54:55:33:42:72
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4f:64:41:33:36:6€:59:7a:4d:72:51:76:54:33:7a:2f:46:68:57:6¢:75:68:3
4:46:43:35:41:70:0a:47:41:4d
61:67:33:6b:38:4d:55:34:58:6¢:72:57:56:32:38:71:7a:46:6e:73:35:4b:7
8:43:6f:50:70:2b:51:2f:32:70
33:61:6b:35:66:33:71:32:64:48:73:36:45:57:6f.6a:4c:77:34:74:47
b:4c:5a:5a:6b:45:72:0a:44:62
4d:7a:61:77:41:57:30:68:2f:6a:6¢:44:76:50:2f:77:49:44:41:51:41:42:0
a:2d:2d:2d:2d:2d:45:4e:44:20

Signature:
48:6e:2f.78:67:6¢:53:67:63:47:4a:6¢:72:59:6f:34:55:48:6€:47:42:63:5
9:71:37:38:72:48:4a:62:46:56
45:64:61:44:30:3 1:37:76:4d:2b:75:57:7a:31:51:73:76:31:45:4a:38:4d:6
1:4d:4a:66:4d:39:36:42:49:38
36:55:34:6b:36:41:56:68:59:51:6d:33:48:46:57:35:65:4a:6d:68:39:53:7
6:41:53:79:69:5a:56:45:4¢:56
70:4a:32:55:61:54:6¢:65:79:6f:4d:50:79:45:62:46:4€:67:39:74:52:52:6
6:36:41:41 :4e:45:4a:72:59:48
70:57:6a:43:36:62:6a:79:56:43:6b:6d:30:64:34:38:78:73:4a:49:63:32:3
8:36:6e:6¢:52:46:71:5a:68:64

Thumbprint:

6a:32:d9:0c:59:¢9:7f:4a:5d:0d:af:8¢:25:40:e4:a2:57:f0:0c:cd:00:00:0
0:00:00:00:00:00:00:00:00:00
CMTS License:

License status: active

Subject: CMTS License

License Serial Number: 1550646225808

Authorizationinfo:

sc ds and nc eqgam: 32

SC us : 8

ofdm ds : 2

ofdma us : 1

bc egam : 8

cm : 400
Device SN: 1708CCEP220003241
Signature:

43:47:32:72:52:74:50:62:36:70:31:77:52:46:76:31:73:30:48:75:33:54:6
6:35:72:72:66:67:5a:78:62:4b
36:32:75:46:4d:58:49:33:51:35:50:7a:33:34:52:78:33:4h:42:53:76:45:5
a:75:6¢:61:6d:69:77:56:4d:59
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57:41:62:62:75:62:66:63:73:77:6b:68:21:56:68:47:57:44:7a:71:79:4e:4
a:64:70:74:6f:58:4d:49:46:4e

2b:35:72:70:47:6d:6b:4e:38:77:6¢:2b:61:53:4 6:64:32:6d:31:49:72:4d:5
1:30:79:42:34:57:2b:75:2b:48
4d:78:59:64:69:37:71:46:47:66:46:31:6¢:65:74:43:71:38:67:6C:77:51:6
a:7a:4a:34:4d:35:4e:55:31:55

Thumbprint:
68:e8:c7:f7:22:5a:2e:8¢:97:70:88:5b:04:2f:b1:19:e4:ea:15:af:00:00:0
0:00:00:00:00:00:00:00:00 :00

2. Automaticallyimport licenseinformation

Step1 Configurethe IPaddressof the license'sTFTRerver
BT(config) # license tftp - server ip 192.166.166.13 auto - filename
Step2 Saveconfiguration
BT(config)# exit
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] y
Building configuration.....
Configuration saved successfully.
Step3 Rebootdevice
BT# reboot
Are you sure to reboot?(y/n) [n] y

System is going to reboot...

Result

0 After importing the device license manually, the user can view the license information of the
manufacturerand thedevicethroughthe show license command.

U After importing the license automatically, if the device does Imate a license, the license file will be
downloaded automatically according to the TFTP server of the license configured; if the device has a
licensethe license filewill not be downloadedrom the TFTRerver.
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Chapter6 VLAN ConfigurationManagement

6.1 VLANOverview

Equipmentsupportstwo typesof VLANapplications:

U Managing VLAN: Supports configuring multiple IP addresses on this VLAN interface. By managing VLAN
the security of accesdevices caibe enhanced.

IPaddressof VLANAccordingo configuration,it canbe dividedinto staticlPaddressanddynamiclP

address.
VLANstaticIPaddressiPaddressconfiguredby the IPaddresscommand.

B

. VLANDynamidPAddressiPAddres®Obtainedby DHCP.

U ServiceLANVLANbasedon IPsubnetand CMMACaddresssegment.

VLANpartition basedon IPsubnet:It ismainlyusedto plandifferent servicesdy addingdifferent
VLANaccordingo the IPaddresssegmentof CPE.

VLANpartition basedon CMMACsegmentVLANpartition basedon CMMACsegmentrefersto
CMTSleviceaccordingo CMVPNconfigurationthe CMTSCPE'sipstreammessages marked

with corresponding/LANag, the downstreammessagés stripped; CM'smessagés not effective.

6.2 ConfigurelP Addressof VLANVirtual Interface

IPaddressof VLANvirtual interfacecanbe configuredin two modes:staticIPaddressanddynamiclPaddress.

6.2.1 ConfigureStaticlP Addressof VLANVirtual Interface

ConfigurestaticlPaddresdor VLANvirtual interfacethroughthistask.

Context

Thedevicesupportsthe creationof 8 VLANvirtual interfaces andstaticlPaddresseganbe configured
undereachVLANview.

Procedure

Step1 CreateVLANandenterthe VLANvirtual interfaceviewbyusingthe O 2 Y Y | igtdRfacé
vlanif € &

Step2 ConfigurdPaddressof VLANvirtualinterfaceby usingthe commanddip address € @

Step3 Usecs how i nt er f ac eommaratoquénd/LANNnformation in configview or

oshow running -c o n f icgnmimandto queryVLANNformationin VLAN/iew.
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Example

Configurethe static IPaddressfor VLANL1OOvirtual interfaceas10.10.1.1/24.
BT(config)# interface vlanif 100

BT(config -if -vlanl100)# ip address 10.10.1.1  255.255.255.0 primary
BT(config -if -vlanl100)# show running - config

interface vlan 100

ip address 10.10.1.1 255.255.255.0 primary

exit

BT(config -if -vlan100)# exit

BT(config)# show interface vlanif
Vlan ID MAC Address Type Level Category Ip Address/Maskbits
100 0024.6851.0007 static primary unicast 10.10.1.1/24

static N/A link - local fe80::224:68ff:fe51:7

RelatedOperations

Table6-1 RelatedOperationsfor ConfiguringStaticlPAddresof VLANVirtualInterface

Operation Command Remarks
DeleteVLAN no interface vlanif
DeletestaticlPaddressof VLANvirtual no ip address primary

interface

AddsecondrystaticIPaddressof VLAN ip address secondry

virtual interface

DeletesecondrystaticlPaddressof VLAN | no ip address secondry

virtual interface

6.2.2 ConfigureDynamiclP Addressof VLANVirtual Interface

Configurethe dynamiclPaddresdor VLANvirtual interfacethroughthistask.

Context

0  Makesurethe DHCRf CMTSanwork normallybefore configuringdynamiclPaddressor VLANvirtual

interface.

U After configuring dynamic acquisition of IP address on VLAN virtual interfagesehieuslyconfigured
staticlPaddresawill be deletedautomatically and CMTSs not allowedto configurethe staticlPaddress

until dynamicacquisition of IRuddresdsdisabled.

Procedure

Step1 CreateVLANandenterthe VLANvirtual interfaceviewbyusingthe O 2 Y Y | igtdRfacé
vlanif ¢ @
Step2 Configureacquiringthe IPaddressof VLANvirtual interfaceautomaticallyby usingthe command
Gp address dhcp-alloc ¢ @
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Step3 Usedshow interface v | a n icobnomandto queryVLANNformation in configrview or

oshow running -c o n f icgmmandto queryVLANNformationin VLAN/iew.

Example

Configureautomatic acquisitionof IPaddressfor VLANLOOvirtual interface.
BT(config)# interface vlanif 100 BT(config -if -
vlanif100)# ip address dhcp -alloc BT(config -if -

vlanif100)# exit  BT(config)# show interface vlanif

Vlan ID MAC Address Type Level Category Ip Address/Maskbits
100 0024.6851.0007 dhcp primary unicast ( Waiting to assign ip... )
static N/A link - local fe80::224:68ff:fe51:7

RelatedOperations

Table6-2 RelatedOperationdor ConfiguringdynamidPAddressof VLANVirtualInterface

Operation Command Remarks

DeleteVLAN no interface vlanif

Disableautomaticacquisitionof IPaddress | no ip address dhcp - alloc

by VLANvirtualinterface

6.3 Configurethe IPSubnetbasedVLAN

Configurethe IPsubnetbasedVLANhroughthistask.

Context

Configure this task to help CM@&termine VLAN of the packet by source IP after receiving the Untagged
packetin the ingressdirection of cableport, andaddcorresponding/LANagto the packet;the VLANag

will be removedby matchingVLANDwhenforwardingthe packetin the egresddirectionof cableport.

Procedure

Step1 Configurethe subnetVLANby usingthe commanddip - subnet -vlan vlan ¢ @

Step 2 (Optional)Configurethe subnetVLANag protocolidentifier by usingthe O 2 Y Y | iy Rsubaiet -
vlan tpid € ®

Step3 (Optional)Configurethe subnetVLANstandardformat indicatorby usingthe commanddip -
subnet -vlan cfi ¢ @

Step 4 Querythe configurationinformation of subnetVLANby usingthe O 2 Y Y | sfidv it - subnet -

vlan vlan ¢ ®
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Example

Configurethe subnetvlan of the packetwith sourcelP192.168.1.1/32 ad00and priority as5.
BT(config -if -cmts-1)# ip -subnet -vlan 192.168.1.1 255.255.255.255 vlan 100

priority 5

BT(config -if -cmts-1)# show ip -subnet -vlan all
IP_Address Subnet Mask VLAN Id Priority
192.168.1.1 255.255.255.255 100 5

RelatedOperations

Table6-3 RelatedOperationsor Configuringhe SubnetVLAN

Operation Command Remarks

Deletethe configurationof subnetVLAN | no ip - subnet - vian

6.4 ConfigureVLANBasedon CMMACSegment

Thistaskcanbe configuredasa VLANbasedon CMMACsegment.

Backgroundnformation

Byconfiguringthis task, CMTSanbe dividedaccordingo CMMACsegmentthe upstreammessagef CPE
under designated CM can be marked with corresponding VLAN tag, and the downstream message can be

strippedof the corresponding/LANag, whichhasno effect onthe CMmessage.

OperationProcedures

Step1 Configure the VLAN mapping of CM specifyingatHe/ | RRNB &aa & ScableSy (i dza Ay :
modem mac-range VLANmapé O2YYl yR®
Step2 ! &S shéwRable mac -rangevlan -mapg O2YYlFyR (G2 1ljdzSNE [ ! b

MACaddresssegments.

TaskExample

Configurethe VLANmappingof CMMACaddresssegmentandview the configurationresults.
BT(config)# cable modem 0014.f8bf.0c68 0014.f8bf.0c78 vlan 1 map priority 0
BT(config)# show cable mac-range vlan - map

cable modem 00:14:F8:BF:0C:68 00:14:F8:BF:0C:78 vlan 1 map priority o" "

RelatedOperations

Table6-4 Relatedoperationsto configurationof VLANbasedon CMMACsegmentforwarding

Operation Command Remark

DeleteVLANbasedon CM MAC segment| no cable modem mac- range

vlan map

6-88



-?Q BLONDER TONGUE Chapter 7¢ DHCP Relay Function
Chapter7 DHCHRelayFunction

7.1 Overview

Terminalgincludingthe CMand CPEtancommunicatewith DHCPserversin other network segmentghrough
the DHCP relay. In this way, service terminals can obtain IP addresses in different network segments and go on

line normally.

()
WIFI

DHCRerver

Figure7-1 NetworkingDiagramof CMT ®evice
TheCMTSupportsthe following DCHRelayfunction:
i DHCRelaymodes
TheCMTSupportsthe following DHCRorwardingmodes:

Snooping mode: The CMTS monitors the DHCP interaction process. It directly forwards packets
without making any modification. This mode is applicable to the scenario where an upstream device
servesasthe DHCPelayand theCMTS onljorwardsdata.

L2relay mode: This mode is applicable to the scenario where an upstream device forwards data at L3
and the CMTS only forwards data at L2. It is also applicable to a simple networking scenario. For
example, the DCHP server, CMTS, and termningk in the same network segment, and data does

not need to be forwarded across network segments. In this mode, the CMTS supports insertion of
option 82 tocheck thevalidity of the DHCPacketsource.

L3relay mode: In this mode, the CMTS works as r@lay so that service terminals can obtain IP

addressesdn different network segmentsThelL3relaymodefurther consistf the followingmodes:

A Primary mode: The same giAddr is used on all devices. The primary IP address is the giAddr of all

devices.

b

Polcy mode: The CMTS assigns different giAddrs for the CMs and other CPEs. The primary IP
addresgsthe giAddrof the CM,andthe first secondary IRddresssthe IPaddressof the CPE.
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A Strictmode: TheCMTSassigns different giAddrfor eachtype of terminalsto be used.

M Note:

TheCMTSsal2device,anddoesnot havethe traditional giAddr.Tomaintainconsistencywith
industrystandardsthe relayaddressandgiAddrare of the sameconcept.

1. When you configure a giAddr, the CMTS converts the broadcast DCHP packet into the unicast
packetandforwardsthe packetto the DHCRerverthroughthe relay.Inthis way,the DHCRacket

canbe forwardedacrossetwork segmentsWhenconfiguringL3forwarding,you mustconfigurethe
gateway IP address (giAddr) in the DHCP/BOOTP message header. If this field contains the IP address
0.0.0.0, the DHCP relay fills in the IP address of the relay proxy or router in this field, and then
forwardsthe messageo the DHCRerver. Whenthe DHCRerverreceiveshis messageit checkghe
gateway IP address field (giAddr) in the message. If the DHCP server has multiple address pools, it
providesthe IPaddresdeaseof the addresgpool basedon the giAddr.Therefore the giAddr

determines whether the server allocates the address and determines the address pool from which
the address is allocated. The CMTS inserts the giAddrs of different network segments based on the
devicetype. Throughflexibleinsertionof giAddrs different devicetypesare allocatedwith different

network segments.

2. If youdo not configuregiAddr,the CMTSupportsautomaticacquisitionof giAddr.Specificallythe
DHCP relay module uses the IP address obtaineddmydifess dhcsalloc in the config view, or uses
the configuredprimary|Paddressasthe IPaddressof the device After dynamiclPaddress

acquisition is configured, the statistic primary IP address cannot be configured in this view. When
configuring dynamic IP address acquisition, you only need to configure information about a single
bundle.In addition,youdo not needto configurethe devicerelayaddresdor the bundle.Youcanuse

the no form of the correspondingcommandto disabledynamiclPaddressacquisition.

i DHCRerver
TheDHCRerverconfigurationincludesthe commonDHCRerverandthe dedicatedDHCRerver.
CommonDHCRerver: Itisthe DHCRerversharedby different typesof terminals.
DedicatedDHCPRserver:It isthe DHCRerverusedby a specifictype of terminals.
i  Option60keyword

Option60 is used to identify different terminal types so that service types can be differentiated based on

the terminaltype. Itisapplicable tahe snooping, L2elay,andL3relay modes.
0 dhcptag

With the dhcptag function, a VLAN tag can be added to different device types by bundle. It is applicable

to the snooping, L2elay,and L3relay modes.

0 Option82keyword
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The Option82.1 circuit ID is useddonfigure the user information so as to determine the source of

network packets. lismainlyused forsecuritycheck.lt isapplicable tahe L2relayandL3relay modes.

7.2 Exampleof DHCPFSnooping

Achievethe transparentdatatransmissiorby CMTSlevicethroughthistask.

Context

CMTS device provides DHCP Snooping service, and just listens to DHCP data instead of processing. At this
time, the terminal devicessuchasCM/CPEanacquirethe IPaddressfrom DHCRServerat the network side
viaRelay that is the laye3 device connected the CMTS's uplink port. And CMTS can support identifying the
devicetype with VLAN tag.

DataPlanning

In this example, configure transparent transmission of the data of CM | HOST | MTA | STB, and have the
layer3 switchto implementthe Relayoperation,andsetVLANagsfor severakindsof terminaldeviceso
determinethe devicetypes.

Thedataplanningfor configuringthe DHCRransparenttransmissiorexampleis shownastable below.

Table7-1 DataPlanningor DHCRSnoopingMode

Item Data

CMtransmissiormode snooping

HOSTransmissiormode shooping

MTAtransmissiormode shooping

STBransmissiormode shooping

bundleitem bundlel

CMDHCPag vlanl priority 7

HOSDHCPF ag vlan2 priority 7

MTADHCH ag vlan3 priority 4

STEDHCHag vlan4 priority 4
Normal configuration. It can communicate with the device by means of ping;

DHCRServer CMTSsnot requiredto configurethe addressof DHCFServerput justtransmit
transparentlythe packetto the layer3 devicefor relayto DHCFServerby the
uplinkport.

Prerequisites
U Networkdevicesandlinesmustbein the normalstate.

i DHCRserverisconfigurednormally.

Configurationflowchart

Theprocesdor configuringDHCRransparentmodeis shownasfigure below.
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(s )
v

Create th‘e bundle

v

ConfigureTA‘Gof the device
v

Configurethe transmission
modeofterminaldevice

!

Save the configuration.

v
T

Figure7-2 Flowchartof DHCRSnooping

Procedure

Step1 Createthe bundle.
BT(config)# interface bundle 1
Step2 AddaVLANagto dataof the terminaldevice.
1. AddVLANL tagto the dataof CM,with priority as?.
BT(config -if -bundlel)¥ cable dhcp-tag cm vian 1 priority 7
2. AddVLAN2tagto the dataof HOSTwith priority as?.
BT(config -if -bundlel)¥ cable dhcp-tag host vlan 2 priority 7
3. AddVLAN3tagto the dataof MTA,with priority as4.
BT(config -if -bundlel)¥ cable dhcp-tag mta vilan 3 priority 4
4. AddVLAM tagto the dataof STBwith priority as4.
BT(config -if -bundlel)¥ cable dhcp-tag stb vian 4 priority 4
Step 3 Configurethe dataof terminaldevicetype for transparenttransmission.
1. Exitthe bundleview.
BT(config -if -bundlel)# exit
2. Configurethe datawith terminal devicetype asCMfor transparenttransmission.
BT(config)# cable dhcp- mode cm snooping
3. Configurethe datawith terminaldevicetype asHOSTor transparenttransmission.
BT(config)# cable dhcp-mode host snhooping
4. Configurethe datawith terminaldevicetype asMT Sfor transparenttransmission.
BT(config)# cable dhcp- mode mta snooping
5. Configurehe datawith terminaldevicetype asSTHor transparenttransmission.
BT(config)# cable dhcp-mode stb snooping
Step4 Savehe configurations.
BT(config)# end

BT# copy running -config startup - config
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This will save the configuration to the flash memory.
Are you sure?(y/n) [n] y

Building configuration.....

Configuration saved successfully.

Result

After finishingthe configurationsthe terminalsunder CMT SuchasCM/HOST/MTA/STé&nacquirelP
addressautomaticallyfrom DHCFServerby transparenttransmissionandidentify the devicetype with
VLAN.

7.3 Exampleof DHCR.2Relay

Achievedatatransparenttransmissiorby CMTSlevicethroughthistask.

Context

CMTS device provides the DHCP l&/Belay service. The device receives the packet from client, and add
option82 for forwarding; the device receives the packet from DHCP Serveremodes option82 for
forwarding.At thistime, the terminal devicessuchasCM/CPE caacquirethe IPaddressfrom DHCFServer

at the network side via Relay that is the laygedevice connected the CMTS's uplink port. And CMTS can
supportidentifyingthe device typavith VLANag.

DataPlanning

In this example configureL 2Relayagainstthe dataof terminalssuchasHOST MTA| STH cablemodem,
and have the layeB switch to implement the Relay operation, and set Option60 fieldistinguish the

terminaltypes.
Thedataplanningfor configuringthe DHCRransparenttransmissiorexampleis shownastable below.

Table7-2 DataPlanningor DHCH ransparenMode

Item Data
HOSTransmissiormode 12-relay
MTAtransmissiormode 12-relay
STBransmissiormode 12-relay
cablemodentransmissiormode 12-relay
bundleitem bundlel
HOSOption60 hostoption60
MTAOption60 mta-option60
STBOption60 settopboxoption60
Userdefinedcablemodem ]
option60 userdefinecabmo
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Iltem

Data

DHCPFserver

DHCRserverby the uplink port.

Normal configuration. It can communicate with the device by means o
ping; CMTSs not requiredto configurethe addressof DHCPServer but

justforwardthe Layer2 packetto the layer3 uplink devicefor relayto

Prerequisites

U Networkdevicesandlinesmustbein the normalstate.

i DHCRserverisconfigurednormally.

Configurationflowchart

Theprocesdor DHCRransparenttransmissioris shownasfigure below.

Procedure

O s )
v

Create the bundle

v

Configur?OptionGO
v

Configurethe transmission
modeofterminaldevice

!

Save the configuration.

v
< End

Figure7-3 Flowchartof DHCR.2Relay

Step1 Createthe bundle.
BT(config)#

Step 2 Configure Option60identifiersfor the terminaldevice.

Option60identifier of HOSTs host-option60.

-if -bundlel)# cable dhcp - option60 host host -

1.

BT( config
option60

interface bundle 1

Option60identifier of MTAis mta-option60.

BT( config
option60

-if -bundlel)# cable dhcp - option60 mta mta -

Option60identifier of STHs settopbox.

BT( config

-if -bundlel)# cable dhcp - option60

stb  settopbox

IPv4option60identifier of the userdefineddevicetyped O 6 f S Ysaider8e¥inecabmo.
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Step 3

Step 4

Result

Afterfinishingthe configurationsthe terminalsunderCMTS$uchasHOST/MTA/STahduserdefined

devicecanacquirelPaddressautomaticallyfrom DHCFServerby transparenttransmission.

BT(config -if -bundlel)# cable dhcp device cablemodem
BT(config -if -bundlel)¥# cable dhcp - option60 cablemodem
userdefine - cabmo

Configurethe layer-2 forwardingagainsthe dataof terminaldevice.

1. Exitthe bundleview.
BT(config -if -bundlel)¥# exit

2. Configure the data of terminal devi¢¢OST for laye? forwarding.
BT(config)# cable dhcp -mode hostl2  -relay Configure

3. the dataof terminaldeviceMTAfor layer-2 forwarding.
BT(config)# cable dhcp-mode mta 12 - relay

4, Configure the data of terminal devik®TB for layeP forwarding.
BT(config)# cable dhcp-mode stb 12 -relay Configure the

5. data of terminal devic&ablemodem for layeR forwarding.BT(config)#
cable dhcp- mode cablemodem 2 - relay

Savehe configurations.

BT(config)# end

BT# copy running -config startup - config

This will save the configuration to the flash memory.

Are you sure?(y/n) n] y

Building configuration.....

Configuration saved successfully.

7.4 Exampleof PrimaryMode

Theterminal deviceacquiredPaddressvia DHCR.3Relaythroughthis task.

Context

In case of L3 Relay mode, CMTS device translates the broadcast DHCP packet via relay into the unicast
packetandsendit to the DHCFServerfor crossnetwork-segmentforwardingof DHCRpacket.In primary
mode,all CMsand CPEsacquirelPaddressrom DHCFServerat network sidethroughthe samerelay.

DataPlanning

In this example, the data of all CM/CPE is assured of L3 Relay via theetm8TB device acquires IP

addresshy usingthe dedicatedDHCFServerwhile other terminal devicesacquirethe IPaddresghrough

the common DHCBerver.
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Thedataplanningfor configuringDHCHRelayprimarymode exampleis shownastable below.

Table7-3 DataPlanningor DHCHRelayPrimaryMode Example

Item Data
CMtransmissiommode 13-relay
HOSTransmissiormode 13-relay
MTAtransmissiormode 13-relay
STBransmissiormode 13-relay
Globalprimary P (IP/MASK) 10.10.28.2/24
bundleitem bundlel
GiAddrrelaymode primary
RelayaddresqIP/MASK) 10.10.28.2/24
UniversaDHCFServenP 10.10.29.211
STHledicatedDHCFServerlP 10.10.29.209

Routinginformation

0.0.0.00.0.0.0 10.10.28.1

Prerequisites

U Networkdevicesandlinesmustbe in the normalstate.

U DHCRserverisconfigurednormally.

Configurationflowchart

Theprocesdor configuringDHCHRelayprimary modeis shownasfigure below.
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Start )
v

Configure IP address of uplink
port
v

Createthe bundle
|

v

Configurel?HCF?node

v

Configurerel‘ayIPaddress

v

ConfigureHelperAddress
|

Configurethe routing.
|

v

Configurethe transmission
modeof terminaldevice

4

Save the configuration.

!

End
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Figure7-4 Flowchartof DHCR.3RelayPrimarymode

Procedure

Step1 Configurethe primarylPaddressof the uplinkport.

BT(config)# ip address 10.10.28.2 255.255.255.0 primary

Step2 Createthe bundle.
BT(config)# interface bundle 1
Step 3 SelecDHCHRelaymodeasprimary.

BT(config -if -bundlel)¥ cable dhcp-giaddr primary

Step 4 Configurethe relayaddresssetfor the terminal.

BT(config -if -bundlel)¥ ip address 10.10.28.2 255.255.255.0

Step5 ConfigurdPof DHCRerver.

1. Configurethe universaHelperAddress.
BT(config -if -bundlel)¥# cable helper
10.10.29.211

2. ConfigureéSTRledicatedHelperAddress.
BT(config -if -bundlel)# cable helper
10.10.29.209

Step 6 Configurethe routing.
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1. Exitthe bundleview.
BT(config -if -bundlel)# exit
2. Configurethe routinginformation.
BT(config)# ip route 0.0.0.0 0.0.0.0 10.10.28.1
Step 7 Configurehe dataof terminaldevicetype for Layer3 forwarding.
1. Configure the data with terminal device type as CM for L&ferwarding.
BT(config)# cable dhcp -modecm I3 -relay Configurehe
2. datawith terminaldevicetype asHOSTor Layer3 forwarding.
BT(config)# cable dhcp -mode hostl3  -relay Configure the
3. data with terminal device type as MTA for Lagdorwarding.
BT(config)# cable dhcp -mode mtal3 -relay Configure the
data with terminal device type as STB for Ly éorwarding.
BT(config)# cable dhcp-mode stb I3 -relay
Step 8 Savehe configurations.
BT(config)# exit
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] y
Building configuration.....

Configuration saved successfully.

Result

After finishing the configuration, all terminal devices use the same relay, andcgtilBes IP address from
the dedicatedDHCRerver while other terminaldevicesacquirelPaddressautomaticallyfrom the universal
DHCRerver.

7.5 Exampleof PolicyMode

CMandCPEcquirelPaddressautomaticallyviadifferent relaysthroughthis task.

Context

In case of L3 Relay mode, CMTS device translates the broadcast DHCP packet via relay into the unicast
packetandsendit to the DHCRServerfor crossnetwork-segmentforwardingof DHCRacket.In policy
mode, CM and CPE acquireatRiress from DHCP Server at network side through two different relays

respectively.

DataPlanning

Inthis example the dataof CMand CPHEs assuredf L3Relawiatwo different relaysrespectivelyall
terminaldevicesacquirelPaddressy usingthe universaDHCFServer.
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Thedataplanningfor configuringDHCHRelaypolicymodeexampleis shownastable below.

Table7-4 DataPlanningor DHCHRelayPolicyMode Example

Iltem Data
CMtransmissiommode I3-relay
HOSTransmissiormode I3-relay
MTAtransmissiormode I3-relay
STBransmissiommode I3-relay
GlobalprimaryIP (IP/MASK) 10.10.28.2/24
GlobalsecondaryP(IP/MASK) 10.10.27.2/24
bundleitem bundlel
GiAddrrelaymode policy
RelayaddresgIP/MASKpf CM 10.10.28.2/24
RelayaddresgIP/MASKdf other terminal devices
includingHOST 1010.27.2/24
DHCFservenP 10.10.29.211
Routinginformation 0.0.0.0 0.0.0.010.10.28.1

Prerequisites
U Networkdevicesandlinesmustbein the normalstate.

i DHCPRserveiisconfigurednormally.

Configurationflowchart

Theprocesdor configuringDHCHRelayPolicymodeis shownasfigure below.
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Start )

Configure IP address of uplink
port
\

Createth‘e bundle
v

Configurel?HCF?node
v

Configurerel‘ayIPaddress
v

ConfigureH?IperAddress
v

Configuret‘he routing.

v

Configurethe transmission
modeofterminaldevice

Save the configuration.

v

End

Figure7-5 Flowchartof DHCR.3RelayPolicyMode

Procedure

Step1 Configurethe primarylPaddressof the uplinkport.
1. Configurethe primarylPaddressof the uplink port.
BT(config)# ip address 10.10.28.2 255.255.255.0 primary
2. Configurethe secondarjPaddressof the uplink port.
BT (config)# ip address 10.10.27.2  255.255.255.0 secondary
Step 2 Createthe bundle.
BT(config)# interface bundle 1
Step 3 SelecDHCHRelaymodeaspolicy.
BT(config -if -bundlel)¥ cable dhcp-giaddr policy
Step 4 Configurethe relayaddresssetfor the terminal.
1. Configurethe relayaddressof CM.
BT(config -if -bundlel)# ip address 10.10.28.2
255.255.255.0
2. Configurethe relayaddresof other CPE.
BT(config -if -bundlel)# ip address 10.10.27.2
255.255.255.0 secondary
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Step5 ConfigurdPof DHCRerver.
BT(config -if -bundlel)# cable helper -address all 10.10.29.211
Step 6 Configurethe routing.
1. Exitthe bundleview.
BT(config -if -bundlel)# exit
2. Configurethe routinginformation.
BT(config)# ip route 0.0.00 0.0.0.0 10.10.28.1
Step 7 Configurehe dataof terminaldevicetypefor Layer3 forwarding.
1. Configure the data with terminal device type as CM for L&ykerwarding.
BT(config)# cable dhcp -modecmI3 -relay Configurehe
2. datawith terminaldevicetype asHOSTor Layer3 forwarding.
BT(config)# cable dhcp -mode hostl3  -relay Configure the
3. data with terminal device type as MTA for Lageiorwarding.
BT(config)# cable dhcp -mode mtal3 -relay Configure the
data with terminal device type as STB for Leyéorwarding.
BT(config)# cable dhcp-mode stb | 3-relay
Step 8 Savehe configurations.
BT(config)# exit
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] y
Building configuration.....

Configuration saved successfully.

Result

After finishingthe configuration,CMandother CPElevicesacquirelPaddresfrom DHCRerver

automaticallyvia differentrelays.

7.6 Exampleof Strict Mode

CMandother terminaldevicesacquirelPaddressautomaticallyviadifferent relaysthroughthis task.

Context

In case of L3 Relay mode, CMTS device translates the broadcast DHCP packet via relay into the unicast
packet and send it to the DHCP Server for crege/ork-segment forwarding of DHCP packet. In strict
mode,CMandeachkind of CPEacquirelPaddresdrom DHCFServerat network sidethroughtwo different
relaysrespectively.
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Inthis example the dataof CMandeachkind of CPEre assuredf L3Relayviadifferent relays,all terminal

devicesacquire IPaddresshy usingthe universaDHCRServer.

Thedataplanningfor configuringDHCHRelaystrict mode exampleis shownastable below.

Table7-5 DataPlanningor DHCHRelayStrictMode Example

Item Data
CMtransmissiormode 13-relay
HOSTransmissiormode 13-relay
MTAtransmissiormode 13-relay
STBransmissiormode 13-relay

GlobalprimaryIP(IP/MASK)

10.10.28.2/24

GlobalsecondanyiP (IP/MASK)

10.10.27.2/24

GlobalsecondanyiP (IP/MASK)

10.10.26.2/24

GlobalsecondaryiP(IP/MASK)

10.10.25.2/24

bundleitem

bundlel

GiAddrrelaymode

strict

PrimaryrelayaddresqIP/MASK)

10.10.28.2/24

SecondaryelayaddresqIP/MASK)

10.10.27.2/24

SecondaryelayaddresqIP/MASK)

10.10.26.2/24

SecondaryelayaddresqIP/MASK)

10.10.25.2/24

SpecifyCMto usethe relay 10.10.28.2
SpecifyfHOSTo usethe relay 10.10.27.2
SpecifyMTAto usethe relay 10.10.26.2
SpecifySTBo usethe relay 10.10.25.2
DHCFRServenP 10.10.29.211

Routinginformation

0.0.0.00.0.0.0 10.10.28.1

Prerequisites

U Networkdevicesandlinesmustbein the normalstate.

i DHCPF5erverisconfigurednormally.

Configurationflowchart

Theprocesdor configuringDHCHRelaystrict modeis shownasfigure below.
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Figure7-6 Flowchartof DHCR_.3Relaystrict Mode

Procedure

Step1 Configurethe primarylPaddresof the uplink port.
1.  Configurethe primary|Paddressof the uplink port.

BT(config)# ip address 10.10.28.2 255.255.255.0 primary
2. Configurethe secondaryPaddressof the uplink port.

BT(config)# ip address 10.10.27.2 255.255.255.0 secondary
3. Configurethe secondanjPaddressof the uplink port.

BT(config)# ip address 10.10.26.2 255.255.255.0 secondary
4. Configurethe secondaryPaddressof the uplink port.

BT(config)# ip address 10.10.25.2 255.255.255.0 secondary

Step2 Createthe bundle.

BT(config)# interface bundle 1
Step3 SelecDHCHRelaymodeasstrict.

BT(config -if -bundlel)¥ cable dhcp-giaddr strict
Step4 Configurethe relayaddresssetfor the terminal.

1. Configurethe primaryrelayaddress.
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BT(config -if -bundlel)# ip address 10.10.28.2
255.255.255.0
2. Configurethe secondaryelayaddress.
BT(config -if -bundlel)# ip address 10.10.27.2
255.255.255.0 secondary
3. Configurethe secondaryelayaddress.
BT(config -if -bundlel)# ip address 10.10.26.2
255.255.255.0 secondary
4. Configureghe secondaryelayaddress.
BT(config -if -bundlel)# ipadd ress 10.10.25.2
255.255.255.0 secondary
5. Specifythe relayaddresgo be usedby CM.
BT(config -if -bundlel)# cable dhcp-giaddr cm 10.10.28.2
6. Speciftherelayaddresgo be usedby HOST.
BT(config -if -bundlel)# cable dhcp-giaddr host 10.10.27.2
7. Specifithe relayaddresgo be usedby MTA.
BT(config -if -bundlel)# cable dhcp-giaddr mta 10.10.26.2
8. Specifithe relayaddresso be usedby STB.
BT(config -if -bundlel)# cable dhcp-giaddr stb 10.10.25.2
Step5 ConfigurdPof DHCRerver.
BT(config -if -bundlel)# cable helper -address all 10.10.29.211
Step 6 Configurethe routing.
1. Exitthe bundleview.
BT(config -if -bundlel)# exit
2. Configurethe routinginformation.
BT(config)# ip route 0.0.00 0.0.0.0 10.10.28.1
Step 7 Configurehe dataof terminaldevicetype for Layer3 forwarding.
1. Configure the data with terminal device type as CM for L@ykrwarding.
BT (config)# cable dhcp -modecmI3 -relay Configurethe
2. datawith terminaldevicetype asHOSTor Layer3 forwarding.
BT (config)# cable dhcp -mode hostI3  -relay Configure the
3. data with terminal device type as MTA for Lagdiorwarding.
BT(config)# cable dhcp -mode mtal3 -relay Configure the
data with terminal device type as STB for Leyéorwarding.
BT(config)# cable dhcp- mode stb I3 - relay
Step 8 Savehe configurations.
BT(config)# exit
BT# copy running -config startup - config

This will save the configuration to the flash memory.
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Are you sure?(y/n) [n] y

Building configuration.....

Configuration saved successfully.

Result

After finishingthe configuration,CMandeachkind of CPElevicewill acquirelPaddressautomaticallyfrom
the secondary DHC$ervervia differentrelays.

7.7 Exampleof DynamiclP Acquired

CMTSleviceachievedlatatransparenttransmissiorthroughthistask.

Context

In case of L3 Relay mode, CMTS device translates the broadcast DHCP packet via relay into the unicast
packetandsendit to the DHCFServerfor crossnetwork-segmentforwardingof crossDHCRacket.When

the terminal devicefailsto find giAddr,it takesthe dynamicallyacquirediPaddressasthe deviceaddress.

DataPlanning

Inthis example configureallterminaldevicesakethe dynamiclPfor datatransmissionandacquirelP
addresdrom DHCFServer.

Thedataplanningfor the exampleof configuringDHCRIynamiclPacquiredis shownastable below.

Table7-6 DataPlanningor DynamidPAcquired

Item Data

CMtransmissiormode I3-relay

HOSTransmissiormode I3-relay

MTAtransmissiormode I3-relay

STBransmissiormode I3-relay

Relayaddress DynamidPaddress

bundleitem bundlel

DHCFServer 10.10.29.211

Prerequisites
U  Networkdevicesandlinesmustbein the normalstate.

U DHCRserverisconfigurednormally.

Configurationflowchart

Theprocesdor configuringdynamiclPasrelayaddresds shownasfigure below.
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Figure7-7 Flowchartof DynamidPRelayAddress

Procedure

Step1 ConfiguredynamiclPacquired.
BT(config)# ip address dhcp - alloc
Step 2 Createthe bundle.
BT(config)# interface bundle 1
Step 3 ConfigurdPof DHCRerver.
BT(config -if -bundlel)¥ cable helper -address all 10.10.29.211
Step 4 Configurehe dataof terminaldevicetype for Layer3 forwarding.
1. Configure the data with terminal device type as CM for L&ykrwarding.
BT(config)# cable dhcp -modecm I3 -relay Configurehe
2. datawith terminaldevicetype asHOSTor Layer3 forwarding.
BT(config)# cable dhcp -mode hostI3 -relay Configure the
3. data with terminal device type as MTA for Lageiorwarding.
BT (config)# cable dhcp -mode mtal3 -relay Configure the
data with terminal device type as STB for Leyéorwarding.
BT (config)# cable dhcp-mode stb 13 -relay
Step 5 Savehe configurations.
BT(config)# exit
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] vy
Building configuration.....

Configuration saved successfully.
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Result
Afterfinishingthe configuration all terminal devicesunder CMTSanacquirelPaddressautomaticallyfrom

DHCRervervia dynamidP.

7.8 Exampleof Multiple Bundlesunder DHCFSnooping

Abundleisa collectionof DHCRonfigurationswhichisjust a logicaldivisionwithout anyactualphysical
significancelt allowsto setdifferent giAddrfor the CM/CPHor different servicesanddividesCMinto different
address pools. CM/CPE becomes online through different configuration files to achieve the division of different

services.

DataPlanning
Inthis example configuretransparenttransmissiorof the dataof CM| host| MTA| STB,

We needcreatetwo bundles,bundle2 with relayaddressl0.10.27.50/248 2000::x/64andbundle3 with
the address 10.10.28.50/24 & 3000::x/64. The relay IP address is only a virtual address, used to select
bundle,not areal IPv4 or IPv@ddress.

CMswill selectthe smallestnumberbundle?2 at the discoverystage,andat the requeststage,accordingo

server configuration select th@atchedbundle2 or3.

CPhHwill directly selectthe CMbundleit connected Whenselectbundle2,the CMTSlevicewill addVLAN
tag 100 for the packets it forwards; and when select bundle 3, the CMTS device will add VLAN tag 200 for

the packetsit forwards.

Thedataplanningfor configuringthe multiple bundlesunder DHCRBnoopingexampleis shownastable

below.
Table7-7 Data Planningor Multiple Bundlesunder DHCFSnooping
Item Data
Bundleitem bundle2/3
Relayaddresdor bundle2 IPv4:10.10.27.50/24 1Pv6:2000::x/64
Relayaddresdor bundle3 1Pv4:10.10.28.50/24 1Pv6:3000::x/64
CMDHCRagfor bundle2 100
HostDHCRagfor bundle2 100
MTADHCRagfor bundle2 100
STBEDHCRagfor bundle2 100
CMDHCRagfor bundle3 200
HostDHCRagfor bundle3 200
MTADHCRagfor bundle3 200
STEDHCRagfor bundle3 200
CMtransmissiommode shooping
Hosttransmissiormode shooping
MTAtransmissiormode shooping
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‘ STBransmissiormode shooping
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Item

Data

DHCRserver

Normal configuration. It can communicate with the device by
meansof ping; CMTSs not requiredto configurethe addressof
the DHCP Server, but just transmit transparently the packet

the layer-3 devicefor relayto the DHCRServerby the uplink

port.

Prerequisites

U Networkdevicesandlinesmustbein the normalstate.

U DHCPRserverisconfigurednormally.

Configurationflowchart

Theprocesdor configuringmultiple bundlesunder DHCRBnoopings shownasfigure below.
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Configurethe transmissiormode
of terminal device

v

Createthe bundles

Configurethe relayfor the
bundles

y

Configurethe tag for the bundles

Savethe Configuration.

v

End

Figure7-8 Flowchartfor Multiple Bundlesunder DHCRSnooping

Procedure

Step1 Configurehe dataof terminaldevicetype for transparenttransmission.

1. Configurehe datawith terminal devicetype asCMfor transparenttransmission.

BT (config)#

cable dhcp-mode cm snooping

2. Configurethe datawith terminaldevicetype ashostfor transparenttransmission.

BT(config)#

cable dhcp-mode host snooping Configurehe data

3. with terminaldevicetype asMTSfor transparenttransmissionBT(config)#

cable dhcp - mode mta snooping

4. Configureghe datawith terminaldevicetype asSTHor transparenttransmission.

BT(config)#

cable dhcp-mode stb snooping
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U Forthe bundle2:

Step1 Createthe bundle2.
BT(config)# interface bundle 2
Step2 Addthe DHCRelayfor the bundle2.
1. Add the DHCP relay 10.10.27.50/24 for the bundBT.config - if -
bundle2)# ip address 10.10.27.50 255.255.255.0
2. Addthe DHCRelay2000::2/64for the bundle?2.
BT(config -if -bundle2)# ipv6 address 2000::2/64
Step3 AddaVLANagto dataof the CPE.
1. Addthe IPv4 VLAN tag 100 to the packets of CM, with priority B$(tonfig -
if -bundle2)# cable dhcp -tagcm vlan 100 priority 7
2. Addthe IPv4VLANag100to the packetsof host, with priority as7.
BT(config -if -bundle2)# cable dhcp -tag hostvlan 100
priority 7
3. Addthe IPv4VLANag100to the packetsof MTA,with priority as?.
BT(config -if -bundle2)# cable dhcp -tag mtavlan 100
priority 7
4. Addthe IPv4VLANag100to the packetsof STBwith priority as?7.
BT(config -if -bundle2)# cable dhcp -tag stbvlan 100
priority 7
5.  Addthe IPv6VLANag100to the packetsof CM,with priority as7.
BT(config -if -bundle2)# cable dhcpv6é -tagcm vian 100
priority 7
6. Addthe IPv6VLANag100to the packetsof host,with priority as7.
BT(config -if -bundle2)# cable dhcpv6é - tag hostvian 100
priority 7
7. Addthe IPv6VLANag 100to the packetsof MTA,with priority as7.
BT(config -if -bundle2)# cable dhcpv6é -tag mta vlan 100
priority 7
8. Addthe IPv6VLANag100to the packetsof STBwith priority as7.
BT(config -if -bundle2)# cable dhcpv6é - tag stb vian 100
priority 7

U Forthe bundle3:

Step1 Createthe bundle3.
BT(config)# interface bundle 3
Step2 Addthe DHCRelayfor the bundle3.
1. Addthe DHCRelay10.10.28.50/240r the bundle3.
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BT(config -if -bundle3)# ip address 10.10.28.50
255.255.255.0

2. Addthe DHCRelay3000::2/64for the bundle3.
BT(config -if -bundle3)# ipv6 address 3000::2/64

Step3 AddaVLANagto dataof the CPE.

1. Add the VLAN tag 200 to the packets of CM, with priority &T{config - if -
bundle3)# cable dhcp - tag cm vian 200 priority 7

2. Addthe VLANag200to the packetsof host,with priority as7.
BT(config -if -bundle3)# cabledhcp -tag hostvlan 200
priority 7

3. Addthe VLANag200to the packetsof MTA,with priority as7.
BT(config -if -bundle3)# cable dhcp -tag mtavlan 200
priority 7

4. Addthe VLANag200to the packetsof STBwith priority as7.
BT(config -if -bundle3)# cable dhcp -tag stb vlan 200
priority 7

Step4 Savehe configurations.

BT(config)# end

BT# copy running -config startup - config

This will save the configuration to the flash memory.

Are you sure?(y/n) [n] y

Building configuration.....

Configuration saved successfully.

Result

After finishingthe configurationsthe terminalsunderCMT$uchasCM/HOST/MTA/ST&nacquirelP
addressautomaticallyfrom DHCPFServelby transparenttransmissionandidentify the devicetype with
VLAN.

7.9 Exampleof Multiple Bundlesunder DHCR.ayer3

Context

Referto 7.8 Configuringnultiple instancesundleundersnoopingmode.

DataPlanning

Inthis example the configurationterminal deviceincludesthree layersof dataforwardingfrom CM| host|
STB.
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It isnecessaryo setbundle2 andbundle3, wherethe relayaddressof bundle2is 10.10.10/24andthat of
bundle3is11.11.11/24 TherelaylPaddresseedsto berealon CMTS.

CM chooses bundle 2 in Discovery phase, bundle 2 in Request phase according to DHCP server, and CPE

directly choosedo connectthe bundleto whichCMbelongs WhenCM/CPEhoosedundle2, the message
is forwarded by relay 10.10.10/24, and when CM/CPE chooses bundle 3, the message is forwarded by relay

11.11.11/24.

Configuringnulti-bundledata planningis shownin the followingtable.

Table7-8 DataPlanningor Multiple Bundlesunder DHCR.ayer3

Item

Data

bundleitem

bundle2/3

relayaddresdor bundle2

10.10.10.10/24

relayaddresdor bundle3

11.11.11.11/24

DHCFServeraddress 172.168.10.10
Routeaddress 172.168.10.10 10.10.10.10
CMtransmissiormode 13-relay
Hosttransmissiormode 13-relay
STBransmissiormode 13-relay

Prerequisites

U  Networkdevicesandlinesmustbein the normalstate.

i DHCPRserveiisconfigurednormally.

Configurationflowchart

Theprocesdor configuringmultiple bundlesunder DHCPRayer3is shownasfigure below.
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(s )

v

Createthe bundle

v

Configure the bundle
server

v

Configure the bundle
relayaddress

ConfigureLayer3relayof
terminaldevices

v

Configure the CMTS
relayaddress

Configurethe route
address

v

Savethe configurations

o

Figure7-9 Flowchartfor Multiple BundlesunderDHCR.ayer3

Procedure
U Forthe bundle2:

Step1 Createthe bundle2.
BT(config)# interface bundle 2
Step2 Addthe DHCRerveras172.168.10.10or the bundle2.
BT(config -if -bundle2)# cable helper - address all
172.168.10.10
Step3 Addthe DHCRelayas10.10.10.10/24or the bundle2.
BT(config -if -bundle2)# ip address 10.10.10.10 255.255.255.0

U Forthe bundle3:

Step1 Createthe bundle3.
BT(config)# interface bundle 3

Step2 Addthe DHCRerveras172.168.10.10or the bundle3.
BT(config -if -bundle3)# cable helper - address all
172.168.10.10

Step3 Addthe DHCRelayas11.11.11.11/24or the bundle3.
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BT(config -if -bundle3)# ip address 11.11.11.11 255.255.255.0
Step4 Configurind.ayer3 forwardingpacketsof terminal devicetype.
1. Configuring Layer 3 forwarding packets of @&W(config)#
cable dhcp -modecm I3 -relay Configurind.ayer3
2. forwardingpacketsof host.
BT(config)# cable dhcp - mode hostI3 - relay
3. Configuring Layer 3 forwarding packets of 8Bconfig)#
cable dhcp-mode stb I3 - relay
Step 5 Configuringhe CMTSlevicerelayaddress.
1. Configuringhe CMTSlevicerelayaddressas10.10.10.10/24.
BT(config)# ip address 10.10.10.10 255.255.255.0 primary
2. Configuringhe CMTSlevicerelayaddressas11.11.11.11/24.
BT(config)# ip address 11.11.11.11 255.255.255.0 primary
Step 6 Configuringhe CMTSleviceroute address.
BT(config)# ip route 172.168.10.10 10.10.10.10
Step 7 Savehe configurations.
BT(config)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] vy
Building configuration.....

Configuration saved successfully.

Result

After finishingthe configurations CMswill selectthe smallestnumberbundle?2 at the discoverystage ,and

at the requeststage,accordingo serverconfigurationselectthe matchedbundle2 or 3.

CPaBuwill directly selectthe CMbundleit connected Whenselectbundle2,the CMTSlevicewill forward the
packets through the relay 10.10.10.10/24; and when select bundle 3, the CMTS device will forward the
packetsthrough therelay11.11.11.11/24.

7.10 CreateBundlesand SelectionRules

Abundleisacollectionof DHCRonfigurationswhichisjust alogicaldivisionwithout anyactualphysical
significancelt allowsto setdifferent giAddrfor the CM/CPEor different servicesanddividesCMinto different
address pools. CM/CPE becomes online through different configuration files to achieve the division of different

services.
Context
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CMTSlevicesupports32 bundles the rangeof 1-32.

Whenthe devicein amulti-bundle,bundleselectionrulesare asfollows:
DuringDHCPv®iscoverProcesf CM:

1. CMselectthe smallestnumberbundlematchingthe packetVLANandthe bundleVLAN;

2. Whenthe selectionof bundleisnot successfulif the DHCFnodeis|3-relay,packetswill be discarded;
if the DHCHnode isl2-relay| snooping, ittransparentlytransmitsthe packet.

DuringDHCPv&RequestProcesf CM:

1. CMprefersthe bundlewhichthe requestiP+ packetVLANandthe bundlelPaddressVLANmatches,
the packetVLANand bundleVLANmatches.

2. If conditionl is not met, then CMselectthe bundlewhichthe requestiP+untagandthe IPaddress
VLAN+ untagmatches, thgpacketVLANandbundleVLAN matches.

3. If condition2 isnot met, then CMselectthe smallesthumberbundle whichthe packetVLANandthe |
bundleVLANmatches.

4. Whenthe selectionof bundleis not successfulif the DHCRnodeis|3-relay,packetswill be discarded;
if the DHCHmode isl2-relay| snooping, ittransparentlytransmitsthe packet.

DuringDHCPv®iscoverProcesf CPE:
1. CPbrefersthe bundlewhichthe CPEonnectedCMselected packetVLANandbundleVLANmatches.

2.  Whenthe selectionof bundleisnot successfulif the DHCPnodeis|3-relay, packetswill be discarded;

if the DHCHnode isl2-relay| snooping, ittransparentlytransmitsthe packet.
DuringDHCPv&RequestProcesf CPE:

1. CPprefersthe bundlewhichthe requestiPandthe bundlelPaddressnatchesthe packetVLANand
bundleVLANmatches.

2.  Whenthe selectionof bundleisnot successfulif the DHCPnodeis|3-relay, packetswill be discarded;

if the DHCHnode isl2-relay| snooping, ittransparentlytransmitsthe packet.

Procedure

Step1 Createabundleandenterthe bundleviewby usingthe commanddinterface bundle ¢ @

Step 2 Viewthe information of the bundlesby usingthe commandéshow interface bundle all ¢ @

Example

$ Createbundle 3 andenter bundleview:

BT(config)# interface bundle 3

BT(config -if -bundle3)# show interface bundle all
!
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interface bundle 3
cable dhcp - giaddr primary
cable source verify enable

cable ipv6 source verify enable

cable source verify leasequery - filter upstream 5 10

exit

RelatedOperations

Table7-9 RelatedOperationsof CreateBundles

Chapter 7¢ DHCP Relay Function

Operation

Command

Remarks

Deletethe bundleandits configuration no interface bundle

7.11 ConfigureHelperAddress

SomeDHCRnessagedpr exampleDHCHDIiscoverare broadcasipackets Whenthe DHCHRelayrequiredto

forward packets across the network, while broadcast packets are usually unable to pass through the layer 3

device,soyouneedto specifythe destinationaddresdo forward DHCRnessagethat is helperaddressthis

addresssusually thelPaddressof the DHCFServer.

Differenttypesof devicesnaysharethe sameDHCRerver,or usedifferent DHCRerver.ThereforeDHCHRelay

provides two helpeiaddress configuration modes: 1. Universal helgddress; 2. Thepecified helpeiaddress

for the device type.

Meanwhile DHCP Relay allows to set more than one helddress for the device. After setting, it will forward

multiple DHCPacketsto multiple helperaddresssimultaneouslyThisconfigurationis mainlyapplicableto the

redundantbackup scenario.

7.11.1 Configurethe UniversalHelperAddress

Context

U ThedevicesupportsDHCRyeneralserverconfigurationin IPv4environment.

U Alldeviceswithout configuringthe dedicatedHelperAddresausethe universaHelperAddress.

0 It allowsto configuremultiple (at most 5) universalHelperAddress After finishingthe configuration,

CMTSlevicewill forward DHCPpacketto multiple HelperAddress.

U  Theconfigurationsof universalHelperAddresscanbe deleted by usingthe correspondingy y" 2 €

command.

Procedure

Step 1 SetuniversaHelperAddressf the deviceby usingthe commanddcable helper - address

all ¢ ©
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Step 2 Viewthe HelperAddressconfiguredfor the deviceby usingthe commandéshow running -

config € @

Example

Configurethe universalHelperAddress:

BT(config -if -bundlel)# cable helper - address
BT(config -if -bundlel)# cable helper - address
BT(config -if -bundlel)# show running - config
cable helper - address all 10.10.29.211

cable helper - address all 10.10.29.209

ip address 10.10.28.88  255.255.255.0

RelatedOperations

10.10.29.211
10.10.29.209

all

all

Table7-10RelatedOperationdor Configurehe UniversaHelperAddress

Operation Command

Remarks

Deletethe universaHelperAddress | no cable helper -

address

7.11.2

Context

Configurethe DedicatedHelperAddress

0 It allows to configure the dedicated HelpAddress for all terminals such as CM, HOST, MTA, STB and

device (userdefined). Afterthe configuration, CMTS devicavill forward the DHCPpacket to the

dedicatedHelperAddresshy terminal device type.

0  After the dalicated HelpetAddress is configured for a terminal device type, CMTS will not forward the

DHCRequestof suchterminal deviceo the universal HelpeAddress.

0 Each terminal device can be configured multiple (at most 5) dediddtdperAddress. After finishing

the configuration, CMTSdevice will forward DHCPpacket to multiple dedicated HelperAddress

simultaneously.

i Theconfigurationof universaHelperAddressanbedeletedby usingthe correspondingt Y 2cénmand.

Procedure

Step1 SetdedicatedHelperAddressof the deviceby usingthe commandécable

(cm | host | mta | stb |

device )¢ @&

helper - address

Step 2 Viewthe configuredHelperAddresof the deviceby usingthe commandéshow running -

config € @
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Example

Configurethe dedicatedHelperAddressof CM:

BT(config -if -bundlel)# cable helper -address cm
BT(config -if -bundlel)# cable helper -address cm
BT(config -if -bundlel)# show running -config | include
cable helper - address cm 10.10.29.211

cable helper -address cm 10.10.29.213

RelatedOperations

Chapter 7¢ DHCP Relay Function

10.10.29.211
10.10.29.213

cm

Table7-11RelatedOperationgor Configurehe DedicatedHelperAddress

Operation Command Remarks
Deletethe dedicated no cable helper -address (cm When all dedicated Helpekddresses of a
HelperAddress | host | mta | stb | device ) terminal device suchterminal will be online
with universaHelperAddress.

7.12

ConfigureUserdefinedDevice

Option60isusedto identify different terminaltypes,soL3relay canassigndifferent IPaddressesccordingo

terminaltypes.

i

i

CMTSlevicesdefaultsupportfor GDOCSIStandarddefinedstrings.

CMTS supports configuring options 60 strings for terminal types in order to be more compatible with

vendors'devices.

When users need to plan their business according to different terminal types and standard terminal types

(CM/HOST/MTA/STB) can not meet tegquirements, users can also configure custom terminal types, and

configureoption 60 stringor customterminaltypes.

Option60stringsare specifiedin the GDOCSIStandardasshownin the followingtable. Usersneedto avoid

the defaultstringsspecifiedin the standardwhen configuringthem. (Optionfieldsare caseinsensitivej.e.,

charactersuchas"STB'or "sTh"will berecognizedas"stbh".) :

Table7-12Option60KeywordConfiguratiorParameter

Device Option60string Description
Thesubsequenstringcanincludedocsisversionand
) ) e capabilitysupportedby CM;

CableModem Stringstartingwithd R2 O a A & _ ) _
CableModemincludesindependentCMterminaland
embeddedCM,suchasembeddedCMin STB.

L ThesubsequenstringcanincludePacketCablgersion

MTA Stringstartingwith & LJ] G O ¢ - ]
andcapabilitysupportedby the device.

3 Thesubsequenstringcandescribethe capabilityof

Settop box Stringstartingwithd a G 0 €
the device.
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Context

0 If Option60canmatchmultiple stringssimultaneouslythe priority is: the definedstring>longerstring>

front string.
U 4different Option60stringscanbe configuredfor the sameterminaltype.
Ui  Option60supportsupto 16 characters.

0 Theconfigurationof Option60canbe deletedby usingthe correspondingt y* 2ammand.

Procedure

Step 1 Configureuserdefineddeviceby usingthe commanddcable dhcp device € @
Step 2 ConfigureOption60stringof the deviceby usingthe commandécable dhcp - option60 ¢ @

Step 3 Viewthe configuredoption600f the deviceby usingthe commandéshow running - config € &

Example

Configureuserdefineddevice:
BT(config -if -bundlel)# cable dhcp device cablemodem

BT(config -if -bundlel)# cable dhcp-option60 cablemodem cablemodemIPv4
BT(config -if -bundlel)# show running -config | include option

cable dhcp - option60 cablemodem 1 "cablemodemlIPv4"

RelatedOperations

Table7-13RelatedOperationgOption60

Operation Command Remarks

Deletethe userdefineddevicetype | no cable dhcp device

Deletethe option60configuration no cable dhcp - option60

7.13 ConfigureDHCPags

Dhceptagfunction canbe usedto add VLANagsto different devicetype by bundle. Theupperdeviceof CMTS
such as switch will perform the DHCP relay by the tag. By this approach, different giAddr can be inserted in

different devices andlassified intalifferent addresgools.
Context

U  Dhcptagfunctionsupportsthe DHCPnodeisI2-relay,snoopingand|3-relay.

0  Dhcptag function can be used to add VLAN tag to different devices by bundle, and the upper device of
CMTS such as switch will perform the DHCP relay by thierthgr. By this approach, different giAddr

canbeinsertedin different devicesandclassifiednto different addresgools.

U  Incaseof multiple bundles by default, CMbelonggto the first bundle,and CPEbelongsto the bundleof
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CM.in caseof request,confirm bundle by the network segmentagain.If it isimpossibleto matchwith

the ip addresssegmentconfigurethe forwardingby thedefaultbundle.

Procedure

Step1 ConfigureVLANagsof the deviceby usingthe commanddcable dhcp-tag ¢ &
Step 2 Viewthe configuredVLANagsof the deviceby usingthe commanddshow running - config € @

Example

ConfigureSTRo addVLAN10Otag, with priority as7:

BT(config -if -bundle2)# cable dhcp-tag stb vilan 100 priority 7
BT(config -if -bundle2)# show running -config | include dhcp-tag
cable dhcp-tag stb vian 100 priority 7

RelatedOperations

Table7-14 RelatedOperationf Dheptag

Operation Command Remarks

DeleteDHCPragof dedicatedterminaltype | no cable dhcp - tag

7.14 DHCRnformation option circuit-id-prefix

Option 82.1 Circuit ID is used to configure user information, which is conducive to judging the source of
network messagedt is mainlyusedfor securitycheckingsuchaspreventinglPspoofing,useridentifier

spoofingand MAC addresspoofing.
Workingprocess:

i CMTS receives DHCP messages from terminal devices and forwards them to DHCP server with option 8
DHCP server is responsible for identifying the option82 information added to the DHCP message and

makingcorrespondingprocessingaccordingo the information.
i CMTS receives DHCP message from DHCP server, removes option 82 and forwardsattesimending
terminal device.
Context
U  Formatof circuit-id-prefix: Hexadecimabr String
U Defaultconfigurationof circuitid-prefix:hostname (BT)
U0  Option82stringssupportinput of upto 64 characters.

i Option82 configurationcanbe deletedby the correspondingy Y 2ainmand.

Procedure
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Step 1 Configurethe circuitid-prefix by usingthe commandédhcp information option
circuit  -id - prefix (hex |string) E oD
Step2 Querythecircuit -id - prefix  valueby usingi K S O 2 how \aiRp dircuit -id -
prefix ¢ @
Example

Configurethe circuit ID asstring representationBT.
BT(config)# dhcp information option circuit -id - prefix  string BT

BT(config)# show dhcp circuit  -id - prefix
Hex Format :746f70766973696f6e
String  Format : BT

RelatedOperations

Table7-15RelatedOperationsof DHCRnformationoption circuit-id-prefix

Operation Command Remarks
Deletethe circuit-id-prefixvalue no dhcp information option Thedefaultvalueishostname.
circuit - id - prefix
Displaythe configurationof circuitid- | show dhcp circuit  -id -
prefix prefix
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Chapter8 DHCPv@RelayFunction

8.1 Overview

Terminals (including the CM and CPE) can communicate with DHCPV6 servers in other network segments
throughthe DHCPvéelay.Inthisway,serviceterminalscanobtain IPaddresseén different network segments

andgoonline nomally.

()
WIFI

DHCPv6ervet

Figure8-1 NetworkingDiagramof CMT ®evice
TheCMTSupportsthe following DCHRelayfunction:
i DHCPvéelaymodes
TheCMTSupportsthe following DHCPvéorwardingmodes:

Snooping mode: The CMTS monitors the DHCPV6 interaction process. It directly forwards packets
without making any modification. This mode is applicable to the scenario where an upstream device
servesasthe DHCPV6 relaandthe CMTS only forwardiata.

L2relay mode: This mode is applicable to the scenario where an upstream device forwards data at L3
and the CMTS only forwards data at L2. It is also applicable to a simple networking scenario. For
example, the DCHP server, CMTS, and terminal wahleisame network segment, and data does

not need to be forwarded across network segments. In this mode, the CMTS supports insertion of
option 82 tocheck thevalidity of the DHCPvacketsource.

L3relay mode: In this mode, the CMTS works as r@lay so that service terminals can obtain IP

addressesdn different network segmentsThelL 3relaymodefurther consistof the followingmodes:
i DHCPvGerver
TheDHCPvBerverconfigurationincludesthe commonDHCPvBerverandthe dedicatedDHCPvBerver.

CommonDHCPvBerver:lt isthe DHCPvBerversharedby different typesof terminals.
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DedicatedDHCPV6 server:igthe DHCPV6 serversedby a specifictype of terminals.
0  Optionvendorclasskeyword

Option vendor class is used to identify different terminal types so that service types can be differentiated
basedon theterminaltype. It isapplicable tahe snoopingl 2relay, and_3relay modes.

U Dhcpvetag

With the dhcpvetag function, a VLAN tag can be added to different device types by bundle. It is applicable
to the snooping, L2elay,and L3relay modes.

0  Option18keyword

The Option18 circuit ID is used to configure the user information $o @stermine the source of network
packetslt ismainlyusedfor securitycheck.It isapplicable tathe L2relay and L3elaymodes.

8.2 Exampleof DHCPvénooping

Achievedatatransparenttransmissiorby CMTSlevicethroughthistask.

Context

CMTSleviceprovidesthe DHCPvayer-2 Relayservice Thedevicereceiveghe packetfrom client,andadd
option82 for forwarding; the device receives the packet from DHCPv6 Server, and removes option82 for
forwarding. At this time, the terminal devices such@W/CPE can acquire the IP address from DHCPv6
Server at the network side via Relay that is the le8/elevice connected the CMTS's uplink port. And CMTS
cansupportidentifyingthe devicetype with VLAN tag.

DataPlanning

In this example configureL 2Relayagainstthe dataof terminalssuchasHOST MTA| STH cablemodem,
and have the layeB switch to implement the Relay operation, and set Option60 field to distinguish the

terminaltypes.
Thedataplanningfor configuringthe DHCPvéransparenttransmissiorexampleis shownastable below.

Table8-1 DataPlanningor DHCPv@ranspareniMode

Iltem Data
CMtransmissiormode DHCPv6nooping
HOSTransmissiormode DHCPv6nooping
MTAtransmissiormode DHCPv6nooping
STBransmissiormode DHCPv6nooping
bundleitem bundlel
HOSToption vendorclass hostoption
MTAoption vendorclass mta-option
STBoption vendorclass settopboxoption

8-123



BLONDER TONGUE

Chapter & DHCPv6 Relay Function

Item

Data

Userdefinedcablemodenoption

optionvendorclass

userdefinecabmo

CMinitial maintenance

IPv6only mode

DHCPv&erver

Normal configuration. It can communicate with the device by means of
ping; CMTSsnot requiredto configurethe addressof DHCPv&erverput

justforwardthe Layer2 packetto the layer-3 uplinkdevicefor relayto

DHCPv&ervetby the uplink port.

Prerequisites

U Networkdevicesandlinesmustbein the normalstate.

i DHCPv&ervelisconfigurednormally.

Configurationflowchart

Theprocesdor DHCPv@ransparenttransmissioris shownasfigure below.

Procedure

Step 1

Step 2

Createthe bundle.
BT(config)#
Configurethe option60identifiersfor the terminaldevice.
1.

C Start )

!

Create the bundle

v

ConfigureOption Vendor Class
|

v

Configurethe transmissionmode

of termi%al device

Configurethe CMinitial
maintenance

v

Save the configuration.

Y
C End )

Figure8-2 Flowchartof ConfiguringOptionldentificationTerminalin SnoopingMode

interface bundle 1

Optionvendorclassdentifier of HOSTs host-option.

BT(config -if -bundlel)¥ cable dhcpv6 - optionvendor - class host

host - option

Optionvendorclassof MTAis mta-option.
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BT(config -if -bundlel)¥# cable dhcpv6 - optionvendor -class mta
mta- option
3. Optionvendorclasddentifier of STBssettopboxoption.
BT(config -if -bundlel)# cable dhcpv6é - optionvendor -class stb
settopbox - option
4. Optionvendorclassdentifier of the userdefineddevicetypead O 6 f S YsiderSefire
cabmo. IPv6 vendor class of the usiefinedR S @A OS (& LIS & Odza-¢gels lj dzA LJE
BT(config -if -bundlel)# cable dhcpv6 device cablemodem
BT(config -if -bundlel)# cable dhcpv6 - optionvendor - class
cablemodem userdefine - cabmo
Step 3 Configurethe dataof terminaldevicetype for transparenttransmission.
1. Exitthe bundleview.
BT(config -if -bundlel)# exit
2. Configurehe DHCPv@latawith terminaldevicetype asHOSTor transparenttransmission.
BT(config)# cable dhcpv6 - mode host snooping
3. Configurehe datawith terminaldevicetype asMT Sfor transparenttransmission.
BT(config)# cable dhcpv6 - mode mta snooping
4. Configurehe datawith terminaldevicetype asSTHBor transparenttransmission.
BT(config)# cable dhcpv6 - mode stb snooping
5. Configurehe datawith terminal devicetype ascablemodentfor transparenttransmission.
BT(config)# cable dhcpv6 - mode cablemodem snooping
Step 4 Configurethe CMinitial maintenance.
1. Enterthe cmtsview.
BT(config)# interface cmts 1
2. Configurethe CMinitial maintenanceasDHCPv@nly.
BT(config -if -cmts-1)# cable ip -init ipv6
Step5 Savehe configurations.
BT(config -if -cmts-1)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] vy
Building  configuration.....

Configuration saved successfully.

Result

After finishingthe configurationsthe terminalsunder CMTSuchasHOST/MTA/STaéduserdefined

devicecanacquirelPaddressautomaticallyfrom DHCPv6 Servey transparenttransmission.
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8.3 Exampleof DHCPv&.2Relay

Achievethe transparentdatatransmissiorby CMTSlevicethroughthistask.

Context

CMTS device provides DHCPv6 Snooping service, and just listens to DHCPv6 data instead of processing. At
this time, the terminal devices such @/CPE can acquire the IP address from DHCPv6 Server at the

network sidevia Relaythat isthe layer3 deviceconnectedthe CMTS'siplink port. AndCMTSansupport
identifyingthe device typewith VLAN tag.

DataPlanning

Inthis example configuretransparenttransmissiorof the dataof CM| HOST MTA| STB|cablemodem,
and have the layeB switch to implement the Relay operation, and set VLAN tags for several kinds of

terminaldevices tadetermine thedevice types.
Thedataplanningfor configuringthe DHCPv@ransparenttransmissiorexampleis shownastable below.

Table8-2 DataPlanningor DHCPv&noopingViode

Item Data

CMtransmissiormode

DHCPv®-relay

HOSTransmissiormode

DHCPv®-relay

MTAtransmissiormode

DHCPv®-relay

STBRransmissiormode

DHCPv®-relay

Customtype cablemodentransmissiormode 12-relay

bundleitem bundlel

CMDHCPag vlanl priority 7

HOSDHCH ag vlan2 priority 7

MTADHCH ag vlan3 priority 4

STEHDHCHag vlan4 priority 4

Customtype cablemodentagtransmission o

mode vlan5 priority 7
Normalconfiguration.lt cancommunicatewith the deviceby
meansof ping; CMTSsnot requiredto configurethe address

DHCRserver of DHCP Server, but jusansmit transparently the packet tq

the layer3 devicefor relayto DHCFServery the uplink

port.

Prerequisites

Configu

U Networkdevicesandlinesmustbein the normalstate.

i DHCPv&ervelisconfigurednormally.

rationflowchart
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Theprocesdor configuringDHCPv@ransparentmodeis shownasfigure below.

C Start )

h 4
Createthe bundle
v
ConfigureTAGof the device

A 7
Configurethe modeof

message accordirg terminal
type

ConfigureCM'sinitialization
mode

v

Savethe configuration.

v

C e

Figure8-3 Flowchartof Configuringdption TerminalTypein RelayMode

Procedure

Step1 Createthe bundle.
BT(config)# interface bundle 1
Step2 AddaVLANagto dataof the terminaldevice.
1. AddVLANL tagto the dataof CM,with priority as7.
BT(config -if -bundlel)¥ cable dhcpv6 -tag cm vlan 1 priority 7
2. AddVLAN2tagto the dataof HOSTwith priority as?.

BT(config -if -bundlel)# cable dhcpv6 - tag host vlan 2 priority 7
3.  AddVLAN3tagto the dataof MTA,with priority as4.

BT(config -if -bundlel)# cable dhcpv6é -tag mta vlan 3 priority 4
4. AddVLAM tagto the dataof STBwith priority as4.

BT(config -if -bundlel)# cable dhcpv6é - tag stb vian 4 priority 4

5. Optionvendorclassdentifier of the userdefineddevicetyped O 6 f S Ysaider8efine
cabmo.AddVLAM tagto the dataof STBwith priority as?.
BT(config -if -bundlel)# cable dhcp device cablemodem BT(config -
if -bundlel)# cable dhcpv6 - tag cablemodem vian 5 priority 7
Step 3 Configurethe layer2 forwardingagainsthe dataof terminaldevice.
1. Exitthe bundleview.
BT(config -if -bundlel)# exit

2. Configurethe dataof terminaldeviceCMfor layer-2 forwarding.
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BT(config)# cable dhcpv6 - mode cm 12 - relay

3. Configure the data of terminal devi¢¢OST for laye? forwarding.
BT(config)# cable dhcpv6 - mode hostl2  -relay Configure

4. the dataof terminaldeviceMTAfor layer2 forwarding.
BT(config)# cable dhcpv6 - mode mta 12 - relay

5. Configure the data derminal deviceSTB for layeR forwarding.BT(config)#
cable dhcpv6 - mode stb 12 -relay Configure the data of terminal

6. devicecablemodem for layeR forwarding BT (config)# cable dhcpv6 -
mode cablemodem 12 - relay

Step 4 Configurethe CMinitial maintenance.

1. Enterthe cmtsview.

BT(config)# interface cmts 1

2. Configurethe CMinitial maintenanceasDHCPv@nly.

BT(config -if -cmts-1)# cable ip -init ipv6

Step5 Savehe configurations.

BT(config -if -cmts-1)# end

BT# copy running -config startup - config

This will save the configuration to the flash memory.

Are you sure?(y/n) n] y

Building configuration.....

Configuration saved successfully.

Result

After finishingthe configurationsthe terminalsunderCMT SuchasCM/HOST/MTA/ST&nacquirelPv6
addressautomaticallyfrom DHCPv&ervery transparenttransmissionandidentify the devicetype with
VLAN.

8.4 Exampleof Multiple Bundlesunder DHCPv&nooping

Abundleisacollectionof DHCPv@onfigurationswhichisjust alogicaldivisionwithout anyactualphysical
significancelt allowsto setdifferent giAddrfor the CM/CPEor different servicesanddividesCMinto different
address pools. CM/CPE becomes online thradifferent configuration files to achieve the division of different
servicesReferencechapterfor selectionrulesof multiple bundles:8.6CreateBundlesand SelectiorRules

DataPlanning

Inthis example configuretransparenttransmissiorof the dataof CM| host| MTA| STB,
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We need create two bundles, bundle 2 with relay address 2000::x/64 and bundle 3 with the address
3000::x/64.TherelaylPaddresdsonly a virtual addressusedto selectbundle,not areal IPv4or IPv6

address.

CMswill selectthe smallestnumberbundle2 at the discoverystage,andat the requeststage accordingo
server configuration selethe matchedbundle2 or 3.

CPhHwill directly selectthe CMbundleit connected Whenselectbundle2,the CMTSlevicewill addVLAN
tag 100 for the packets it forwards; and when select bundle 3, the CMTS device will add VLAN tag 200 for
the packetsit forwards.

Thedataplanningfor configuringthe multiple bundlesunder DHCRBnoopingexampleis shownastable

below.
Table8-3 DataPlanningor Multiple Bundlesunder DHCPv&nooping
Item Data

Bundleitem bundle2/3

Relayaddresgor bundle2 2000::x/64

Relayaddresgor bundle3 3000::x/64

CMDHCRagfor bundle2 100

HostDHCRagfor bundle2 100

MTADHCRagfor bundle2 100

STBEDHCRagfor bundle2 100

CMDHCRagfor bundle3 200

HostDHCRagfor bundle3 200

MTADHCRagfor bundle3 200

STBEDHCRagfor bundle3 200

CMtransmissiommode snhooping

Hosttransmissiormode snhooping

MTAtransmissiormode snhooping

STBransmissiormode shooping
Normal configuration. It can communicate with the device by
meansof ping; CMTSs not requiredto configurethe addressof

DHCRserver the DHCP Server, but just transmit transparently the packet
the layer-3 devicefor relayto the DHCPv&erverby the uplink
port.

Prerequisites
U  Networkdevicesandlinesmustbein the normalstate.

U DHCPv&erveiisconfigurednormally.

Configurationflowchart

Theprocesdor configuringmultiple bundlesunder DHCPvBnoopings shownasfigure below.
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( Start )
v

Createthe bundles

v

Configurethe relayfor the bundles

v

Configurebundle VLANtag

v

Configurethe transmissionmode of
terminal device

v

Savethe Configuration

v

e

Figure8-4 Flowchartfor Multiple Bundlesunder DHCFSnooping

Procedure
U Forthe bundle2:

Step1 Createthe bundle2.
BT(config)# interface bundle 2
Step2 Addthe DHCRelay2000::2/64for the bundle2.
BT(config -if -bundle2)# ipv6 address 2000::2/64
Step 3 AddaVLANagto dataof the CPE.
1. Add the IPv6 VLAN tag 100 to the packets of CM, with priorityB$(tonfig -
if -bundle2)# cable dhcpv6 -tagcm vlan 100 priority 7
2. Addthe IPv6VLANag 100to the packetsof host, with priority as?.
BT(config -if -bundle2)# cable dhcpv6 - tag hostvlan 100
priority 7
3. Addthe IPv6VLANag100to the packetsof MTA,with priority as?.
BT(config -if -bundle2)# cable dhcpv6é -tag mta vlan 100
priority 7
4. Addthe IPv6 VLANag 100to the packetsof STBwith priority as7.
BT(config -if -bundle2)# cable dhcpv6é - tag stb vian 100
priority 7

U Forthe bundle3:

Step1 Createthe bundle3.
BT(config)# interface bundle 3
Step2 Addthe DHCRelay3000::2/64for the bundle3.
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BT(config -if -bundle3)# ipv6 address 3000::2/64
Step3 AddaVLANagto dataof the CPE.
1. Add the VLAN tag 200 to the packets of CM, with priority &T{config -if -
bundle3)# cable dhcpv6 - tag cm vlan 200 priority 7
2. Addthe VLANag200to the packetsof Host,with priority as 7.
BT(config -if -bundle3)# cable dhcpv6 - tag hostvlan 200
priority 7
3. Addthe VLANag200to the packetsof MTA,with priority as7.
BT(config -if -bundle3)# cable dhcpv6 -tag mta vlan 200
priority 7
4. Addthe VLANag200to the packetsof STBwith priority as7.
BT(config -if -bundle3)# cable dhcpv6 - tag stb vlan 200
priority 7
Step 4 Configurehe dataof terminaldevicetype for transparenttransmission.
1. Configure the data with terminal device type as CM for transparent transmission.
BT(config)# cable dhcpv6 - mode cm snooping Configurethe data

2. with terminaldevicetype ashostfor transparenttransmissionBT (config)#

cable dhcpv6é - mode host snooping Configurethe datawith terminal
3. devicetype asMTSfor transparenttransmissiorBT(config)# cable

dhcpv6 - mode mta snooping Configure the data with terminal device type
4,

as STB for transparent tramgssionBT (config)# cable dhcpv6 - mode
stb  snooping
Step5 Savehe configurations.

BT(config)# end

BT# copy running -config startup - config

This will save the configuration to the flash memory.

Are you sure?(y/n) n vy

Building configuration.....

Configuration saved successfully.

Result

After finishing the configurations, the terminals under CMTS such as CM/HOST/MTA/STB can acquire IP
addressautomaticallyfrom DHCPv&erverby transparenttransmissionandidentify the device type with
VLAN.
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8.5 Exampleof Multiple Bundlesunder DHCPv@&.ayer3

Context

Referto 8.4 Exampleof Multiple Bundlesunder DHCPv&nooping.

DataPlanning
Inthis example configureDHCPvayer3 forwardingpacketsof CM| host| STB.

We needcreatetwo bundles bundle2 with relayaddress2000::x/64andbundle 3 with the address
3000::x/64.TherelayIPaddressnustbe areallPaddressn the CMTS.

CMswill selectthe smallestnumberbundle2 at the discoverystage,andat the requeststage accordingo

server configuration select thmatchedbundle2 or3.

CPhwill directly selectthe CMbundleit connected Whenselectbundle2, the CMTSJevicewill forward the
packets through the relay 2000::x/64; and when select bundle 3, the CMTS device will forward the packets
throughthe relay 3000::x/64.

Thedataplanningfor configuringthe multiple bundlesunder DHCPvéayer3exampleis shownastable

below.
Table8-4 DataPlanningor Multiple BundlesunderDHCPv&ayer3
Item Data
bundleitem bundle2/3
relayaddresdor bundle2 2000::2/64
relayaddresdor bundle3 3000::2/64
relayaddressor bundle3 CM 3000::2/64
relayaddresdor bundle3 host 3000::2/64
relayaddresdor bundle3 STB 3000::2/64
DHCPv&erver 1000::1000
Routeaddress 1000::642000::1
CMtransmissiormode 13-relay
Hosttransmissiormode 13-relay
STBransmissiormode 13-relay

Prerequisites
U Networkdevicesandlinesmustbein the normalstate.

U DHCRserverisconfigurednormally.

Configurationflowchart

Theprocesdor configuringmultiple bundlesunder DHCPv@ayer3is shownasfigure below.

8-132



% BLONDER TONGUE Chapter & DHCPV6 Relay Function

(s )

v

Createthe bundle

v

Createthe DHCRerver

Configurethe bundle
relayaddress

Configurethe DHCP
ModeasLayer3 relay

Configurethe CMTS
relayaddress

v

Configurethe route
address

v

Savethe configurations

v

o

Figure8-5 Flowchartfor Multiple BundlesunderDHCPv@G.ayer3

Procedure
U Forthe bundle2:

Step1 Createthe bundle2.
BT(config)# interface bundle 2
Step2 Addthe DHCPvV6 servdi000::100Cor the bundle?2.
BT(config -if -bundle2)# ipv6 dhcp relay destination
1000::1000
Step 3 Addthe DHCPv@elay2000::2/64for the bundle2.
BT(config -if -bundle2)# ipv6 address 2000::2/64

U Forthe bundle3:

Step1 Createthe bundle3.
BT(config)# interface bundle 3

Step2 Addthe DHCPvV6 servei000::100Cor the bundle3.
BT(config -if -bundle3)# ipv6 dhcp relay destination
1000::1000

Step3 Addthe DHCPv@elayfor the bundle3.
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Result

1. Add the DHCPV6 relay 3000::2/64 for the bundle 3.

BT(config)# ipv6 address 3000::2/64
2. Configurind_ayer3 forwardingpacketsof CM.
BT(config)# ipvé dhcp relay link -address
3. Configurind-ayer3 forwardingpacketsof host.
BT(config)# ipvé dhcp relay link -address
4. Configurind-ayer3 forwardingpacketsof STB.
BT(config)# ipvé dhcp relay link -address

Step 4 Configurind.-ayer3 forwardingpacketsof terminaldevicetype.
1. Configuring Layer 3 forwarding packets of @WI(config)#

Chapter & DHCPv6 Relay Function

cm 3000::2
3000::2

host

stb  3000::2

cable dhcpv6é -mode cm I3 -relay Configurind.ayer3
2. forwardingpacketsof host.

BT(config)# cable dhcpv6 - mode host 13 - relay
3. Configurind.ayer3 forwardingpacketsof STB.

BT(config)# cable dhcpv6 - mode stb I3 -relay

Step5 Configuringhe CMTSlevicerelayaddress.

1. Configuring the CMTS device relay address as 2000::2/64.

BT(config)# ipv6 address 2000::2/64

2. Configuringhe CMTSlevicerelayaddressas3000::2/64.

BT(config)# 3000::2/64
Step 6 Configuringhe CMTSleviceroute address.
BT(config)# 1000:: 64 2000:1
Savehe configurations.
BT(config)#
BT# copy running

ipv6é address
ipv6é route
Step 7
end
- config  startup - config
This will save the
Are you sure?(y/n) [n] vy
Building configuration.....

Configuration saved successfully.

configuration to the flash memory.

After finishingthe configurations CMswill selectthe smallesthumberbundle2 at the discoverystage ,and

at the requeststage,accordingo serverconfigurationselectthe matchedbundle2 or 3.

CPHwill directly selectthe CMbundleit connected Whenselectbundle2, the CMTSlevicewill forward the
packets through the relay 2000::x/64; and when selaatdle 3, the CMTS device will forward the packets

throughthe relay 3000::x/64.
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8.6 CreateBundlesand SelectionRules

Abundleisa collectionof DHCRonfigurationswhichisjust alogicaldivisionwithout anyactualphysical
significance.
Context
CMTSlevicesupports32bundles the rangeof 1-32.
Whenthe devicein amulti-bundle,bundleselectionrulesare asfollows:
DuringDHCPvé&olicitProcessof CM:
1. CMselectthe smallestnumberbundlematchingthe packetVLANandthe bundleVLAN;

2.  Whenthe selectionof bundleis not successfulif the DHCPnodeis|3-relay,packetswill be discarded;
if the DHCHnode isl2-relay| snooping, ittransparentlytransmitsthe packet.

DuringDHCPv®RequestProcesof CM:

1. CMprefersthe bundlewhichthe requestIP+packetVLANandthe bundlelPaddressVLANmatches,
the packetVLAN and bundl¢gLANmatches.

2. If conditionlisnot met, then CMselectthe bundlewhichthe requestiP+untagandthe IPaddress
VLAN+ untagmatches, thepacketVLANandbundleVLAN matches.

3. If condition2 isnot met, then CMselectthe smallesthumberbundle whichthe packetVLANandthe |
bundleVLANmatches.

4. Whenthe selectionof bundleis not successfulif the DHCRnodeis|3-relay,packetswill be discarded;

if the DHCHnode isl2-relay| snooping, ittransparentlytransmitsthe packet.
DuringDHCPvesolicitProcesf CPE:
1. CPbrefersthe bundlewhichthe CPEEonnectedCMselected packetVLANandbundleVLANmatches.

2. Whenthe selectionof bundleis not successfulif the DHCRnodeisI3-relay,packetswill be discarded;

if the DHCHnode isl2-relay| snooping, ittransparentlytransmitsthe packet.
DuringDHCPv@&RequestProcesof CPE:

1. CPprefersthe bundlewhichthe requestiPandthe bundlelPaddressnatchesthe packetVLANand
bundleVLANmatches.

2. Whenthe selectionof bundleis not successfulif the DHCRnodeisI3-relay,packetswill be discarded;

if the DHCHnode isl2-relay| snooping, itransparentlytransmitsthe packet.

Procedure

Step1 Createabundleandenterthe bundleviewby usingthe commanddinterface bundle ¢ @

Step 2 Viewthe informationof the bundlesby usingthe commandéshow interface bundle all ¢ ®
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Example

Chapter & DHCPv6 Relay Function

Createbundle 3 andenter bundleview:

BT(config)# interface

BT(config -if -bundle3)# show interface

interface bundle 3

cable dhcp - giaddr primary

cable source verify enable

cable ipv6 source verify
cable source verify leasequery

exit

RelatedOperations

bundle 3

enable

bundle all

- filter upstream 5 10

Table8-5 RelatedOperationsof CreateBundles

Operation

Command Remarks

Deletethe bundleandits configuration

no interface bundle

8.7 ConfigureDHCPverver

CMTSupportsthe configurationof two servers:

U UniversaDHCPvBerver:DHCPvBerverusedby different terminaltypes.

U DedicatedHCPvBerversDHCPvBerversfor specificterminaltypes.

8.7.1 Configurethe UniversaDHCPvéerver

Context

U ThedevicesupportsDHCPv@iniversalkerverconfigurationin IPv6environment.

0  UniversaDHCPv8erversare usedfor allterminaltypesthat are not configuredwith dedicatedDHCPv6

Servers.

U  Thedevicesupportsup to five generatpurposeDHCPv&ervers After configurationis completed,the

CMTSlevicewill forward DHCPv6 messagesmultiple serverst the sametime.

i UniversaDHCPv8erverconfigurationcanbe deletedby correspondingx Y 2ainmand.

Procedure

Step1l SetuniversaHelperAddreswof the deviceby usingthe commanddpvé dhcp relay

destination EOD

Step 2 Viewthe HelperAddressconfiguredfor the deviceby usingthe commanddéshow running -

config ¢ &
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Example

Configurethe universalHelperAddress:

BT(config -if -bundlel)# ipv6 dhcp relay destination 1000::1000
BT(config -if -bundlel)# show running -config | include destination
ipv6 dhcp relay destination 1000::1000

RelatedOperations

Table8-6 RelatedOperationgor Configurehe UniversaHelperAddress

Operation Command Remarks

Deletethe universaHelperAddress | no ipv6 dhcp relay

destination

8.7.2 Configurethe DedicatedDHCPverver

Context
U  ThedevicesupportsDHCPv@edicatedserverconfigurationin IPvéenvironment.

i CMTS devices are supported to configure dedicated DHCPv6 servers for CRITRsETB and each
custom terminal device. After configuring, CMTS devices will forward DHCPv6 messages to dedicated

DHCPv&erversaccordingo terminaltype.

0  Afteraterminaltypeisconfiguredwith a dedicatedDHCPv&erverthe CMTSleviceno longerforwards

DHCPvBequestsof that terminaltype to the generalserver.

i  Device supports up to five dedicated DHCPv6 servers for each terminal. When CMTS is configured,

DHCPvnessagesvill be forwardedto multiple dedicatedDHCPv&erversat the sametime.

U0 DedicatedHCPv8&erverconfigurationcanbe deletedby the correspondingi y* 2aimmand.

Procedure

Step1 SetdedicatedHelperAddresof the deviceby usingthe commanddipv6é dhcp relay
destination (cm | host | mta | stb | device )¢ @

Step 2 Viewthe configuredHelperAddresf the deviceby usingthe commanddshow running -
config ¢ &

Example

Configurethe dedicatedDHCPv&erverof CM:
BT(config -if -bundlel)# ipv6 dhcp relay destination cm 2 2000::1000
BT(config -if -bundlel)# show running -config | include destination

ipv6 dhcp relay destination cm 2 2000::1000
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RelatedOperations
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Table8-7 RelatedOperationsor Configurethe DedicatedDHCPv68erver

Operation

Command

Remarks

Deletethe dedicated
DHCPv6erver

no ipv6 dhcp relay
destination (cm | host

| stb | device )

When all dedicated Helpekddresses of a
| mta | terminaldevice suchterminalwill be online

with universaHelperAddress.

8.8 ConfigureOption VendorClasdo identify terminal types

Optionvendorclasqappliedto IPvénetwork)is usedto identify different terminaltypes,sothat L3relaycan

assigrdifferent IPaddressesccordingo terminal types.

0 CMTSlevicedefaultsupportfor GDOCSIStandarddefinedstrings.

i CMTS supports the configuration of option vendor class strings for terminal types in order to be more

compatiblewith vendors'devices.

U  When users need to plan business accordinditi@rent terminal types and standard terminal types

(CM/HOST/MTA/STB) can not meet the requirements, users can also configure custom terminal types and

configureoption vendor classtringsfor customterminaltypes.

U  The option vendor class string in tBDOCSIS standard is specified in the following table. Users need to

avoidthe default string specifiedin the standardwhen configuringit (the option field is caseinsensitive,

i.e. characterssuchas"STB'or "sTh"will be recognizedas"stb". :

Table8-8 OptionVendorClasKeywordConfiguratiorParameter

Device Option60string Description
Thesubsequenstringcanincludedocsisversionand
) ) L capabilitysupportedby CM;

CableModem Stringstartingwithd R2 O a A & _ ) _
CableModemincludesindependentCMterminaland
embeddedCM,suchasembeddedCMin STB.

. ThesubsequenstringcanincludePacketCablgersion

MTA Stringstartingwith & LJ] U O € - )
andcapabilitysupportedby the device.

) ) L Thesubsequenstringcandescribethe capabilityof

Settop box Stringstartingwith& & G 0 €
the device.

Context

0 If Option60canmatchmultiple stringssimultaneouslythe priority is: the definedstring>longerstring>

front string.

U  4different Option60stringscanbe configuredfor the sameterminaltype.

......

i Theconfigurationof Option60canbe deletedby usingthe correspondingx Y 2ainmand.
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Procedure

Step1 Configureuserdefineddeviceby usingthe commandécable dhcpv6 device ¢ @

Step 2 Configureoption vendorclassof the deviceby usingthe commandcdcable  dhcpv6 - option
vendor -class ¢ @

Step3 Viewthe configuredoption vendorclassof the deviceby usingthe O 2 Y Y | shidw ranning -
config € @

Example

Configurethe customterminal type cablemodemin IPv6environment,and configurethe option vendorclass

string ascablemodemlIPv6.
BT(config -if -bundlel)# cable dhcpvé device cablemodem

BT(config -if -bundlel)# cable dhcpv6 -option vendor -class cm cablemodemIPv6
BT(config -if -bundlel)# show running -config | include option

cable dhcp-option60 cablemodem 1 "cablemodemlIPv4"

RelatedOperations

Table8-9 RelatedOperationOptionVendorClass

Operation Command Remarks

Deletethe userdefineddevicetype no cable dhcpv6 device

Deletethe option vendorclassstringofthe | no cable dhcpv6 - option

terminaltype. vendor - class

8.9 ConfigureDHCPvdags

DHCPvéag function canbe usedto addVVLANagsto different devicetype by bundle. Theupperdeviceof
CMTSuch aswitchwill performthe DHCRelaybythe tag.

Context
U Dhcptagfunctionsupportsthe DHCRnodeis|2-relay,snoopingand|3-relay.

0  Dhcptag function can be used to add VLAN tag to different devices by bundle, and the upper device of
CMTS such as switch will perform the DH&®&y by the tag further. By this approach, different giAddr

canbeinsertedin different devicesandclassifiednto different addresgools.

Procedure

Step 1 ConfigureVLANagsof the deviceby usingthe commandicable dhcpv6é -tag € @

Step 2 Viewthe configuredVLANagsof the deviceby usingthe commandéshow running - config € @
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Example

ConfigureSTBo addVLANL10Otag, with priority as7:
BT(config -if -bundle2)# cable dhcpv6 -tag stb vlan 100 priority 7

BT(config -if -bundle2)# show running -config | include dhcp-tag
cable dhcpv6 -tag stb vian 100 priority 7

RelatedOperations

Table8-10RelatedOperationsof Dhecptag

Operation Command Remarks

DeleteDHCPvéag of dedicatedterminal no cable dhcpv6 - tag
type

8.10 DHCRnformation option circuit-id-prefix

Option18(interfaceid) isusedto configureuserinformation,whichis conduciveto judgingthe sourceof
network messages. It mainly used for security checking, such as preventing IP spoofing, user identifier
spoofingand MAC addresspoofing.

Workingprocess:

U CMTS receives the DHCPv6 message from the terminal device and forwards it to DHCPv6 server with
option 18. DHCPw&erver is responsible for identifying the option18 information added to the DHCPv6

messageand makingcorrespondingprocessingaccordingo the information.
i CMTS receives DHCPv6 message from DHCPvV6 server, removes option 18 and forwards it to the
correspordingterminal device.
Context
U CMTSlevicessupportboth hexadecimahndstringconfigurationoptions18.
U  If not configured CMTSlefaultsto hostnamevalue(BT) for option 18.
U  Option18stringssupportinput of up to 64 characters.

U Option18configurationcanbe deletedby the corresponding y° 2aimmand.

Procedure
Step 1 Configurethe circuit-id-prefix by usingthe commandédhcp information option
circuit  -id - prefix (hex | string) €D
Step 2 Querythe circuitid-prefixvalueby usingthe commandidshow dhcp circuit  -id - prefix € &
Example

Configurethe circuit IDandthe interface ID in hexadecimalbs414c¢55.
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BT(config)# dhcp information option circuit  -id - prefix
BT(config)# show dhcp circuit  -id - prefix
Hex Format :73756d61766973696f6e

String  Format :sumavision

RelatedOperations

Chapter & DHCPv6 Relay Function

string  sumavision

Table8-11 RelatedOperationsof DHCRnformationoption circuit-id-prefix

prefix

Operation Command Remarks
Deletethe circuit-id-prefixvalue no dhcp information option Thedefaultvalueishostname .
circuit - id - prefix
Displaythe configurationof circuitid- | show dhcp circuit  -id -

prefix
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Chapter9 LocalProvisioningManagement

This section mainly describes Local Provisioning management for the CMTS. Users can refer to this section to
build a provisioningsystemfor the CMsand CPEshat will allowthe CMsand CPE$o obtain IPaddressesnd
upload/downloadconfigurationfilesto complete theregistrationprocess.

9.1 Overview

When miniaturized network deployment or operators do not need complex network scenarios, CMTS Local
Provisioning system can be used to provide local provisipservices for CM and CPE. IP addresses and
configurationfilescanbe allocatedonlineaccordingo CMconfiguration,and IPaddresseganalsobe allocated

for CPECMT3.ocalProvisioningystemalsosupportsCMautomaticupgrade.
Equipmentsupport:

i CM Profile Management: It supports downloading CM Profile from FTP/TFTP Server to CMTS File System
o0& O2YMddEmR -a@onfig|cm  -class -config)'  command, and supports assigning
specifiedProfile toCMof specified MA@ddresssegment.

i CMAuto Upgrade: Devices support CM upgrades of specified types. When the device opens the CM
automatic upgrade function, the device will check CM Model Number and software version information
after CM goes online. When the information meets the requiremdrauiomatic upgrade, CM upgrade

will be triggeredautomatically,and CMwill restartautomatically aftethe upgradeis completed.

M Note:

1. Thepreconditionof configuringCMautomaticupgradeisthat CMsoftwareversionneedsto support

automaticupgrade function.

2. Thedevicealsosupportsupgradeof asingleCMimageusingthe commandupgradecablemodem.

0 IPv4localprovisioningaddresspool:

DHCP address pool segment: In order to facilitate operators to better plan IP addresses, devices
adzLILR2 NI GKS O2y FAIdzNI GA2Yy 27T ndworrg fO2NE 3 JAAI YISy
avylftt asS3aySyid onétkakksera K -iPend Y-ipfR O Yy FA I dzNIF GA2Yy 0 @
segment information is not configured, the large segment will take effettipismall segment

information is configured, the intersection of the large segment and the small segment will take

effect.

DHCP lease: CM/CPE uses DHCP IP address lease period, need to renew before expiration, otherwise

terminalequipmentwill not be able toaccesshe network.

Defaultrouting address
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DNSaddress

5

0 IPv6localprovisioningaddresspool:

DHCP address pool segment: The device supports configuringd@wént, which can assign a single
IPaddresgo the terminaldevice(byO 2 Y Y | addResy - prefix  lifetime € or IPaddress
segment(by commandoprefix - delegation lifetime € vialAPD.

Effective Life Cycle: When CM/CPE uses the effective life cyl¢QP IP address, it needs to be
renewed before the expiration date, otherwise the terminal device will not be able to access the
network.

Preferred Life Cycle: CM/CPE uses DHCP IP address's preferred life cycle. CMTS devices allocate IP
addresspools, giving priority to IPaddressesvhose preferredife cyclehasexpired.

DNSaddress

B

U  Exclude the DHCP address pool segment: Provisioning system excludes the designated segment and does
not assign ito the terminal.

i  CMgetsthe specifiedconfigurationfile by MACaddressvhenit goesonline.

9.2 Exampleof ConfigureCM and CPEo go online via LocalPProvisioning
System

Throughthis example CMand CPEeanbe onlinethroughLocalProvisioningystem.

DataPlanning

With the following configuration, CMwhoseMACaddresssegmentis 0012.0000.000€012.0000.001%s
assigned IPv4 and IPv6 address pool network segment (except excluding address segment), and the CM
configuration file "online.cfg" is obtained to go online. Online planning through the Local Provisioning

systemis shown inthe followingtable.

Table9-1 DataPlanningor LocalProvisioningystenonline

Item Data

DevicegloballPv4address. 172.168.100.136/24

DevicegloballPv6address. 3000::136/64

CMmessageequest. Initiate IPv4andIPv6at the same timej.e. dualstack
mode

CMsupportsiPv4localprovisioning. Enable

CPBupportslPv4localprovisioning. Enable

CMsupportsIPv6localprovisioning. Enable

CPBupportslPv6localprovisioning. Enable

Localprovisioningexcludesaddresssegments. 172.168.100.2€172.168.100.3@nd 172.168.100.50
172.168.100.55

IPv4addresspool segment. 172.168.100.0/24
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Item Data
Rentalperiod of IPaddressn IPv4addresspool. 1lday
Defaultroutingaddresgor IPv4addresspool. 172.168.100.1
DNSaddressof IPvdaddresspool. 10.10.28.2
IPv6addressool segment. 3000::/64

Theeffectivelife cycleof IPaddressesn IPv6address 6400seconds

pool.

Thepreferredlifecycleof IPaddressesn the IPv6 6400seconds

addresspool.

IAPD'saddresspool network segment. 3000::/64

Theeffectivelife cycleof IAPD. 6400seconds
IAPD'preferredlife cycle. 6400seconds

DNSaddressof IPv6addresspool. Dnsserver3000::111
Descriptiorinformationfor client-classl. Clientclassl

CMconfigurationfile for clientclassbinding. Online.cfg

CMMACaddressn client-class. 0012.0000.000@012.0000.0012

Prerequisite

Networkand CMTSquipmentare normal.

Configurationflowchart

CMandCPHyoonlinethroughLocalProvisioningasshownin the followingfigure.

( Start >
v

Configurethe relay address

ConfiguringCMand CPHo support
local provisioning

Configureexclusionaddresssegment

ConfigurelPv4addresspool and IPv6
addresspool

Configureclient-class

v

Enablelocal provisioningfunction

v

Savethe configurations
( End >

Figure9-1 Flowchartfor CMand CPEare configuredonlinethroughthe localprovisioningsystem
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Procedure

Step1l Configureherelayaddress.

1.

2.

Configurethe globallPv4primaryaddress.

BT(config)# ip address 172.168.100.136 255.255.255.0 primary
Configurethe globallPv6address.

BT(config)# ipv6 address 3000::136/64

Step2 ConfigureCMandCPHEo supportlocalprovisioning.

Step 3

Step 4

1.

Enterthe CMTS/iew.

BT(config)# interface cmts 1

Configure CM to initiate both IPv4 and IPv6 message requgs{xonfig -
if -cmts-21)# cableip - initdual - stack Exitthe CMTS view.
BT(config -if -cmts-1)# exit

OpenCMto supportiPv4localprovisioning

BT(config)# cable local - provisioning support cm
OpenCPHo supportIPv4localprovisioning

BT(config)# cable local - provisioning support  cpe
OpenCMto supportlPv6localprovisioning

BT(config)# cable ipv6 local - provisioning support cm
OpenCPHo supportIPv6localprovisioning

BT(config)# cable ipv6 local - provisioning support  cpe

Configureexclusioraddressegments.

1.

Configuration exclusion address segm&mf.168.100.2€172.168.100.30
BT(config)# ip dhcp excluded - address 172.168.100.20
172.168.100.30
Configuratiorexclusioraddresssegmentl72.168.100.5€1.72.168.100.55
BT(config)# ip dhcp excluded - address 172.168.100.50
172.168.100.55

ConfigurelPv4addresspoolandIPv6addresspool

1.

Enterthe ip-dhcp-pool view

BT (config)# ip dhcp - pool

Configuration of DHCP service IPv4 address pool segment 172.168.1@10/p4-
dhcp - pool)#  network 172.168.100.0 255.255.255.0 The lease time for
configuring IP addresses in the IPv4 address pool is BT@p - dhcp - pool)#

lease days 1

Thedefaultroutingaddresdor configuringlPv4addresspoolis172.168.100.1

BT(ip - dhcp - pool)#  default - router

Configurethe DNSaddressof IPv4addrespoolto 10.10.28.2
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Result

Step 5

Step 6

BT(ip - dhcp - pool)# dns-server 10.10.28.2
6. Exit the ipdhcp-pool viewBT(ip - dhcp -
pool)# exit Enter the ipdhcpvépool
7. view
BT(config)# ipv6  dhcp - pool
8. ConfigureDHCRervicelPv6addresgpool segmento 3000::/64 effectivelife cycleto 64000
secondspreferredlife cycleto 64000seconds
BT(ip - dhcpv6 - pool)# address - prefix 3000::/64 lifetime 64000
64000
9. ConfigureDHCRervicelPvbaddresgpool segmento 3000::/64 effectivelife cycleto 64000
secondspreferredlife cycleto 64000seconds
BT(ip - dhcpv6 - pool)# prefix - delegation 3000::/64 96
lifetime 64000 64000
10. DNSaddresdor IPv6addresgpool configurationis 3000::111
BT(ip - dhcpv6 - pool)# dns-server 3000:111
11. Exitthe ip-dhcpv6pool view
BT(ip - dhcpv6 - pool)#  exit
Configuration of clientlass
1. Enterthe clientclassview
BT(config)# client -class 1
2. Configure clientlass description information as "client classBT( client -
class - 1)# description "client class 1" Configure CM iglient
3. class to go online using online.cfg configurationBil& client - class - 1)#
client -classbindcm  -config "online.cfg"
4. Configurehe CMMACaddressn client-classo be 0012.0000.000@012.0000.0012
BT(client -class -1)# member mac 0012.0000.0000 0012. 0000.0012
Saveconfiguration
BT(client -class -1)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n vy
Building configuration.....

Configuration saved successfully.

Accordingo the aboveconfiguration,CMwith MACaddres€012.0000.0000012.0000.001®btainsboth

IPv4 and IPv6 addresses and goes online through the configuration file online.cfg. The range of addresses
obtained is: 3000:/64 and 172.168.100.0/24, extihg 172.168.100.2072.168.100.30 and
172.168.100.501.72.168.100.55.
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9.3 CMConfigurationFileManagement

Userscanrefer to this sectionto understandhow to downloadthe CMconfigurationfile from the serverto the
CMTSor uploadthe CMconfiguration filefrom the CMTSo the server.

Download the CM configuration file from the FTP/TFTP server to the specified folder using the FTP/TFTP
protocol. Whenthe CMconfigurationfile isdownloadedo the device the usercanmodify the filenameas

needed.If the user does nomodify thefilename, thedefaultisthe originalfilename.

OperationProcedures

Step 1 Determinehow the file will be downloaded(FTRor TFTP), preparde CMconfigurationfile onthe
server, and build the requirecbnnection to make sure that the device can communicate with the
server network.

Step 2 In the enable view, use the commanddd (cm - config | cm - 3.0 - config)" to
downloadthe default CMconfigurationfile from the serveror usethe command'load cm+
class -config" to download theCMconfigurationfile from the server.

Step 3 In theclient-classview,usethe command'client -class bind cm config" to bind the CM

configuration file to the clientlass. (Omit this step when using the commaload (cm -

config | cm 3.0 - config)" in step?2).

Step 4 In theconfig viewusethe command $how running - config® to displaythe CMconfiguration
file or in the enable view,use the commarghbw system file" to displaydownloads from
the server.

TaskExample

DownloadCMconfigurationfile, in_service.cfgfrom FTPserver10.10.29.20%nd store ascm.cfgin the

device.
BT# load cm-config ftp 10.10.29.209 wp wp in_service.cfg cm.cfg

File saved to /app/cm - config/cm.cfg

RelatedOperations

Table9-2 Relatedoperationsto downloadCMconfigurationfile management

Operation Command Remark
Uploaddefault CMconfigurationfile | upload (cm - config|cm - Getthe CMconfigurationfile from the /app/cm-
to aPCusingFTP/TFTP 3.0 -config) (ftp | tftp) config/ directory
cm-3.0-config:Defaultconfigurationfile of 3.0
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Operation Command Remark

CM, higherpriority than cm-config.
cm-config:Defaultconfigurationfile of all CM.If
cm-3.0-config is already configured, 3.0 CM's

defaultconfigurationfile iscm-3.0-config.

Use TFTP/TFTP to download the | load (cm -config|cm - Savethe CMconfigurationfile to /app/cm-config/
defaultCMconfigurationfile to the 3.0 -config) (ftp | tftp) cm-3.0-config: Defaultonfiguration file of 3.0
device CM, higherpriority thancm-config.

cm-config:Defaultconfigurationfile of all CM.If
cm-3.0-configisalreadyconfigured,3.0CM's

defaultconfigurationfile iscm-3.0-config.

Enablethe configurationfile select bootfile cm 3.0
functionof 3.0CM
Disablethe configurationfile select | no bootfile cm-3.0

functionof 3.0CM

UploadCMconfigurationfile to aPC | upload cm-class - config Getthe CMconfigurationfile from the /app/cm-
usingFTP/TFTP (ftp | tftp) config/ directory

UseTFTP/TFT#® downloadthe CM | load cm-class - config

configurationfile to the device (ftp | tftp)

Removehe the CMconfiguration remove cm-class - config

file

Renamehe the CMconfiguration rename cm-class - config

file

9.4 CMAutomatic Upgrade

Context

UserscanconfigureCMautomaticupgradethroughthis section.WhenCMis online, userscanspecifythe

followingparameterso upgradeCM(if three parametersare not configured,upgradeall CMby default):

0 CMmodelnumber.CMmodelnumberisdesignatecoy CMmanufacturer Differentbatchesof CMfrom

different manufacturerhavedifferent CMmodelnumber.

0 CMVersionNumber: Thetarget versionnumber of CM upgrade.All CMsthat do not match the CM

versionnumberwill be upgraded tathe targetversion number.

i CMUpgradeMirror File:TheMirror Filefor CMUpgrade.

Procedure

Step 1 Determinethe useof downloadmode (FTRor TFTP)andprepareCMimagefilesonthe server,
build the relevantenvironment,determinethe deviceandservernetwork accessibility.
Step 2 downloadsCMimagefile from FTP/TFTBerverto CMTSile systembycommanddoad cm-

class -i ma g ie énableview.
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Step 3 UpgradeCMthroughthe commanddcable modem auto -u p g r a dh théconfigview.
Step4 Viewsthe CMversionin the enableviewbythe O 2 Y Y | gfidv aable modemv er si .on o

Example

DownloadCMimagefile cm-classimagefrom TFTRserver192.168.1.10@and upgradeit to CMmodel

number BCM93383DCMersionnumberisnot all CMof SC011_Tv_151128.
BT# load cm-class -image tftp 192.168.1.100 cm-class -image

File saved to /app/cm - image/cm - class -image

BT# configure terminal

BT(config)# cable modem auto - upgrade BCM93383DCM SC011_Tv_151128 cm - class - image
BT(config)# show cable modem version

MAC Address Model Number Software Version

001c.1df5.72el BCM93383DCM SCO011_Tv_151128

RelatedOperations

Table9-3 RelatedOperationsof CMAutomaticUpgrade

Operation Command Remarks
FTRuploadsCMimagefile to PC upload cm class -image ftp
TFTRiploadsCMimagefile to device upload cm class -image tftp
DeleteCMimagefilesin CMT Sile system remove cm-class -image
Renamehe CMimagefile in the CMTSile system | rename cm-class - image

9.5 ConfigurelPv4LocalProvisioningAddressPool

UserscanconfigurelPv4LocalProvisioningaddresgpool throughthis section.

Context

Managethe IPv4addressandleasetime allocatedto CMT Sy CMTS.ocalProvisioningaddresspool.

Procedure

Step1 Configuregherelayaddressn IPv4throughthe command'ip address " inthe configview.

Step 2 Entersthe ip-dhcppoolview by commandind'ip  dhcp - pool " inthe configview.

Step 3 Usethe command'network " to configurethe DHCRddresgpool segmentin the ip-dhcp-pool
viewto be the samesegmentasthe devicePrimary IP.

Step4 Configurehe leasetime usingthe command'lease " inthe ip-dhcp-pool view.

Step 5 Configureshe defaultrouting addressof the addresgpool usingthe command'default -
router "intheip-dhcppool view.

Step b Configuregshe DNSaddres=f the addresgpool usingthe command'dns - server " intheip-

dhcppool view.
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Step 7 Usesthe command’'show dhcp - server  config " to viewthe Provisioningaddress
configurationin theip-dhcp-pool view.

Step 8 Uses the commandshow IP dhcp - pool used - status " in the ipdhcppool view to view

the IPaddressallocation ofLocalProvisioning.

Example

$ The IP allocated by Provisioning is 10.0.0.1 and the mask is 255.255.255.0. At the same time, the IP
allocatedby addresspool islimited to 10.0.0.1310.0.0.112segments,andthe addressleasetime is 9
days,11 hours,11 minutesand 22 seconds.

BT(config)# ip address 10.0.0.1 255.255.255.0 primary

BT(config)# ip dhcp - pool

BT(ip - dhcp - pool)# network 10.0.0.1  255.255.255.0

BT(ip - dhcp - pool)# network start -ip 10.0.0.11 end-ip 10.0.0.112
BT(ip - dhcp - pool)# lease days 9 hours 11 minutes 11 seconds 22
BT(ip - dhcp - pool)# show dhcp - server  config

Server host MAC :0024.68ab.cdcc

Server host IP :10.0.0.1

Next sever [P :10.0.0.1

Boot file  name :cm.cfg
Network  IP :10.0.0.1/24
Lease :9d11h11m22s

Default  route

Primary DNS

Secondary DNS

BT(ip - dhcp - pool)#  show ipdhcp - poolused -status Client MAC

IP Address LeaseEnd
001a.c369.8746 10.0.0.11 1970 Jan 10 11:14:51
0016.9259.7d14 10.0.0.12 1970 Jan 10 11:14:57

BT(ip - dhcp - pool)#  show running - config
network 10.0.0.1  255.255.255.0
network start -ip 10.0.0.11 end-ip 10.0.0.112

lease days 9 hours 11 minutes 11 seconds 22

RelatedOperations

Table9-4 RelatedOperationsfpaikallinenosoitekokoonpanoripv4-varauksia

Operation Command Remarks
Viewaddresspool configuration show ip dhcp - pool Inthe configview
Viewthe addresspool configurationin show running - config Inthe view of ip-dhcp-pool
detail [verbose]

Enable3.0 CMconfigurationfile selection bootfile cm 3.0

function
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Operation

Command

Remarks

Disable3.0 CMconfigurationfile selection

no bootfile cm 3.0

Deleteaddresspoolrelatedconfiguration

no ip dhcp - pool

Inthe configview

Configurethe addresspool to specifythe IP | network start -ip end-ip Inthe view of ip-dhcp-pool, the
addresssegment maximumspecifications 10 pairs
Deletethe IPaddresssegmentof the no network start -ip end-ip Inthe view of ip-dhcp-pool

addresspool

9.6 ConfigurelPv6LocalProvisioningAddressPool

UserscanconfigurelPv6LocalProvisioningaddresspoolthroughthis section.

Context

Managethe IPv6addressandleasetime allocatedto CMT Sy CMTS.ocalProvisioningaddresspool.

Procedure

Step1 Configureghe relayaddressof IPv6throughthe commanddéipvé a d d r e & th@configview.

Step2 Entersthedip dhcp-p o o lviewbycommandingPdhcppoolin the configview.
Step 3 Configuregshe DHCRaddresspool segmentin the ip-dhcpvépool view usingthe command
caddress -prefix | i f et i,effectivelife cycleandpreferredlife cycle.
Step 4 Configureghe addresgpool segmentusedby IAPDin the ip-dhcpvepool view usingthe command

oprefix - delegation I i f et i,@effectivelifecycleandpreferredlifecycle.

Step5 Configurethe DNSaddress othe addrespool usingthe commandddns-s e r v emrthe ip-
dhcpvépool view.
Step 6

Usesthe commandéshow ipv6 dhcp-pool used-s t at urstheip-dhcpv6pool viewto

viewthe IPaddressallocationof LocaProvisioning.

Example

$ Provisioning allocates 3000:/64 segments, 3000:/64 prefix proxy and 96 prefix lengths respectively,
while limiting both effectiveand preferredlivesto 64000s,and DNSserversto 3000::111and3000::222.

BT(config)# ipv6 address 3000::136/64
BT(config)# ipv6 dhcp - pool
BT(ip - dhcp - pool)# address - prefix ~ 3000::/64 lifetime 64000 64000
BT(ip - dhcp - pool)#  prefix - delegation 3000::/64 96 lifetime 64000 64000
BT(ip - dhcp - pool)#  dns- server 3000::111 3000::222 BT(ip -
dhcp - pool)# showipvé dhcp-poolused -status Client MAC
IP Address LeaseEnd
001a.c369.8746 3000::/64 1970 Jan 10 11:14:51
0016.9259.7d14 3000::/65 1970 Jan 10 11:14:57

BT(ip - dhcp - pool)#  show running - config
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address -
prefix
3000::/64
lifetime
64000
64000
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prefix - delegation 3000::/64 96 lifetime 64000 64000
dns-server 3000::111 3000::222

RelatedOperations

Table9-5 RelatedOperationsf Configurd Pv6LocalProvisioningAddressPool

Operation Command Remarks
Viewaddresgpool configurationin show running - config In the view of ip-dhcpvépool
detail [verbose]

Deleteaddresgpoolrelated no ipvé dhcp - pool In the configview
configuration

9.7 ConfigurelP SegmentExclusiorfor DHCFAddressPool

Backgroundnformation

Manage how CMTS Local Provisioning assigns IP addresses to the CMs/CPEs. After the IP address segment he

beenconfiguredusingthe addresgpool, the userneedsto specifythe IPaddresssegmentfor separateuse,the
maximumspecification i20 pairs.

OperationProcedures

Step 1 Firstverifyif the addresspool configurationis completeandthat the CM/CPEanoperatenormally
online.

Step 2 Inthe configview,usethe command'ip dhcp excluded -address 10.0.0.11
10.0.0.15 "to excludelPaddressesn the segment10.0.0.1310.0.0.15.

Step3 Useshow running - config to viewthe configuration.When theCM/CPE isnline again, the
network segment10.0.0.1110.0.0.15 wilhot be assigned tdhe devices.

TaskExample

Excludenetwork segmentiP.
BT(config)# ip dhcp excluded - address 10.0.0.11 10.0.0.15
BT(config)# show running - config | include excluded - address ip dhcp

excluded -address 10.0.0.11 10.0.0.15

RelatedOperations
Table9-6 Relatedoperationsto configureexcludedaddresspool
Operation Command Remark
Deletethe IPsegmentin the no ip dhcp excluded - Deletethe IPsegmentin the excludedaddress
excludedaddresspool address pool
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9.8 Get designatedconfiguration file basedon MAC once CM is brought

online usinglocakprovision

Backgroundnformation

WhenCMisonline usingbuilt-in DHCRerver.After configuringthis function, CMgetsthe specified

configurationfile online accordingo CM MAC.

OperationProcedures

Step1 Use thecommand ¢able local - provisioning enable " to turn on the builtin DHCP

server,anduse ipdhcp-poolto configure theaddressool.
Step2 Usethe command'load cm config "to downloadthe CMconfigurationfile.
Step 3 Usethe command'client - class " to createaclassandenter thisclass.

Step 4 Inthe classusethe command'member mac' to addthe MACmember.

Step5 Usethe command'client -class bind cm config "to bindthe CMconfigurationfile.

Step 6 Oncethe CMusesthe built-in DHCRerverto get online,usethe command'show cable

modem verbose " to checkif the CMisalreadyusingthe designatecconfigurationfile.

TaskExample

ConfigureCM[001c.1df2.adebjo useconfigurationfile, online.cfg,to getonline.
BT(config)# cable local - provisioning enable

BT(config)# exit

BT# load cm-config ftp 10.10.29.58 top top online.cfg

BT# configure terminal

BT(config)# client -class 1

BT(client -class -1)# member mac 001c.1df2.a4eb BT(client -class -1)#
client -classhindcm  -config online.cfg  BT(config)# show cable

modem 001c.1df2.a4eb verbose

RelatedOperations

Table9-7 Relatedoperationsto Basecdbn MAConceCMis BroughtOnline

Operation Command Remark
Deletethe client-classandits no client - class Deletethe IPsegmentin the excludedaddress
associatedonfiguration pool
Deletethe CMconfigurationfile no client -class bind cm
whichbindingto the client-class config
Deletethe CMMACRangéromthe | no member mac
clientclass.
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9.9 EnableLocalProvisioningSupportCM

Userscanrefer to this sectionto enablethe LocalProvisioningsystem.

Backgroundnformation

WhenCMTS.ocalProvisioningystemis enabled ,the DHCPv4nessagef CMwill be terminatedwithin the
device. CMDHCPv4 message will no longer be forwarded upward, nor will it be required to configure the
command related to forwarding CM DHCPv4 message in bundle. However, the configuration can still take
effectaccordingo device typeand VLANunction.

Bydefault, CMTSloesnot enablethe LocalProvisioningunction. If you needto usethis function,youneed

to turn it on.

0 If usedin IPv6environment,CMIP Provisioningnode shouldbe setto supportIPv6 that is, IPv6Only,

alternateor dualstack.

0  LocalProvisioninglefaultsto the PrimarylPaddressasits own IPaddresso communicatewith CM.lIt is

necessaryo ensurethat the PrimarylPaddressof the deviceexists,otherwiseCMcannotbe online.

OperationProcedures
Step 1 Inthe configview,usethe "cable [ipv6] local - provisioning support cm"
commandto enablelocalprovisioningsupportcm.
Step2 Use"show running - config" to viewthe configurationfor localprovisioning.
TaskExample
Enablelocal provisioningsupportcm.
BT(config)# cable local - provisioning supportcm BT(config)# show
running - config | include local - provisioning cable local - provisioning
support cm
RelatedOperations
Table9-8 Relatedoperationsto enablelocalprovisioningsupportcm
Operation Command Remark
Disabldocalprovisioningsupportcm no cable [ipv6] local -
provisioning support cm
Viewthe switchstatusfor local show cable [ipv6] local -
provisioning provisioning
Enabldocalprovisioningsupport CPE cable local -[ipv6]  provisioning
support  cpe
Disabldocalprovisioningsupport CPE no cable [ipv6] local -
provisioning support  cpe
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ChapterlO TFTHProxy

10.1 FunctionOverview

Topreventnetworkembezzlemenandattack, CMT SupportsTFTRroxyfunctionto preventserverlPleakage

accordingo DOCSISecurityrequirements.

Asa TFTRerverof CM,CMTSlownloadsconfigurationfilesfrom TFTRerverasTFTRlient,andensureghat
the settingsregisteredby CMare consistentwith thoseobtainedfrom legalTFTRerver.

10.2 Exampleof ConfigureTFTHProxyFunction

Context

WhenCMobtainsIPthroughDHCPCMTS3nonitorsthe messageeturned by DHCRerverto CM,which
carries TFTP server address and configuration file name required bB@NMI'NG changes the TFTP server

addresgo the IPaddressof CMTSandrecordsthe profile name.

CMstartsto sendrequestto TFTRBerveranddownloadconfigurationfile after acquiringlPaddressBecause
CMTS modifies the TFTP server address, folTEVR server is CMTS. After CMTS receives CM's request, it
first verifies whether the requested configuration file name is correct. After the authentication, add CM IP
and / or CM MAC options in TFTP request to send the request to TFTP server. CMTSheariresage

replied by TFTP server and forwards it to CM. While accomplishing the agent task between CM and TFTP

server,CMTSalsolearnedthe contentof configurationfile andrecordedit for use.

After CMfinishesdownloadingconfigurationfile, it forms REGREQnessagendsendsegistrationrequest

to CMTSCMT $arseshe configurationcontentfrom REGREQmatchesandverifiesthe configurationfile
learned before, and prevents CM from tampering with the configuration content. If the verifidation
successful, allow CM to continue to register, otherwise send an event to inform CM that the content of the

configurationfile does notmatch.

In the case of high security requirements for operators, in order to prevent TFTP server address disclosure
andensurethat CMregisteredconfigurationisthe correctconfigurationdownloadedfrom TFTRerver, TFTP

proxyfunction needgo be used.

DataPlanning

Tablel0-1 DataPlanningor Configurethe TFTHProxyFeature

Iltem Data
TFTFProxyswitch Enable
TFTHProxyoptions EnabldPand MACoptions(optional, TFTBerversupportrequired)
TFTFProxyprofile learning Enable

Prerequisites
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U NetworkandCMTSquipmentare normal.

U If optionisenabled, TFTRerversupportisrequired

U DHCRHunctionisnormal

ConfigurationFlowchart

Procedure

C Start )
v

Enable TFTP proxy

v

EnableCMIPandMACoption

v

Openprofile learningfunction

|

Savethe configurations

.
( End )

Figurel0-1 Flowchartfor TFTHProxyFunctionConfiguration

Step1 Enable TFTP proxy:

1.

EnterCMTSiew

BT(config)# interface cmts 1
EnableTFTRproxy

BT(config -if -cmts-1)# cable tftp - proxy

Step2 Enable CM IP and MAC option:

1.

Enter configriew

BT(config -if -cmts-1)# exit

Turn on the IP with the specified option cBiT (config)#
cable tftp - proxy option ip Turnonthe Macwith the
specifiedoption cm.

BT(config)# cable tftp -proxy option mac

Step3 Openthe profile learningfunction:

Step 4

BT(config)# cable tftp -proxy config -file learning

Savehe configurations:
BT(config)# end
BT# copy running -config startup - config

This will save the configuration to the flash memory.

Are you sure?(y/n) [nly
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Result

Building configuration.....
Configuration saved successfully.

The TFTP process of CM to get the configuration file will be forwarded by CMTS. CMTS verifies the

registrationrequestcontentof CMto preventthe inconsistencypetweenthe requestcontentandthat

issuedby TFTRerver.After verification,CMwill goonline successfully.

10.3 Exampleof ConfigureTFTFServerAddressRkReplacement

Context

Inorderto preventTFTFServeraddresdeakage network embezzlemenandattack.

After enablingTFTHProxy:

Inthe NextserverlPaddresof Offerand ACK messagegplaceTFTRerverlPwith CMTSP(DHCPv4);

Replacehe suboptionTFTRerveraddresqoption 17.32)of the vendorspecificinformation contentin the
advertisementandreply messagesvith the CMT3Paddres§DHCPV6).

Afterthe TFTRroxyfunctionisturned off, the TFTRerveraddresdsnot replaced.

Thepriority of addressselectionof TFTRerverreplacementfunctionis asfollows:

1.

Theaddressconfiguredthroughdcable tfitp  server  (ipv4 | ipv6) €commandis

preferred.

Fromthe interfaceVLANnNterfaceconfiguration,selectthe addressof the samenetwork segment

allocatedto cmin the offer/ ACKor advertisement reply message.
Thedynamicaddressobtainedby usingthe controlleror stand-aloneactivation.

If the appropriateaddresscannotbe obtainedin the abovethree casespsethe TFTRerveraddressn

the originalmessage.

Network Diagram

ProvisioningncludesDHCRerverand TFTRerver.

WhenTFTRroxyisturned on, CMTServesasthe TFTRerverof CManddownloadsconfigurationfiles
from TFTRerverasTFTRlient.
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Provizoning

»

»

- -
25
2>

l

Figurel0-1 NetworkingDiagramof ConfigureT FTFServerAddressReplacement

DataPlanning

Tablel0-2 DataPlanningor ConfigureT FTFServerAddressReplacement

Item Data
TFTFProxyswitch Enable
TFTFProxyserver IPv4:172.16.10.2; IPv6: 2003::2

Prerequisites
U  NetworkandCMTSquipmentare normal.

U0  Theaddressconfiguredby TFTRservershallexistin CMTSnterface interface and can ping with TFTP
serveraddress.

ConfigurationFlowchart

( Start )
v

EnableTFTRoroxy

v

ConfigTFTRServerlP

!

Savethe configuration

¢ D

Figurel0-2 FlowChartof ConfigureTFTRServerAddressReplacement
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Procedure

Step1 Enable TFTP proxy:
1. EnterCMTSiew
BT(config)# interface cmts 1
2.  EnableTFTRroxy
BT(config -if -cmts-1)# cable (tftp - proxy
Step2 ConfigTFTRServenPv4:
BT(config -if -cmts-1)# -cable tftp - proxy server ipv4
172.16.10.2
Step3 Config TFTFServer IPv6:
BT(config -if -cmts-1)# cable tftp -proxy server ipv6 2003::2
Step4 Savehe configuration.
BT(config)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] vy
Building configuration.....

Configuration saved successfully.

Result

The next server IP address of DHCP offer / ack message will be replaced with 172.16.10.2; the suboption
TFTRerveraddresgoption17.32)of DHCPv@dvertisementandreply messagerendorspecificinformation
will bereplaced with2003::2.

ThelPv4TFTRequestfor CMwill be sentto 172.16.10.2.

IPv6 TFTRequestof CM willbe sentto 2002::2.
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Chapterll RFChannelManagement

ThedevicesupportsDOCSIS2dnd DOCSIS3ghannelsThischaptermainlydescribeghe configurationof
radiofrequencyparametersguality control, automaticfrequencyhoppingtechnologyand modulation

templatemanagemenbf SO SingleCarrier)channel.

U  Configure the basic parameters of upstream and downstream SC channel: configure the central frequency,

bandwidth,modulation mode anather parameterf the channel.

U Channel qualitynonitoring: Set the threshold of signal quality monitoring. When the channel quality
becomes worse, the equipment automatically alarms, reminding users to monitor problems or adjust

business.

i  Automatic Frequency Hopping Management: Configuration of frequéropping strategy, when the

channelquality changeghrough presetconditionsfor automaticfrequencyhopping.

i  Modulation template management: When the default modulation template cannot meet the actual

deploymentof customerswe cancustomizethe modulationtemplateto achievethe desiredpurpose.

11.1 ConfigureBasicParametersof SCChannels

Thebasicparametersof SCchannelinclude:

Tablel1-1 BasidParameterf SCChannefor CMTEquipment

Item Parameter

UpstreamSCchannellD 1-8

UpstreamSCchannelcenterfrequency 5M Hz85M Hz

UpstreamSCchannelbandwidth 1.6M|3.2M|6.4M

UpstreamSCchannelmodulationmode ATDMAQpsk| gam16| gam32| gam64| gam256

UpstreamSCchannelmode v3.0 | v2.0

UpstreamSCchannelreceptionlevel (-14.0)dBmV-14.0dBmV

DownstreamSCchannellD 1-32

DownstreanSCchannelcenterfrequency Europearstandard:87 ~1006MHz
AmericanStandard54 ~1002MHz

DownstreanmSCchannelmodulationmode gam64| gam256 | gam1024

DownstreamSCchannefformat Annexa: Europearstandard bandwidthfixedto 8MHz
Annexb: USStandardbandwidthfixed at 6MHz

Receivindevelof downstreamSCchannel Relevanto the type of equipment

11.1.1 Exampleof SCChanneBasidParameters

Configurebasicparametersof the upstream/downstreanthannelghroughthistask,to ensurenormalRF

signalof CMT Slevice.
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DataPlanning

Thedataplanningfor configuringthe parametersof upstream/downstreanthannelof CMTSsshownas
follows.

Tablel1-2 DataPlanningor ConfiguringBasid®?arameter®f Upstream/DownstreanChannebf CMTS

Item Data
UpstreamSCchannellD 2
UpstreamSCchannelkentralfrequency 1540000Hz
UpstreamSCchannelbandwidth 6.4M
UpstreamSCchanneltransmissiormode atdma
UpstreamSCchannelmodulationmode gam64
UpstreamSCchannelmode v2.0
DownstreamSCchannellD 2
DownstreamSCchannelcentralfrequency 44800000Hz
DownstreamSCchannelmodulationmode gam256
DownstreamSCchannelsystem a
DownstreamSCchannelsendingpower level 42.6dBmV
All parametersof the remainingchannels Defaultvalue

Prerequisite

Thenetwork CMTSsonlinenormally.

Configurationflowchart

Configuratiorthe parametersof upstream/downstreanchannelof the deviceis shownasfigure below.

T s )

Configure basic parameters of
upstream channel.

Configurebasicparametersof
downstreamchannel.

Save the configuration.

4
End

Figurell-1 Flowchartfor Configuratiorthe Parameter®f Upstream/DownstreanChannel

Procedure

Step1l Configurebasicparametersof upstreamchannel.
BT(config -if -cmts-1)# cable upstream 2 frequency 15400000 channel -

width 6.4M atdma profile -type gam64 channel - mode v2.0
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Step 2 Configurebasicparametersof downstreamchannel.
BT(config -if -cmts-1)# cable downstream 2 frequency

448000000 modulation  gam256 annex a power - level 42.6

It will take some time with a large number of CMs,please wait a
moment.
Modulation, annex and interleave on a group changed!

Step 3 Savehe configurations.
BT(config -if -cmts-1)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] v
Building configuration.....

Configuration saved successfully.

Result
Accordingo the parametersof upstream/downstreanthannelf CMTSonfiguredabove the CMwhichis

onlineviathe configuredchannelswill usethe parameterssuchasthe channelfrequencyandbandwidth.

11.1.2 ConfigureBasicParametersof UpstreamChannel

Basigarametersof upstreamchannelincludethe following. Differentparametersconfiguredifferent functions.

Fordetails,refer to the sectionsfor specific configurationsf eachparameter:
0  UpstreamSCchannelstate

U UpstreamSCchannelcentralfrequency

0  UpstreamSCchannelbandwidth

U UpstreamSCchanneltransmissiormode

U UpstreamSCchannelmodulationmode

U  UpstreamSCchannelmode

U  UpstreamSCchannelreceivingpower level

11.1.2.1ConfigureUpstreamSQChannelState

Context
U  Bydefault,the upstreamchannelisdisabled.

0 After CMTSleviceonlinefor the first time, it requiresenablingmanuallythe upstreamSCchannelo be

used,andsave itasthe startup configuration.

i  TheCMTSlevicesupportsbatchchangethe upstreamSCchannelsstate.
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Procedure

Step1 Disablethe upstreamchannelsdy usingthe commandécable upstream  shutdown €or

enablethe upstreamchannelsby usingthe commandéno cable upstream shutdown ¢ @

Step 2 Viewthe channelstate of the deviceby usingthe commandéshow cable upstream ¢ @

Example

Enableupstreamchannel2-3 of CMTS]evice.
BT(config -if -cmts-1)# no cable upstream 2-3 shutdown

BT(config -if -cmts-1)# show cable upstream 2

upstream 2 is up

Channel utilization interval:180s , Avg channel utilization:0% , Curr Speed:0 bps
0 discarded, 11284 bytes input

Segments: 0 valid, 0 discarded

BT(config -if -cmts-1)# show cable upstream 3

upstream 3 is up

Channel utilization interval:180s , Avg channel utilization:0% , Curr Speed:0 bps
0 discarded, 10185 bytes input

Segments: 0 valid, 0 discarded

RelatedOperations

N/A

11.1.2.2ConfigureUpstreamSQChannelCentralFrequency

Context

U The configuration prompt of upstream channelcentral frequency 500000085000000indicatesthe

operatingfrequencyrangeinsteadof the centralfrequencyallowedto be configured.

U  The central frequencyis determined jointly by the operating frequencyrange and bandwidth, i.e.,

5000000Hz<=minimum configurationfrequencybandwidth/ 2 <=maximumconfigurationfrequency

+bandwidth/ 2 <=85000000Hz.

U Ifthe centralfrequencyis not configuredthe defaultcenterchannelfrequencyfor upstreamSCchannel

1is9000000Hz,followed byan additional6400000Hz for thenextchannel.

0  The CMTSdevice supports batch central frequency of upstream channel modification.Thedevice

supports configure begin upstream channel ID, begin frequency, frequency bandwidth or offset

frequency,In orderto realizebatchcentralfrequencyof upstreamchannelmodification.
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Procedure

Step 1 Configurethe upstreamchannelcentralfrequencyof CMTSeviceby usingthe commandécable
upstream frequency ¢33 2NJ O2y FA3IdzNBE GKS o6F G§OK OSydNT f
modificationby usingthe O 2 Y Y | gAlie dupstream frequency - batch ¢ ®

Step 2 Viewthe configuredcentralfrequencyof the deviceby usingthe commanddshow running -

config € @
Example
Configurethe centralfrequencyof upstreamchannel2 as15400000Hz.
BT(config -if -cmts-1)# cable upstream 2 frequency 15400000 channel - width 6.4M  atdma
profile -type qgam64 channel - mode v2.0
BT(config -if -cmts-1)# show running -config | include upstream 2 frequency
cable upstream 2 frequency 15400000 channel - width 6.4M atdma profile - type gam64

channel - mode v2.0

11.1.2.3ConfigureUpstreamSQGChanneBandwidth

Context
U  Theconfigurationrangeof upstreamSCchannelbandwidthis: 1.6M,3.2Mand6.4M.

0  The central frequency and bandwidth jointignstitute the operating frequency range of upstream SC
channel, 5000006<= minimum configuration frequendyandwidth / 2 <= maximum configuration
frequency+ bandwidth /2 <= 85000000.

U  Ifitisnot configuredthe defaultupstreamSGCchannelbandwidthis 3.2M.

U  TheCMTSlevicesupportsbatchconfigurethe upstreamSCchannelsandwidth.

Procedure

Stepl / 2y FAIdzNE GKS OKIyySt o0l yRgARUGKabl@dpstréam¢ { RSOAO
channel -width ¢ ©®

Step 2 Viewthe configuredbandwidthof the deviceby usingthe commandéshow running - config € @

Example

Configurethe bandwidth of upstreamchannel2 as1.6 MHz.
BT(config -if -cmts-1)# cable upstream 2 channel -width 1.6M
BT(config -if -cmts-1)# show running -config | include channel -width
cable upstream 2 frequency 15400000 channel - width 1.6M atdma profile - type gam64 - best

channel - mode v3.0

RelatedOperations

Tablel1-3 RelatedOperationsof UpstreamChanneBandwidth
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Operation Command Remarks
Configurehe upstream cable upstream Specific commandatable upstream channel -id
SC channel center frequency frequency  frequency  channel - width
frequency, bandwidth, channel - width (1.6M | 3.2M | 6.4M) atdma profile -
modulationandother profile - type type (gpsk | gaml6é | gam32 | gam64 |
parameters channel - mode gam256) channel -mode (v3.0 | v2.0)

11.1.2.4ConfigureUpstreamChanneModulation Mode

U  TheupstreamchannelupportATDMAransmissiormode.
U  Themodulationmodesupportedby ATDMAQpsk| gam16| gam32| gam64| gam256.
U Ifitisnot configuredthe defaultupstreamchanneimodulationisé ! ¢ 5wat! { Y& ®

U  TheCMTSlevicesupportsbatchconfigurethe upstreamchannelsnodulationmode.

Procedure

Step 1 Configurethe channelmodulationmode of CMTSleviceby usingthe commandécable
upstream profile -type € &

Step 2 Viewthe configurationsof the deviceby usingthe commandosshow running - config € @

Example

Configurethe transmissionmode of upstreamchannell-2 asATDMAand modulation mode asQAM64.
BT(config -if -cmts-1)# cable upstream 1-2 atdma profile -type gam64
BT(config -if -cmts-1)# show running -config | include gam64

cable upstream 1 frequency 9000000 channel - width 3.2M atdma profile - type gam64
channel - mode v2.0

cable upstream 2 frequency 15400000 channel - width 3.2M atdma profile - type gam64

channel - mode v2.0

RelatedOperations

Tablel1-4 RelatedOperationsof UpstreamChanneModulationMode

Operation Command Remarks
Configure the upstream SC cable upstream Specific command:able cable upstream
channel center frequency, | frequency channel -id frequency frequency
bandwidth,modulationand | channel - width channel - width (1.6M | 3.2M | 6.4M)
other parameters profile - type atdma profile - type (gpsk | gam16 |
channel - mode gam32 | gam64 | gam256) channel - mode
(v3.0 | v2.0)

11-166

Chapter 11 RF Channel Management



BLONDER TONGUE

11.1.2.5ConfigureUpstreamSQChannelReceiving?owerlevel

Context

Chapter 11 RF Channel Management

0  Ifyouconfiguresingleor multiple channellevels,all channellevelsare adjustedto this valueat the same

time.

U Ifitisnot configured for the defaultupstreamchanneleceivingpowerlevelis6 dBmV..

Procedure

Step1 Configurethe upstreamchannelreceivingpowerlevelof CMTSleviceby usingthe command

¢cable upstream power -level ¢ @

Step2 Viewthe configurationsof the devicebyusingthe O 2 Y Y I sidv aable upstream

power - level ¢ @

Example

Setthe power level of upstreamchannel2 as13dBmV.
BT(config -if -cmts-1)# show cable upstream power - level
Channel Power(dBmV)

6.0

6.0

6.0

6.0

6.0

6.0

6.0

6.0

0 N oo o b~ W N PP

BT(config -if -cmts-1)# cable upstream 2 power-level 13
Power on all upstream channels changed!

BT(config -if -cmts-1)# show cable upstream power - level
Channel Power(dBmV)

13.0

13.0

13.0

13.0

13.0

13.0

13.0

13.0

o N o g b~ W N P

RelatedOperations

Tablel1-5 RelatedOperationsof UpstreamChanneReceivingd?owerlevel
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Operation Command Remarks
Viewthe upstreamchannel show cable upstream
receivingpowerlevel power - level
Enableautomaticadjustmentof cable upstream After the functionisenabled the upstream
upstream channel power level power - level auto - channel power level of CMTS will adjust
alongwith the temperature adjust  temperature automatically along with the temperature

thus ensuringstableperformanceof the

device Bydefault, the functionis disabled.

Disableautomaticadjustmentof no cable upstream
upstreamchannelpowerlevel power - level auto -

alongwith the temperature adjust  temperature

11.1.2.6ConfigureUpstreamSCChannelMode

Context
U  Theupstreamchannelsupportstwo modes:VV2.0andV3.0.
U V2.0identifier of ATDMAchannelusesSAC1/SINC1/UCD2dV3.0identifier usesSAC2/SINC2/UCD35.
U  Ifitisnot configured,for the defaultupstreamchannebandwidth.

i  TheCMTSlevicesupportsbatchconfigurethe upstreamchannelsmode.

Procedure

Step1 Configure the channel mode of CMTS devicdziyA y 3 (i K Scalfeuipstrelary R a
channel - mode¢ @

Step 2 Viewthe configurationsof the deviceby usingthe commandéshow running - config € @

Example
Configurethe channelmode of upstreamchannel2 as3.0.
BT(config -if -cmts-1)# cable upstream 2 channel -mode v3.0 BT(config -if -cmts -
1)# show running -config | include channel - mode cable upstream 1 frequency
9000000 channel - width 3.2M atdma profile - type gpsk channel - mode v2.0
cable upstream 2 frequency 15400000 channel - width 3.2M atdma profile - type gam64

channel - mode v3.0

cable upstream 3 frequency 21800000 channel - width 3.2M atdma profile - type gpsk
channel - mode v2.0

cable upstream 4 frequency 28200000 channel - width 3.2M atdma profile - type gpsk

channel - mode v2.0

RelatedOperations

Tablel1-6 RelatedOperationsof UpstreamChanneMode
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Operation Command Remarks
Configure the upstream SC cable upstream Specific commandtable upstream
channel center frequency, frequency channel -id frequency frequency
bandwidth,modulationand channel - width channel - width (1.6M | 3.2M | 6.4M)
other parameters profile - type atdma profile - type (qpsk | gam16 |
channel - mode gam32 | gqam64 | gam256) channel -
mode (v3.0 | v2.0)

11.1.3 ConfigureBasicParametersof DownstreamSQGChannel

Basigarametersof downstreamchannelincludethe following. Different parametersconfiguredifferent

functions.Fordetails,refer to the sectionsfor specificconfigurationsof eachparameter:
i  DownstreamSCchannelstate

0  DownstreamSCchannelcentralfrequency

i  DownstreamSCchannelmodulationmode

i  DownstreamSCchannelannex

0  DownstreamSCchannelsendingpowerlevel

11.1.3.1ConfigureDownstreamSQChannelStateManagement

Context

U  Bydefault,the downstreamchannelis disabled.

0  After CMTSsonlinefor the first time, it requiresenablingmanuallythe downstreamchannelto be used,

andsaveit asthe startupconfiguration.

U  TheCMTSlevicesupportsbatchchangethe downstreamchannelsstate.

Procedure

Stepl 5A8F0fS GKS R26y&GNBI Y Odabledywdstréam shtdotas A y& 2 IS

enable thedownstream channelby usingthe commandéno cable downstream shutdown ¢ @

Step 2 Viewthe channelstate of the deviceby usingthe commanddéshow running - config € @

Example

Enablethe seconddownstream channebf CMTS.
BT(config -if -cmts-1)# no cable downstream 2 shutdown

It will take some time with a large number of CMs,please wait a moment.
BT(config -if -cmts-1)# show running -config | include downstream 2

no cable downstream 2 shutdown

RelatedOperations
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Tablel1-7 RelatedOperationsof DownstreanChannelState

Operation Command Remarks

Enablethe downstreamchannel no cable downstream shutdown

11.1.3.2ConfigureDownstreamSQChannelType

Context

Procedure

The downstreamchannelsupportstwo kindsof channels:DOCSI&nd EQAM.The default channelis
DOCSIghannel.

Thenumberof EQAMchannelscanbe configureddependingon the CMTS]evicetype.

TheCMTSlevicesupportsbatchconfigurethe downstreamchanneldype.

Step1 ConfigureEQAMchannelby usingthe commanddcable downstream eqamé or configure

DOCSIghannelby disablingand then enablinghe channel.

Step 2 Viewthe channeltype of the deviceby usingthe commandéshow running - config € @

Example

Setthe seconddownstreamchannelof CMTSEQAMtype.
BT(config -if -cmts-1)# show running -config | include downstream 2

no cable downstream 2 shutdown

BT(config -if -cmts-1)# cable downstream 2 eqgam

It

will take some time with a large number of CMs,please wait a moment.

BT(config -if -cmts-1)# show running -config | include downstream 2

no cable downstream 2 shutdown

cable downstream 2 egam annex a symbolrate 6952

11.1.3.3ConfigureDownstreamChannelCentralFrequency

Context

Thecentralfrequencyis determinedjointly by the operatingfrequencyrangeandbandwidth,52000000

Hz <= minimum configuration frequencybandwidth / 2 <= maximum configuration frequency +
bandwidth / 2 <= 1002000000 Hz. The downstream frequency range of European standard is 87 ~ 1006
MHz,andthe downstreanfrequencyrangeof Americanstandardis 54 ~1002 MHz.

If the central frequency is not configured, for the default downstream chanrentral frequency is
44000000(Hz,andother centralfrequenciesn order toincreaseB000000Hz.

The device supports batch downstream channel modification. The device supports configure begin
downstreamchannellD,beginfrequency offsetfrequency,In orderto realizebatchcentralfrequencyof

downstreamchannelanodification.
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Procedure

Step1 Configure the downstream channel central frequency of CMTS device by using the command
occable downstream frequency ¢ or configurethe batchcentralfrequencyof downstream
channelmodificationby usingthe commandécable downstream frequency - batch ¢ &

Step2 Viewthe configuredcentralfrequencyof the deviceby usingthe O 2 Y Y | sfidv ranning -
config ¢ @

Example

Configurethe centralfrequencyof downstreamchannel2 as44800000(Hz.
BT(config -if -cmts-1)# cable downstream 2 frequency 448000000 modulation gqam256

annex a power-level 42.6
It will take some time with a large number of CMs,please wait a moment.
BT(config -if -cmts-1)# show running -config | include downstream 2

cable downstream 2 frequency 448000000 modulation gam256 annex a power -level 42.6

11.1.3.4ConfigureDownstreamSQChannelAnnex

Context

0  The downstream channel annex can be configured as European standard annex a or American standard

annexb.

0  When itis configured as annex a, the downstream channel bandwidth is 8MHz; when it is configured as

annexb, the downstreamchannelbandwidthis 6MHz;

0 If DOCSIS channel is configured as annex b, it needs to configure the interleaving depth parameter
GAYGSNI SIF@S¢3x gKAOK OFly 6S O2yF¥A3IdzZNBR +a MHYy |
configurationis requiredfor this parameter.

U If EQAMchannelsconfiguredasannexa, it needsto configurethe symbolrate parameterd & @ Y6 2 £ NJ {
whichcanbe configuredas6952| 6875| 6900;if it isconfiguredasannexb, no configurationisrequired

for this parameter.
U  TheCMTSlevicesupportsbatchconfigurethe downstreamchannelsannex.

i Switchinghe channelwill resultin devicerestart

Procedure

Step1 Configurethe downstreamDOCSI&hannelannexof CMTSlJeviceby usingthe commanddécable
downstream annex ¢ @

Step2 +ASgs G(KS OKIFyySt | yySE 27 sho@nniRgS @aofi§ o6& dzaAiy3
verbose ¢ ®
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Example

Thedownstreamchannelis configuredasUSstandard,the starting frequencyis 300Mhz, the frequency

interval of eachchannelis 6 Mhz andthe interleavingdepthis 16.
BT(config -if -cmts-1)# cable downstream annex b start - freq 300000000 width - offset
6000000 interleave 16

Annex type change will request system reboot,continue?(y/n) [n] y
Annex change.

starting pid 6693, tty ": '/bin/sh -1 -c"bcm_boot_launcher stop™
Stopping CMSsmd...

smd received Terminate msg!! Terminate all apps and then exit.

Unmounting filesystems...

Sent SIGTERM to all processes

Sent SIG KILL to all processes

Requesting  system reboot

RelatedOperations

Tablel1-8 RelatedOperationsof DownstreanChannebknnex

Operation Command Remarks

Set the EQAM | cable Specificommandcable downstream channel - list
channelsystem | downstream egam | egam annex a symbolrate (6952 | 6875 | 6900)

annex cable downstream channel -list egam annex b
Set the cable Specificommandcable downstream channel -id
downstream downstream frequency frequency modulation (gam64 | gam256
channel as frequency | gam1024) annex a power -level  power
EQAMchannel modulation cable downstream channel -id frequency

annex power - frequency modulation (gam64 | gam256 |

level gam1024) annex b power -level power interleave

interleave

11.1.3.5ConfigureDownstreamSQGChanneModulation Mode

Context

U  Thedownstreamchannelmodulationmodesupportsqam64| qam256] gam1024 Thelargerthe value

of modulation mode is, the greater bandwidth for channel transmissionsed, but the lower the

interferencecapabilityis. It needsto be configuredaccording tahe actualline.
U Ifitisnot configured for the defaultdownstreamchannelmodulationmodeis gam256.

i  TheCMTSlevicesupportshatchconfigurethe downstreamchannelsnodulationmode.

Procedure

Step1 Configurethe channelmodulationmodeof CMTSleviceby usingthe commandocable

downstream modulation ¢ ©
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Step 2 Viewthe configurationsof the deviceby usingthe commanddshow running - config
verbose ¢ @

Example

Configurethe modulation mode of channel3 as gam256.
BT(config -if -cmts-1)# cable downstream 3 modulation gam256

It will take some time with a large number of CMs,please wait a moment.

BT(config -if -cmts-1)# show running -config verbose | include downstream 3

no cable downstream 3 shutdown

cable downstream 3 docsis

cable downstream 3 frequency 456000000 modulation gam256 annex a power - level 45.0
no cable downstream 3 primary

cable downstream 3 prov -attr - mask 00000000

RelatedOperations

Tablel1-9 RelatedOperationsof DownstreanChanneModulationMode

Operation Command Remarks
Configure the cable downstream frequency Specificommand:
downstream modulation  (gam64 | gam256 cable downstream channel -id
channel | gam1024) annex a power - frequency frequency  modulation
modulationmode | level (qam64 | gam256 | gam1024) annex a
cable downstream frequency power - level  power

modulation  (gam64 | gam256 | cable downstream channel -id
| gam1024) annex b power - frequency  frequency  modulation
level interleave (gam64 | gam256 | gam1024) annex b

power - level  power interleave

interleave

11.1.3.6ConfigureDownstreamSCChannelSendingPowerLevel

Context

Configurethe rangeof downstreamchannelsendingpower levelby usingthe commanddcable

downstream power -leve f ¢ ®

Viewthe configurablerangeof the maximumdownstreamchannelsendingoower levelandthe numberof
the channelsdyusingthe O 2 Y Y I sfidv aable downstream max- power - level ¢ ®

Viewthe configurablerangeof the minimumdownstreamchannelsendingoower levelby usingthe
commandéshow cable downstream min- power - level ¢ @&

U Ifitisnot configuredfor the defaultdownstreamchannelsendingpowerlevelis45dBmV.

i  TheCMTSlevicesupportsbatchconfigurethe downstreamchannelsendingpowerlevel.
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Procedure

Chapter 11 RF Channel Management

Step1 Configurethe downstreamsendingpowerlevelof CMTSleviceby usingthe commanddcable

downstream power - level ¢ ©

Step 2 Viewthe configurationof the deviceby usingthe commanddéshow running - config ¢ @

Example

Configurethe power level of downstreamchanneld as43dBmV.
BT(config -if -cmts-1)# cable downstream 4 power-level 43

It will take some time with a large number of CMs,please wait a moment.
BT(config -if -cmts-1)# show running -config | include downstream 4
cable downstream 4 frequency 464000000 modulation gam256 annex a power -level 43.0
RelatedOperations
Tablel1-10RelatedOperationsof DownstreamChanneModulation Sending®owerlevel

Operation Command Remarks
Configure the cable downstream frequency Specific commandable downstream
downstream SC modulation  (gam64 | gam256 | channel -id frequency frequency
channel center | gam1024) annex a power - modulation (gam64 | gam256 |
frequency, level gam1024) annex a power -level  power

modulationand
power level

parameters

cable downstream frequency
modulation  (gam64 | gam256
| gam1024) annex b power -

level

cable downstream channel -id
frequency  frequency  modulation
(qam64 | gam256 | gam1024) annex b

power - level  power interleave

interleave

M Note:

Thedownstream circuit attenuation of CC88@P2 equipment is pluggable adjustment. When the maximum

output levelis setby DOCSIBiotherboardmodule,the pluggableattenuationvalueof the whole downstream

circuitneedsto be i 4dB.

11.1.3.7ConfigurePrimaryDownstreamSQCChannel

Context

i Configurehe primarydownstreamchannebyusingthe commandicable downstream primary € @

U Indevicesall downstreamchanneldefaultto the primarychannel.

U CM needs teynchronizdime in the main channendreceive MDDnessage$eforeregistering;after
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registering it needsto synchronizgime in the mainchannel.

Procedure

Step 1 Configurethe primary downstreanof CMTSJeviceby usingthe commanddcable  downstream
primary ¢ ®
Step 2 Viewthe configurationsof the primarydownstreamchannelby usingthe commandéshow

running -config & &

Example

Configurethe downstreamchannel4 as primarychannel.
BT(config -if -cmts-1)# cable downstream 4 primary

BT(config -if -cmts-1)# show running - config verbose | include cable downstream 4

cable downstream 4 primary

RelatedOperations

Tablel1-11RelatedOperationsof PrimaryDownstreamChanne

Operation Command Remarks

Cancebeta singleor multiple downstream no cable downstream

channelsasthe primarychannels primary

11.1.4 Configuringan EQAMchannel

Integrating the EQAM function in the CMTS device can make full use of the freqasaayce of the CMTS
device.Whenthe DOCSI8affic isinsufficientto occupythe entire frequencydomain,the remainingfrequency
resources can be used to spread the TV service, which has flexibility. Therefore, CMTS supporting EQAM has

becomethe bestchoice forHFChetwork transformation.

11.1.4.1Exampleof EQAMConfiguration

DataPlanning

Multiple STBsire accessedinderone CMTSTheEQAMT Sstreamis pushedto the IPinterface

172.16.50.170f the CMTSTheservicemodeis VODon demand.Onlytwo programsare pushed.Thetwo
programs are distinguished by different destination UDP ports. The destination UDP ports are 10000 and
10001respectivelyThe typeof streamis spts.

Tablel1-1 ConfigureEQAMDataPlanning

Iltem Data

EQAMchannel ChanneB2, frequency:203M Symbokate: 6875

Transmittingevel:45.0dBmv,on

EQAMemplateID 1
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Item Data
EQAMservicelP 172.16.50.177
EQAMserviceVLAN 0
EQAMservicetsid-basevalue 0

EQAMemplateinternalchannelconfiguration

ChanneB2, TSIDoffset: 1000,QAMmanagerVOD

EQAMprogramstreammappingdestinationUDP

programstream1: 10000; programstream?2: 10001

port
EQAMprogramstreammappingstreamtype spts
EQAMprogramstreammappinginput program 0

number

EQANprogramstreammapoutput program

number

programstream1:1, programstream2:2

EQAMprogramstreammappingPMV

programstream1:1, programstream2:2

Context

U  Networkequipmentandlinesare normal.

Configurationflowchart

TheEQAMprocessds configuredasshownin the followingfigure.

C

Start

v

Configuringan EQAMchannel

Configure channel parameters in the EQAM
profile

EQAMtemplate

Configurethe programstreammappingin the

Bindan EQAMtemplate

v

Save configuration

v

C

End

)

Figurel1-1 Configurethe Signahuality monitoring Flowchartof the UplinkChannel

Procedure

Step1 Configuringan EQAMchannel.
1.
QAM256 andatransmission level 615 dBmv.
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BT(config -if -cmts-1)# cable downstream 32 frequency
203000000 modulation gam256 annex a power -level 45.0
It will take some time with a large number of CMs,please wait a
moment.

Modulation, annex, symbolrate and interleave on a group changed!

2. The download channel 32 s configured as an EQAM channel, and the standard is the European
standard,and thesymbol rateis 6875.

BT(config -if -cmts-1)# cable downstream 32 egam annex a

symbolrate 6875

It will take some time with a large number of CMs, please wait
amoment.

3.  Openthe downstreamchannel32.

BT(config -if -cmts-1)# no cable downstream 32 shutdown It will
take some time with a large number of CMs,please wait a moment.
Step 2 Configurethe channelparametersn the EQAMprofile. TheQAMmanageris VODthe TSIDoffsetis
1000,andthe restof the parametersare configuredby default.

BT(config -if -egam-template -1)# egam channel 32 tsid - offset 1000

gam group - name Beijing - haidian gam - manager vod original - network -

id 32 pat -interval 100 pmt- interval 100 sdv - switch  disable

sdv-port -start 1

Step3 Configurethe programstreammappingin the EQAMemplate.

1. Configureprogramstreaml to configurethe destinationUDPport to be 10000,the stream
type to spts,the output programnumberto 1,the PMVto 1, andthe restof the parametergo
usethe defaultvalues.

BT(config -if -eqam-template -1)# eqgam channel 32 mapping 1
stream -type spts udp 10000 out-pn 1 pmv1l

2. Configure program stream 2 to configure the destination UDP port to be 10001, the stream
typeto spts,the output programnumberto 2, andthe PMVto 2. Theremainingparameters
aredefaultvalues.

BT(config -if -eqgam-template - 1)# eqgam channel 32 mapping 2
stream -type spts udp 10001 out -pn 2 pmv 2
Step4 BindanEQAMemplate.
1. Exitthe eqamtemplateview.
BT(config -if -eqgam-template - 1)# exit
2. Entercmtsview.
BT(config)# interface cmts 1

3. BindanEQAMemplate.

BT(config -if -cmts-1)# egambind egam- template 1 service -ip
172.16.50.177 tsid -base O
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Step5 Saveconfiguration
BT(config)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) ] vy
Building configuration.....
Configuration saved successfully.

----The end

Result

After the configuration is completed, the server pushes the program stream. The destination IP of the
programstreamis172.16.50.177the destinationUDPport numberof programstream1 is 10000,andthe
destinationUDPport numberof programstream?2 is 10001.At this point, the usercanusethe settop box

to normally orderthe program.

11.1.4.2Configurean EQAMtemplate

Context

Configuratiorwithin the EQAMeemplateincludesprogramstreammappingconfigurationandchannel
parameterconfiguration

0  The program stream mapping supports mapping to source IP address, destination IP address, UDP port,
streamtype, in-pn, and outpn parameters.

0 Channelparameter configuration supports tsid-offset, gamgroup-name, gam-manage, originat

network-id, pat-interval, pmt-interval, sdwswitch,sdwport-start parameters

Procedure

Stepl | &S dg&chaanel original -network -i d écommand to configure the initial
network D of the EQAMprofile (seerelatedoperationsfor other parameters)r usethe degam
batch - mapping channel mapping -s t ar tcammandto configure the mapping (see
related operationsfor other parameters).

Step2 Usethe 6show running -c o n f icgnimandto viewthe configuration of the device.

----The end
Example
Setthe initial network IDin the EQAMprofile to 1000.
BT(config -if - egamtemplate - 1)# egam channel 32 original -network -id 1000 BT(config -if -
egam-template - 1)# show running - config | include original - network - id

11178



BLONDER TONGUE
egam channel 32 tsid
original

port -start 1

RelatedOperations

- offset 1000 gam
- network -id 1000 pat - interval

- group - name "BEIJING - HAIDIAN"
100 pmt- interval

Chapter 11 RF Channel Management

100 sdv-switch disable

Tablel1-2 RelatedOperationdor the EQAMTemplateConfiguration

gam manager vod

sdv -

Operation

Command

Remarks

Configurehe EQAMchannel
level serviceelated

configuration in the EQAM

egam channel tsid -

offset gam - group - name

gam manager original -

The specified command isgam channel

channel - list tsid - offset tsid

offset  gam group - name gpnm

valueand TSIDoffset valuein

batches.

profile view. network -idpat - gam manager (vod | svod |
interval pmt - interval broadcast) original - network -id
sdv - switch sdv - port - network -id pat - interval pat -
start interval pmt- interval pmt-
interval sdv - switch (enable |
disable) sdv - port -start  sdv-
port - start
Configurehe PATtable egam channel pat -
sendingnterval. interval
Configurethe PMTtable egam channel pmt-
sendinginterval. interval
Configurethe QAMgroup eqam channel gam-
name. group - name
Configuringhe QAM egam channel ganm-
managertype manager
Configurethe SD\port start | egam channel  sdv - port -
value. start
ConfigureSDMunction egam channel sdv -
managemenstatus switch
Configurethe TSIDoffset egam channel tsid -
value offset
Configure the TSID offset egam tsid - start tsid -
value to modify the start step

Createprogramstreammaps
in batchesbasedon specified

channels

egam batch - mapping

channel

The specified command isgam batch -
mapping channel channel -id
mapping - start  mapping - id - start
mapping - num mapping - num src -
ip -start  src -ipv4 -start  src -
ip -step src -ipv4 -step dst -ip -
start

dst -ipv4 -start dst -ip -

step dst -ipv4 -step udp- start
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Operation Command Remarks

dst - port -start udp-step dst -
port -step stream -type (mpts |
data)

egam batch - mapping channel
channel -id mapping - start
mapping - id - start  mapping - num
mapping - num src -ip - start  src -
ipv4 -start src -ip -step src -
ipv4 -step dst -ip -start  dst -
ipv4 -start dst -ip -step dst -
ipv4 -step udp-start dst - port -
start udp-step dst -port -step
stream - type (spts | datar) in -
pn-start  in - program - no- start

in - pn-step in - program - no- step
out - pn- start  out - program - no-
start  out - pn-step out - program -
no- step pmv-start  pmv- start

pmv- step  pmv- step

Deleteprogramstream no egam mapping

mappingconfiguration

11.1.4.3Applyan EQAMtemplate to the CMTSlevice.

Context
After the EQAMtemplateisconfigured,youcanapplythe templateonthe CMTS.
U  Whenappliedto atemplate,youcanconfigurethe servicelPaddressserviceVLANand TSIbasevalue.

U  The EQAM profile has beapplied to the CMTS. If you need to adjust the service IP address, service
VLAN, and TSID base value, you can reconfigure it through a separate command without releasing the
application.

Procedure

Step1 Usethe cegam bind egam- template service -ip tsid -b a s e@nmand toconfigure
the application of theEQAMprofile on theCMTS.

Step2 Usethe éshow running -c o n f icgmimandto viewthe configuration of thedevice.

----The end

Example

AppliesEQAMprofile 1 on CMTSL, andthe servicelPaddressis 172.16.50.177the TSIDbasevalueis10000,
andthe service VLAN i20.
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BT(config -if -cmts-1)# eqam bind eqam - template 1 service -ip 172.16.50.177 tsid -
base 10000 vlan 20
BT(config -if -cmts-1)# show running -config | include egam bind

egam bind egam-template 1 service -ip 172.16.50.177 tsid - base 10000 vian 20

RelatedOperations

Tablell-3 RelatedOperationgor ApplyingEQAMTemplatein CMTS

Operation Command Remarks
ReleaseCMTSpplicationEQAM | no egam bind

AdjustbusinessP egqam service -ip The specified command isgam
service -ip service -ipv4d

[vlan  vilan -id ]

Adjustthe TSIDbasevalue eqam tsid - base

11.2 ChannelQuality Monitoring

Upstreamnoiseinterfereswith signaltransmissiorof upstreamchannelsandaffectsthe quality of the user

dataservice, voice service, anther services.

This section describes the basic channel quality management of the CMTS. When the channel quality
deteriorates, the CMTS generates anraland naotifies users in time for troubleshooting and service
adjustment.Thenextsectiondescribeghe automaticfrequencyhoppingfunction.

11.2.1 Configurethe Exampleof UpstreamChannelSignalQuality Monitoring

DataPlanning

Thedataplanningfor configuringthe exampleof upstreamchannelsignalquality monitoringis shownas

follows.

Tablel1-12 DataPlanningor Configuringhe Exampleof UpstreamChanneBignalQualityMonitoring

Item Data
Thefunction of upstreamchannelsignalquality monitoring Enabled
Pollingcycleof upstreamchannelsignalquality monitoring 100seconds
Recordingf upstreamchannelsignalquality parameters Enabled
SNRwarningthreshold 21.0
SNRecoverythreshold 28.0
Errorcorrectablecodewaringthreshold 200
Errorcorrectablecoderecoverythreshold 100
Errorcorrectablecodewaringthreshold 180
Errorcorrectablecoderecoverythreshold 120
Context
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Networkdevicesandlinesmustbein the normalstate.

Configurationflowchart

Theprocesdor configuringthe spectrumnoisemonitoringis shownasfollows.

C Start )

Enable the function of signal
quality monitoring

Configurethe signalquality
poIIing cycle

Enablethe channelsignalquality
recording

Configurethe monitoring
parameterthresholds

Save the configuration.

A
End

Figurel1-2 Flowchartfor Configuringhe UpstreamChanneSignalQualityMonitoring

Procedure

Step1 EnableeaHime upstreamchannelsignalacquisitionfunctionof CMTSlevice.
BT(config)# cable upstream signal - quality real - time snmp - data
Step2 Configurethe signalquality pollingcycleas100s.
BT(config)# cable upstream signal - quality query - period 100
Step 3 Enablethe function of signalqualityrecording.
BT(config)# cable upstream signal -quality  record
Step 4 Configurehe monitoringparameterthresholds.
1. Configure SNR warning threshold as 21.0 and recovery threshold as 28.0.
BT(config)# cable upstream snr threshold - warning 21.0
threshold -recovery 28.0
2. Configurethe error-correctablecodewarningthresholdas200andrecoverythresholdas100.
BT(config)# cable upstream correcteds threshold - warning
200 threshold -recovery 100
3. Configurethe error-uncorrectablecodewarningthresholdas180andrecoverythresholdas
120.
BT(config)# cable upstream uncorrectable threshold - warning
180 threshold -recovery 120
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Step5 Savehe configurations.
BT(config)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) ] vy
Building configuration.....
Configuration saved successfully.

Result

After finishing the configuration, CMTS will monitor the signallity according to the configured
monitoringcycleandfrequencyinterval.|f the acquireddataexceedshe configuredthreshold,analarmwiill
betriggered.

11.2.2 Enablethe UpstreamSignalQuality Monitoring

Context
i  CMTSlevicesupportsreaktime upstreamsignalacquisitionvia SNMP.

U  Ifitisnot configured by default,the functionisenabled.

Procedure

Step1 Enablethe upstreamchannelspectrumnoisemonitoringof CMTSleviceby usingthe command
¢cable upstream signal - quality real -time snmp-data ¢ ©®
Step 2 Viewthe reakttime upstreamsignalacquisitionfunction of the deviceby usingthe commanddshow

running -config verbose ¢ ®

Example

Enablethe upstreamchannelspectrumnoisemonitoring.
BT(config)# cable upstream signal -quality real -time snmp-data

BT(config)# show running -config verbose | include snmp-data

cable upstream signal - quality real -time snmp- data

RelatedOperations

Tablel1-13RelatedOperationsof UpstreamSignaQualityMonitoring

Operation Command Remarks
Disable the realime no cable upstream signal - quality
upstreamsignalacquisition real -time snmp-data
function
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11.2.3 Enablethe PollingCycleof UpstreamQuality Monitoring

Context

0 Beforesettingthe polling cycleof quality monitoring, CMTSdeviceshallenableits upstreamchannel

quality monitoringfunction.

U Ifitisnot configuredthe defaultcycleis 180s.

Procedure

Step1 Configurethe pollingcycleof upstreamchannelquality monitoringof CMT Sleviceby usingthe
commanddcable upstream signal - quality  query - period € ©®
Step 2 Viewthe pollingcycleof upstreamchannelgquality monitoring of the deviceby usingthe command

oshow running -config verbose ¢ ®

Example
Enablethe upstreamchannelspectrumnoisemonitoring.
BT(config)# cable upstream signal - quality query - period 100
BT(config)# show running - config verbose | include query - period cable

upstream signal - quality query - period 100

RelatedOperations

Tablel1-14 RelatedOperationsof UpstreamSignalQualityMonitoring

Operation Command Remarks

Restorethe defaultpolling no cable upstream signal - quality

cycleagainstchannelquality query - period

parameters

11.2.4 Enablethe UpstreamSignalQuality Recording

Context

0  CMTSevicesupportsthe function of upstreamchannelquality history. After this functionis enabled,

the devicewill recordthe upstreamchanneldata inthe memory.

U Ifitisnot configured by default,the functionisdisabled.

Procedure

Step1 Enablethe function of upstreamchannelquality recordingof CMTSleviceby usingthe command

ocable upstream signal -quality record € &
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Step 2 Viewthe function of reaktime upstreamsignalacquisitionby usingthe commandéshow

running -config & &

Example
Enablethe function of upstreamchannelquality history.
BT(config -if -cmts-1)# cable upstream signal - quality record
BT(config -if -cmts-1)# show running -config | include signal - quality
cable upstream signal - quality record

RelatedOperations

Tablel1-15RelatedOperationsof UpstreamChanneRQualityParameteHistory

Operation Command Remarks
Disablethe upstreamchannelquality no cable upstream signal -
history of the device quality record
Clearthe upstreamchannelquality history | clear cable upstream signal -
of the device quality record

11.2.5 Configurethe UpstreamSignalQuality Monitoring Threshold

Context

U Whenconfiguringthisitem, it requiresenablingthe upstreamsignalquality monitoringfirst.

0 TheupstreamsignalqualitymonitoringincludesSNRmonitoring,error-correctablecodemonitoringand

error-uncorrectablecode monitoring.

U Ifitisnot configuredthe default SNRhresholdis26.0andrecoverythresholdis27.0;the defaulterror-

correctableanderror-uncorrectablecodethresholdis 150andrecoverythresholdis 100.

Procedure

Step 1

Step 2

Step 3

Step 4

Configurethe upstreamSNRwvarningthresholdandrecoverythresholdof CMTSleviceby usingthe

commandcdcable upstream snr threshold -warning threshold -recovery € @

Configurethe upstreamerror-correctablecodewarningthresholdandrecoverythresholdof CMTS
RSOAOS dza A cAlde upiske8m cOrPevteds thiréshot

threshold -recovery ¢ @

0é - warning

Configure the upstream errarncorrectable code warning threshold and recovery threshold of
/a¢{ RSOAOS dzble ypIredimK S urd@r¥cyables Rireshold -

warning threshold -recovery ¢ &

0eé

Viewthe configurationof upstreamsignalmonitoringthresholdby usingthe commandéshow

running -config verbose ¢ ®
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Example

Configurethe SNRwarningthresholdas21.0andrecoverythresholdas28.0;configurethe error-
correctable code warning threshold as 200 and recovery threshold as 100; configure the-error
uncorrectablecodewarningthresholdas180 andrecoverythresholdas120.

BT(config -if -cmts-1)# cable upstream snr threshold - warning 21.0 threshold - recovery
28.0
BT(config -if -cmts-1)# cable upstream correcteds threshold - warning 200

threshold - recovery 100

BT(config -if -cmts-1)# cable upstream uncorrectable threshold - warning 180
threshold -recovery 120

BT(config -if -cmts-1)# show running -config | include threshold - warning
cable upstream snr threshold -warning 21.0 threshold -recovery 28.0
cable upstream correcteds threshold -warning 200 threshold -recovery 100

cable upstream uncorrectables threshold -warning 180 threshold -recovery 120

11.2.6 Displaythe Noiselnformation of the UpstreamSpectrum

Context

CMTSupstreamdatatransmissiorisvulnerableto externalnoiseinterference.Theusercanviewthe noise
information of the upstream spectrum to analyze the noise levels on the spectrum spatial signal and the
upstream channel. This device supports to display the upstream noise spectgpedific frequency

intervals.

Procedure

Step1 Enterthe cmtsviewby usingthe commanddinterface cmts 1€ @

Step2 5AALX @ GKS y2AaS AYyF2NX¥IGA2Yy 2F shéwSabbzlda G NS Y
scgam upstream - spectrum  (channel - width - 1.6M | channel - width - 3.2M |
channel -width -6.4M) ¢ ®

Example

Displaynoiseinformation of the upstreamspectrum.
BT(config)# interface cmts 1
BT(config -if -cmts-1)# show cable scgam upstream - spectrum channel -width - 6.4M

FREQUENCY NOISE- LEVEL at channel -width 6400000

CenterFreq(Hz) AVG(dBmV)  MIN(dBmV/Hz) MAX(dBmV/Hz)
5000000 -54.9 - 60.7/8160000 - 42.1/5220000

11400000 -55.8 - 61.0/9620000 - 45.5/12260000
17800000 -58.3 - 61.0/15220000 - 47.1/20920000
24200000 -48.4 - 61.0/21380000 - 37.9/25520000
30600000 -51.0 - 61.0/33400000 - 38.0/28100000
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37000000 -54.5 - 60.8/35820000 - 45.1/38120000
43400000 -59.0 - 61.0/43040000 - 49.0/40480000
49800000 -59.6 - 61.0/46920000 - 53.8/52600000
56200000 -59.2 - 61.0/53240000 - 52.7/55480000
62600000 -59.9 - 61.0/60240000 - 57.3/61840000
69000000 -60.0 - 61.0/66980000 - 57.0/70180000
75400000 -60.0 - 61.0/72300000 - 59.0/72940000
81800000 -59.9 - 61.0/82160000 - 59.0/78920000

RelatedOperations

Tablel1-16 RelatedOperationsof Noiselnformationof the UpstreamSpectrum

Operation Command Remarks
Displaythe noiseinformation of show cable scqam upstream -
the upstreamspectrum spectrum freq - begin freq -end
freq - interval

11.3 Spectrum(AutomaticFrequencyHopping)Management

Whenthe quality of upstreamchannelbetweenCMTSnd CMdeteriorates,suchastoo heavyupstream
channelnoise,too heavydownstreamchannelnoise,and other factorscausinghe increasecpacketlossand

bad packets, normal data communication between CMTS and CM will be affected. Spectrum function can
achieveautomaticrecoveryin caseof upstreamchannelquality deterioration,andautomaticrecoveryand
location of .networkfaults, thusavoidingthe situationthat the usersare not servedfor alongperioddueto

channelquality deterioration.

The principle for spectrum realization is as follows: read periodically the upstream channel paadityeter,
andcompareit with the pre-setthresholdparameter.Whenthe recoverythresholdis met for three consecutive
cycles, and the delay to the previous hop reaches at least 600s, it will be recovered to a better modulation

mode.

Threeconditionsmug be satisfiedsimultaneouslyor triggeringthe frequencyhop check:
U  Globalspectrumfunctionisenabled,;

U Spectrumgroupfunctionisenabled;

U Applythe spectrumgroupon the channel.

Whenthe frequencyhop checkistriggered,the parameterscannotbe modified. Toconfigureparametersof
spectrumgroup, it requiresdisablingthe frequencyhop checkfirst, that is, just haveanyof the above

mentionedthree conditionsnot satisfied.

The configuration of spectrum function includes thiespects: global configuration, spectrum grelogsed
configuration,andchannelbasedspectrumapplicationconfiguration.ln the following, thesethree aspectswill

be describedespectively.
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11.3.1 Exampleof SpectrumConfiguration

In existing network, CMTS may suffer from unstable channel frequency quality. Appropriate recovery and
adjustmentare expectedwhenthe channelquality deteriorates.lt isexpectedto try the modulationmodewith
better fault tolerancefirst, then reducethe bandwidthof originalfrequencyandfinallytry anew central
frequencywhenthe originalchannelfrequencyquality deteriorates.

DataPlanning

Thedataplanningfor configuringthe upstreamchannelkspectrumexampleis shownasfollows.

Tablel1-17 DataPlanningor Configuringhe Mode Example

Item Data

Globalfrequencyhopfunction Enabled
Cycleof Channehuality polling 100s
Max.numberof spectrumhistory 20
SpectrumgrouplD 1
Spectrumgroupstate enable
Spectrumgrouppolicy modulation
Spectrumgroupmode SNR
SNRhreshold1 25
SNRhreshold2 20
FEGecoverythresholdl 0
FEGecoverythreshold2 0
FEGrreparabilitythreshold1 0
FEGrreparabilitythreshold2 0
Spectrumgroup-basednumberof frequency 100
hop per channel
Channemodulationmode atdmagam16qpsk
ChannelDappliedto spectrumgroup 1

Context

Networkdevicesandlinesmustbe in the normalstate.

Configurationflowchart

Theprocesdor configuringthe spectrumis shownasfollows.
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(s )
y

Global spectrum configuration
|

v

Spectrumgroup configuration
|

v

Applyspectrumgroupon channel

’

Save the configuration.

v
C End

Figurel1-3 Flowchartfor Configuringhe Spectrum

Procedure

Step1 Globalspectrumconfigurations.

1. Enablehe spectrumfunctionglobally.
BT(config)# cable spectrum -group enable

2. Configure the polling cycle of channel quality monitoring as 1BU&onfig)#
cable upstream signal - quality query - period 100

3. Configurethe max.numberof spectrumdatahistoryas20.
BT(config)# cable spectrum -group max- history 20

Step2 Spectrumgroup configurations.

1. Createspectrumgroupl.
BT(config)# cable spectrum -group 1

2. Enablespectrumgroupl.
BT(config)# cable spectrum -group 1 enable

3. Configurespectrumgrouppolicyaswidth mode.
BT (config)# cable spectrum -group 1 policy modulation

4, Configure the frequeneiiop mode as SNR threshoRIT (config)#
cable spectrum - group 1 method snr ConfigureSNRwvarning

. thresholdl1 as25and SNRvarningthreshold2 as20.
BT(config)# cable spectrum -group 1 threshold snr 25 20

6. Configure not supporting the FEC correctable ebdsed frequency hoBT(config)#
cable spectrum - group 1 threshold fec correct 00

7. Configurenot supportingthe FEQincorrectablecode-basedfrequencyhop.
BT(config)# cable spectrum - group 1 threshold fec
uncorrect 00
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Result

Step 3 Configurethe channetbasedapplicationof spectrumgroup.

1.

Configurethe frequencyhop limit of the channelapplyingspectrumgroupas100.
BT(config)# cable spectrum -group 1 limit 100

Enterthe cmtsview.

BT(config)# interface cmts 1

Configure the backup modulation mode of upstream channel 1 as atdma qam16 gpsk.
BT(config -if -cmts-1)# cable upstream 1 spectrum - group profile

atdma gaml16 qpsk

Configureapplyingapplyingthe spectrumgroupl to upstreamchannell.

BT(config -if -cmts-1)# cable upstream 1 spectrum -group 1

Step4 Savehe configurations.
BT(config)# end
BT# copy running -config startup - config

After finishingthe configurations CMTSxecuteghe frequencyhop by the configuredfrequencyhop policy,

This will save the configuration to the flash memory.

Are

you sure?(y/n) n] vy

Building configuration.....

Configuration saved successfully.

modeandthreshold.Whenthe reattime datareacheshe threshold,the frequencyhop will be triggered.

11.3.2 GlobalSpectrumConfiguration

Context

Globalspectrumconfigurationincludes:globalstate of spectrumfunction, cycleof upstreamchannelquality

gueryandthe maximumnumber ofupstreamchannelspectrumhistory.

i

The global state of spectrum function determines the effectiveness of spectrum function of the device.
Whenthe managemenstateisd S y | thé sfectiimfunction maytake effect, whichmayalsodepend
2y 20KSNJ O2y FA3dz2NI GA2yad 2KSYy GKS YrylF3aSySyl

effect. By default, iisdisabled.

The query cycle of upstream chanmgilality parameter determines the spectrum responsiveness. The
system will depend on the channel quality parameter in three consecutive cycles to determine whether
to conduct the frequencrop. To make the spectrum responsive, it requires setting the dgdbe a
smaller value, but taking into comprehensiveaccount the load capability of the system. It is

recommendedo configurethis parameteron areasonablenanner.Thedefaultvalueof this parameter

is180s.
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0 In the process ofrequencyhop by the upstream channel, the system will record the frequemnmgy

history by channelandallowsto configurethe channelbasedmaximumnumberof history. If exceeding

this number,newfrequencyhop eventwill coverthe old one. Thedefaultvalueof this parameteris 16.

Procedure

Step1 Configuresnablingthe spectrumgroupgloballyby usingthe commandécable spectrum -

group enable ¢ @

Step 2 Viewthe configurationsof globalspectrumof the deviceby usingthe commanddshow cable

spectrum -group € &

Example

Setenablingthe frequencyhop function globally.

BT(config)# cable spectrum

- group enable

BT(config)# show cable spectrum - group spectrum

group global config uration:
administration status: enable
maximum hop history record: 20
hop recover time limit: 1800s

Created spectrum group:

RelatedOperations

Tablel1-18 RelatedOperationsof GlobalSpectrum

Operation

Command

Remarks

Configurethe pollingcycleof

channelsignalquality

cable upstream signal - quality

query - period

Configurehe maxnumberof

frequencyhop history

cable spectrum -group max-

history

11.3.3 SpectrumGroupConfiguration

Thesystemsupportsat most32 spectrumgroups.Eachspectrumgroupcanconfiguredifferent frequencyhop

policy. CMTSanexecutethe frequencyhop by suchpolicies to avoidchannelquality deterioration.

11.3.3.1Createand EnableA SpectrumGroup

Context

Thesystemsupportsat most32 spectrumgroups.Thesuccessfulkcreatespectrumgroupscanbe applied

to anyupstreamchannelof CMTSEachchannelcanonly applyone spectrumgroup.

Procedure
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Step1 Createaspectrumgroupbyusingthe commanddcable spectrum - group group -id € @

Step 2 Configureenablingthe spectrumgroupby usingthe commanddécable  spectrum - group
group -id enable ¢ ®

Step 3 Configureparametersof the spectrumgroup.

Step 4 Viewspecifiedspectrumgroupconfigurationby usingthe commandéshow cable spectrum -

group group -id € @

Example

Setenablingspectrumgroup 1, with the maximumnumber of channelfrequencyhop as20viaSNR.
BT(config)# cable spectrum  -group1l BT(config)# cable

spectrum - group 1 enable BT(config)# cable spectrum -groupl

limit 20 BT(config)# cable spectrum - group 1 method snr

BT(config)# cable spectrum - group 1 min - interval 35

BT(config)# cable spectrum -group 1 policy frequency

BT(config)# cable spectrum -group 1 threshold snr 25 20
BT(config)# cable spectrum -group 1 threshold fec correct 0 O
BT(config)# cable spectrum -group 1 threshold fec uncorrect 0 O
BT(config)# cable spectrum -group 1 frequency 3 47800000 width 6.4M 11
BT(config)# show cable spectrum -group 1

spectrum group 1 config:

administration status: enable

hop method: snr

hop minimum interval: 35s

channel snr threshold(1,2): 25.0dB,20.0dB

channel fec corretable threshold(1,2): 0%,0%

channel fec uncorretable threshold(1,2): 0%,0%

channel range -loss threshold: 20

hop policy: frequency

hop limit: 20

spectrum group 1 member frequency:

Index frequency maxWidth power
3 47800000 6.4M 11.0
spectrum group 1 application info:

cmts upstream channels

RelatedOperations

Tablell-19 RelatedOperationdor Creatingand Enablinghe SpectrumGroup
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Operation Command Remarks
Deletethe spectrumgroup no cable spectrum -group group -id
Disablethe spectrumgroup cable spectrum -group group -id disable

11.3.3.2Frequencyhop Policyfor SpectrumGroup

Context

U Thespectrumgrouppolicyindudes:frequency] width | modulation| freg-width.

U0 Whenconfiguringthe frequencyhop policy,the frequencyhop checkshallbe disabled.Forconditions

for triggeringthe frequencyhop checkrefer to the sectiond / NJuhd&rblinghe SpectrumD N2 dzLJE &

U Thedefaultspectrumgroupisd Y2 Rdzf | G A2y ¢ @

Procedure

Step1 Configurethe spectrumgrouppolicyby usingthe commanddcable spectrum - group

policy ¢ @

Step2 +ASg GKS aLISOGNYzY 3INER dzLlshhizchbleGpectrone  dzgrduy 3

group -id ¢ @

Example

Setthe policy for enablingthe spectrum groupl aswidth.
BT(config)# cable spectrum - group 1 policy width

BT(config)# show cable spectrum -group 1 spectrum

1 config:

administration status: enable

hop method: snr

hop minimum interval: 600s

channel snr threshold(1,2): 20.0dB,15.0dB
channel fec correctable threshold(1,2): 0%,0%
channel fec uncorrectable threshold(1,2): 0%,0%
channel range -loss threshold: 20

hop policy: width

hop limit: unlimited

spectrum group 1 member frequency:

Index frequency maxWidth power
spectrum group 1 application info:
cmts upstream channels

RelatedOperations
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Tablel1-20 RelatedOperationsof SpectrumPolicy

Operation Command Remarks

Restorethe defaultspectrumgroup | no cable spectrum -group group -id

policy policy

11.3.3.3Frequencyhop Mode of SpectrumGroup

Context
U Thespectrumgroupmode:snr.
U  Currentlythe frequencyhop modeonly supportsSNR.

U0  When configuring the spectrum group mode, the frequehop check shall be disabled. Fanditions
for triggeringthe frequencyhop check referto the sectiond / NJahd&rablethe SpectrunD NB dzLJ¢ &

U  Thedefaultfrequencyhopmodeissnr.

Procedure

Step 1 Configurethe spectrumgrouppolicyby usingthe commandécable  spectrum - group
method ¢ @

Step2 Viewthe spectrummodebyusingli KS O 2 $how \cdble & spectrum - group group -
id ¢ &

Example

Setthe spectrummodeasSNR.
BT(config)# cable spectrum -group 1 method snr

BT(config)# show running -config verbose | include method snr
cable spectrum - group 1 method snr BT(config)#
show cable spectrum -group 1 spectrum group 1
config:

administration status: enable

hop method: snr

hop minimum interval: 600s

channel snr  threshold(1,2): 20.0dB,15.0dB
channel fec correctable threshold(1,2): 12%,20%

channel fec uncorrectable threshold(1,2): 15%,20%
channel range -loss threshold: 20

hop policy: modulation

hop limit: 100

spectrum group 1 member frequency:

Index freq uency maxWidth power
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spectrum group 1 application info:

cmts upstream channels

RelatedOperations

Tablel1-21 RelatedOperationsof SpectrumMode

Operation Command Remarks

Restorethe defaultspectrummode. | no cable spectrum -group group -id

policy

11.3.3.4Frequencyhop Thresholdof SpectrumGroup

Context

ThespectrumgroupthresholdincludesSNRhresholdand FEGhreshold.

The parameters of upstream channel quality include: SNR, correctable FEGcan@ctable FEC. FEC
thresholdparameteris allowedto be setas0, i.e., this parameteris not takeninto account,but just take
SNR athe thresholdparameter.

Thechannelguality deteriorationthresholdcanbe determinedif the followingtwo conditionsare satisfied

simultaneously:

i SNR<=SNRhreshold.

0 ThecorrectableFECkcorrectablethreshold,or the uncorrectableCodeWordkuncorrectablethreshold.
Thechannelquality recoverythresholdcanbe determinedif anyof the followingtwo conditionsis satisfied:
i SNR>SNfRreshold.

U Whenthresholdis not 0: ThecorrectableFEG correctablethreshold; Whenthresholdis O: Ignorethis
condition.

U  When threshold is not 0: The uncorrectable FEC < uncorrectable threshold; When threshidhise:
this condition.

Procedure

Step 1 Configurethe frequencyhop thresholdby usingthe commanddcable spectrum - group
threshold ¢ @

Step 2 Viewthe spectrummodeby usingthe commandéshow cable spectrum - group group -
id & &

Example

Setthe SNRhreshold of spectrumgroup1 as25.119.1.
BT(config)# cable spectrum -group 1 method snr
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BT(config)# cable spectrum -group 1 threshold snr 25.1 19.1
BT(config)# cable spectrum -group 1 threshold fec correct 0 O
BT(config)# cable spectrum -group 1 threshold fec uncorrect 0 O
BT(config)# show running -config verbose | include method snr
cable spectrum - group 1 method snr BT(config)#

show cable spectrum -group 1 spectrum group 1

config:

administration status: enable

hop method: snr

hop minimum interval: 600s

channel snr threshold(1,2): 25.1dB,19.1dB

channel fec correctable threshold(1,2): 0%,0%

channel fec uncorrectable threshold(1,2): 0%,0%

channel range -loss threshold: 20

hop policy: modulation

hop limit: 100

spectrum group 1 member frequency:

Index frequency maxWidth power
spectrum group 1 application info:
cmts upstream channels

RelatedOperations

Tablel1-22 RelatedOperationsof SpectrumThreshold

Operation Command Remarks

Restorethe default SNRhresholdof no cable spectrum -group group -id

spectrumgroup threshold snr

Restorethe default FEGhresholdof no cable spectrum -group group -id
spectrumgroup threshold  fec (correct [

uncorrect)

11.3.4 ChannelbasedSpectrumConfiguration

Context

To apply the spectrum function on CMTS device, it needs to apply the spectrum group on the channel. One
channelcanapplyexclusivelyone spectrumgroup. Thefollowing spectrumparameterscanbe configuredon
the channel:

i  Configurethe limit numberof frequencyhop eachchannelin the spectrumgroup;
Ui  Configurethe standbymodulationmodeon the channel;
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ocBainneISTRe/inteival parametd tGadzey O &

K 2 LJi

configured. When the conditions for frequency hop are satisfied, but the minimum interval is not satisfied,

the frequencyhop eventwill not be triggereduntil the minimumintervalreaches Appropriateconfiguration

of the minimum interval for frequency hop can effectively improve the responsiveness of channel

parametersfor fastimplementation offrequency hop.

Procedure

Step1 Configurehe limit numberof upstreamchannelfrequencyhop by usingthe commanddcable

spectrum -group limit € @

Step 2 Configurehe upstreamchannelmodulationmodeby usingthe commanddcable  upstream

spectrum -group profile € @

Step 3 Applythe spectrumgroupto the upstreamchannelby usingthe commanddcable  upstream

spectrum -group € @

Step 4 Displaythe spectrumconfigurationsof specialupstreamchannelby usingthe commanddshow

cable upstream spectrum -group € @

Example

Setthe number of channelfrequencyhop as100;then setthe channelmodulation modeas ATDM&QAM16

QPSKandapplythe spectrumgroup1 to the upstream channel 1n the end.

BT(config)# cable spectrum -group 1 limit 100
BT(config)# interface cmts 1
BT(config -if -cmts-1)# cable upstream 1 spectrum

BT(config -if -cmts-1)# cable upstream 1 spectrum

- group profile atdma gaml16gpsk
-groupl BT(config -

if -cmts -1)# show cable upstream 1 spectrum - group channel's  spectrum

group configuration:

spectrum group id: 1
spectrum group backup profile - type:qam64 qpsk

channel's  spectrum group status information:

current center frequency: 10000000 Hz

current  width:  3.2MHz

current modulation: gam256

current receive power: 10.0 dBmV

current  channel snr: -

current channel correctable code rate: -
current channel uncorrectable code rate: -

current  channel range -loss: 0 %

11-197



BLONDER TONGUE Chapter 11 RF Channel Management

current channel good count: 0
current channel bad count: 0

total  hop count: O

current  used member frequency:
last hop time: ---

last recovery hop time: ---

RelatedOperations

Tablel1-23 RelatedOperationsof AutomaticFrequencyHoppingBasedbn Channel

Operation Command Remarks

Setnot to limit the numberof channel | cable spectrum - group group -id

frequencyhop limit  unlimited

Restore thedefault total number of no cable spectrum -group group -id

spectrum(notto limit the numberof limit

channelfrequencyhop)

Deletethe backupspectrum no cable upstream channel -id
modulationmode spectrum - group profile
Deletethe channelspectrumgroup no cable upstream channel -id

spectrum - group

Clearthe channelspectrumgroup clear cable spectrum - group

applicationon all channels group -id apply

11.4 RCQOemplateConfiguration

When a CM goes online, it sends its-idpo the CMTS tindicate its receiving capability. The RCC template
automatically compares its reipl with that sent by the CM when the CM goes online. If the tweidspare
consistentthe CMTSnitializesthe CMby usingthe receivemoduleandreceivechannelinformation configured

in the template.If the two rcp-idsareinconsistentthe CMTSusesthe built-in RCGemplateto initializethe CM.
TheRCConfigurationincludesthe receivemoduleandreceivechannel:

i Receive module: It specifies the numberefeive modules available to the CM, start frequency, end

frequency,andassociatedeceivemodules.A singletemplate supportsat most 6 receivemodules.

U Receive channel: It specifies the number of channels on each receive ncodwsponding to the CM,

andrelatedfrequenciesAnRCC template supporéd most10receivechannels.

11.4.1 RCAemplateConfigurationExample

TheCMTSsconnectedo CMsprovidedby different vendors With the RCGemplate, different CMscango
onlineon different channels.

DataPlanning

Thefollowingtable providesdataplanningfor the RCGemplate configurationexample.
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The CMTS is connected to CMs provided by different vendors. Tie fimpone CM type is 00 10 00 00 08,
andthe rcp-id for another CMtype is00 200000 08. TheCMsof the first type mustgoonline on channell,
andthe CMsof the secondype mustgoonline on channe®.

Tablel1-24 Dataplanningfor the RCGemplateconfigurationexample

Item Data
CM1rcp-id 0010000008
CM2 rep-id 0020000008
Receivingnodule 1 correspondingo CM1 Channell frequency: 440000000
Receivingnodule 1 correspondingo CM2 Channell frequency: 512000000
CM1 CorrespondindReceivingChannell Centralfrequency: 440000000¢connectreceivingmodulel
CM2 CorrespondindReceivingChannell Centralfrequency: 512000000¢onnectreceivingmodulel

Backgroundnformation

U Networkdevicesandlinesare both normal.

ConfigurationFlow

Thefollowingfigure showsthe RCGemplate configurationflow.

( Start )
v

Create an RCC template.

v

Configurethe rcp-id.
|
v

Configurethe receivemodule.
|

v

Configurethe receivechannel.

Save the Configuration.

Y

C - )

Figurel1-4 Flowchartfor Configuratiorthe Parameterof RCGemplate

OperationProcedures
RCGemplate configurationfor the first type of CM:

Step1l CreateanRCGemplate.
BT(config)# cable rcc -template 1
Step2 Configurethe rcp-id in the RCGemplate.
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BT(config -rcc - templatel)# rcp-id 00 10 00 00 08

Step 3 Configurethe receivemodulein the RCGemplate.
BT(config -rcc -templatel)# receive - module 1 first - channel - center -
frequency 440000000

Step 4 Configurethe receivechannelin the RCGemplate.
BT(config -rcc -templatel)# receive - channel 1 center - frequency
440000000 connected -receive -module 1
BT(config -rcc - templatel)# exit

RCG@emplate configurationfor the secondtype of CM:

Step1l CreateanRCQGemplate.
BT(config)# cable rcc -template 2
Step 2 Configurethe rcp-id in the RCGemplate.
BT(config -rcc - template2)# rcp -id 00 20 00 00 08
Step 3 Configurethe receivemodulein the RCGemplate.
BT(config -rcc - template2)# receive - module 2 first - channel - center -
frequency 512000000
Step 4 Configurethe receivechannelin the RCGemplate.
BT(config -rcc - template2)# receive - channel 2 center - frequency
512000000 connected - receive -module 2
Step 5 Savehe configuration.
BT(config -rcc -template2)#  end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] y
Building configuration.....

Configuration saved successfully.

OperationalResult

After configurationis completed,the CMTSs connectedto CMsprovidedby different vendors,and CMsof

different vendorsgoonline on differentchannels.

11.4.2 ConfigureRCQeceivechannelparameters

Context

Theconfigurationof RCCQeceivingparametersncludesreceivingchannelindex,receivingchannelcenter
frequency receivingmoduleindex andwhether ornot the mainchannel.

Procedure
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Stepl ! &S récki® dchannel channel -id center -frequency frequency
connected -receive -module connect -module -id [ pr i ma rcogmmandto
configureRCQeceivechannel parameters.

Step2 Usethe fi s h ormnning -c o n f i gpmmando seethe RCCQeceivechannelparameters.

Example

$Configuringeceivechannelparameters.

BT(config -rcc - templatel)# receive -channel 1 center -frequency 560000000
connected -receive -module 1 primary

BT(config -rcc - templatel)# show running - config

rcp -id Ox00 0x00 0x00 0x00 0x00

receive -module 1 channel -center -frequency 560000000 connected -receive -module 1

RelatedOperations

Tablell-4 RelatedOperationgor ReceivingChanneParameters

Operation Command Remarks

Deletereceivechannel no receive -channel channel -id

11.4.3 ConfiguringRCQeceivermodule

Context

Theconfigurationof RCCGeceivingmoduleincludesthe indexof receivingmodule,the centralfrequencyof
the first channel of receiving module, the index signal of receiving channel, whether it is configured as the

mainchannel etc.

Procedure

Step1 configureshe RCQeceivingmoduleusingthe creceive - module module -id first -
channel -center -frequency frequency [connected - receive - module
connect - module -id ] écommand.

Step 2 usesthe ésshow running -c o n f icgmimandto view theRCGeceiving module.

Example

Configurereceivemodule.

BT(config -rcc - templatel)# receive - module 1 first - channel - center - frequency
440000000

BT(config -rcc -templatel)#  show running - config

receive -module 1 first -channel -center -frequency 440000000
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RelatedOperations

Tablel1-5 RelatedOperationgor ConfigureReceiveModule

Operation Command Remarks

no receive -channel

Deletereceivechannel

11.5 Modulation TemplateManagement

CMwill selectthe correspondingnodulationtemplatefor different servicesCMsendsdifferent typesof

datato the upstream.Thesystemsupports18 default modulationtemplates.
Addedsystemsupportedmodulationtemplates(tabularform)

When the default modulation template can not meet the actdaployment of customers, we can meet
businessieedsby customizinghe modulationtemplate (adjustingDOCSISignaldebuggingparameters).
The system supports 36 customized modulation templates. DOCSIS's modulation parameters are very

professionahndneedto haveprofessionaktaffing.Otherwise it mayhaveanimpacton the business.

11.5.1 Exampleof Createand Referto ATDMAModulation Template

Networking Diagram
Throughthis example an ATDMAmModemodulationtemplate canbe createdandreferencedby the
upstreamchannel. Theequirementsare asfollows:

DataPlanning

In this example the indexID of the extendedmodulationtemplateis 20, the channeimodeis ATDMAand

the modulation mode iQAM64, whictenablesFEC t@orrecterrors.
The upstream channel UCD type is 29.
EachlUCdataplanis shownbelow.

Tablel1-6 DataPlanningor Configuratiorof ATDMAQAM64ModulationTemplate

IuC Request Initial Station Adv Adv Adv
Iltem Short Long UGS
fecT 0 5 5 12 16 8
feck 16 34 34 75 223 76
Maximummini-slotin
1 0 6 11 0 0
burst
Suddenntervals 8 48 48 8 8 8
modulationmode QPSK QPSK QPSK QAM64 QAM64 QAM16
Scramblingwitch Enable Enable Enable Enable Enable Enable
Scramblingrolynomial
338 338 338 338 338 338
factor
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IUcC Request Initial Station Adv Adv Adv
Item Short Long UGS
DifferentialCoding
Shut Shut Shut Shut Shut Shut
Switch
preamblesize 56 384 384 68 76 76
Whether the FEC
codewordistruncated Fixed Fixed Fixed Shortened | Shortened| Shortened
atlast
Preambletype QPSK1 QPSK1 QPSK1 QPSK1 QPSK1 QPSK1
RSCodingnterleaving
1 1 1 1 0 1
Depth
R<odedinterleaving
) 1536 1536 1536 1536 1536 1536
blocksize

Prerequisite

i CMTSndCMterminalsareproperlyconfigured

Configurationflowchart

Theproceswf configuringamodulationtemplatethat createsandreferencesATDMAmModeisillustrated

below.
( Start )
Create each IUC according to
data planning
Configurethe upstreamchannel
referencemodglatlontemplate
Save configuration
Y
( End )
Figurell-5 Flowchartffor CreateATDMAModulationTemplateandReferencet
Procedure
Step 1 createeachlUCconfigurationin the modulationtemplate.
BT(config)# cable modulation - profile 20 request gpsk 016 1 8
scrambler 338 no-diff 56 fixed qgpskl 1 1536
BT(config)# cable modulation - profile 20 initial 5 34 0 48
gpsk scrambler 338 no-diff 384 fixed qpskl 1 1536
BT(config)# cable modulation - profile 20 station 5 34 6 48

gpsk scrambler 338 no-diff 384 fixed qgpskl 1 1536
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Result

11.6

BT(config)# cable modulation - profile 20 a-short 12 75 11 8
gam64 scrambler 338 no-diff 68 shortened gpskl 1 1536
BT(config)# cable modulation - profile 20 a-long 16 223 0 8
gam64 scrambler 338 no-diff 76 shortened gpskl 0O 1536
BT(config)# cable modulation - profile 20 a-ugs 8 76 0 8 gaml6
scrambler 338 no-diff 76 shortened qgpskl 1 1536
Step2 Enterthe CMTS/iewandconfigurethe upstreamchannel2 referenceto the extendedtemplate.
BT(config -if -cmts-1)# cable upstream 2 frequency 15400000 channel -
width  3.2M modulation - profile 20 channel - mode v2.0
Step 3 Saveconfiguration.
BT(config)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] vy
Building configuration.....

Configuration saved successfully.

After configurationis completed, CMTSJlevicecancreatea modulationtemplate of ATDMAmodeandlet

the upstreamchannelreference.

ConfigureBasicParametersof OFDMDownstreamChannel

Thebasicparametersof the downstreamOFDMchannelincludethe following. Differentparametersare

configuredwith different functions.Fordetails,pleaserefer to the specificconfigurationsectionof each

parameter:

i  IDof downstreamchannel

0  Downstreanstart andendfrequency
0  Frequencyoint of downstreamPLC
i NCPmodulationmode

0  Cycleprefixlength

i  Rolloff interval

0  Timedomaininterleavingdepth

0  Transmissiotevel

i  Managementtatus
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U  Excludedandwidth

U Profileconfiguration

0  Subcarriespacingf downstreamchannel

0  Frequencyoint 0 of downstreamchannelsubcarrier

i  Downstreammainchannelcapacity

11.6.1 ConfigureOFDMDownstreamChannelState

Context
U  Therangeof the OFDMdownstreamchannellDis 193-193.
i  Bydefault,the OFDMdownstreamchannelisdisabled.

0  After CMTSsonlinefor the first time, it requiresmanuallyenablingthe OFDMdownstreamchannelto

be used, andsave itasthe startupconfiguration.

i  TheCMTSlevicesupportshatchchangethe OFDMdownstreamchannelsstate.

Procedure

Step 1 Disablehe OFDMdownstreamchannelsy usingthe commanddcable  ofdm - downstream
shutdown ¢ 2NJ Syl 6fS (KS hC5a R2gyaiNBdcableOKI yy St a
ofdm - downstream shutdown ¢ ®

Step2 Viewthe channelstate of the deviceby usingthe commanddéshow cable ofdm - downstream

config € @

Example

Enablethe first OFDMdownstreamchannelof CMTS:
BT(config -if -cmts-1)# no cable ofdm -downstream 193 shutdown

BT(config -if -cmts-1)# show cable ofdm - downstream 193 config Channel
ID : 193
Admin Status : enable
Lower Edge Frequency(Hz) : 660000000
Upper Edge Frequency(Hz) : 684000000
PLC Frequency(Hz) : 666000000
Subcarrier Zero Frequency(Hz) : 650000000
Subcarrier Spacing Type : 50k
Cyclic  Prefix . 256tsu
Rolloff Period . B4tsu
Time Interleave Depth . 16

Ncp Modulation  Type . gaml6
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Output power(dBmV) : 20.0
Profile List : 0-1
Is primary channel : Yes

RelatedOperations

N/A

11.6.2 ConfigureLowerFrequencyand UpperFrequencyof OFDMDownstream

Channel

Context
Ui  Therangeof the lower frequencyandupperfrequencyis258MHz- 1218MHz.
U Thebandwidthof the channelis22MHz- 190MHz
U  Thelowerfrequencyandupperfrequencymustbe a multiple of the carrierinterval.

Ui  Thelowerfrequencymustbe greaterthan subcarrierzerofrequency+6.4MHz.

Procedure

Step1 Disablehe OFDMdownstreamchanneldy usingthe commandécable ofdm - downstream
shutdown ¢ @

Step 2 Configurethe lower frequencyandupperfrequencyOFDMdownstreamchannelsby usingthe
commandocable ofdm - downstream lower -frequency  upper - frequency ¢ ®

Step 3 Viewthe lowerfrequencyandupperfrequencyby usingthe commandéshow cable ofdm -

downstream config € &

Example

Configurethe lower frequencyas66200000(Hzand upper frequencyas69000000Hz:
BT(config -if -cmts-1)# cable ofdm-downstream 193 shutdown

BT(config -if -cmts-1)# cable ofdm-downstream 193 lower - frequency 662000000
upper - frequency 690000000

BT(config -if -cmts-1)# show cable ofdm- downstream 193 config

Channel 1D : 193
Admin Status : disable
Lower Edge Frequency(Hz) : 662000000
Upper Edge Frequency(Hz) : 690000000
PLC Frequency(Hz) : 666000000
Subcarrier Zero Frequency(Hz) : 650000000
Subcarrier Spacing Type . 50k
Cyclic  Prefix 1 256tsu
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Rolloff Period . 64tsu
Time Interleave Depth : 16
Ncp Modulation  Type : gaml6
Output power(dBmV) : 20.0
Profile List 0

Is primary channel : Yes

RelatedOperations

N/A

11.6.3 ConfigureNCPModulation of OFDMDownstreamChannel

Context

U Therangeof the NCRNextCodewordPointer)modulationis QPSKQAM16and QAM64.

Procedure

Step1 Configurehe NCPmodulationof OFDMdownstreamchannelsy usingthe commanddcable
ofdm - downstream ncp- modulation ¢ @

Step2 Viewthe NCPmodulationby usingthe commanddshow running - config verbose ¢ ®

Example

Configurethe NCPmodulation of OFDMdownstreamchannelsas QAM64:
BT(config -if -cmts-1)# cable ofdm-downstream 193 ncp- modulation gaml6

BT(config -if -cmts-1)# show cable ofdm-downstream 193 config

Channel 1D : 193
Admin Status : enable
Lower Edge Frequency(Hz) : 198000000
Upper Edge Frequency(Hz) : 258000000
PLC Frequency(Hz) : 214000000
Subcarrier Zero Frequency(Hz) : 191600000
Subcarrier Spacing Type : 50k

Cyclic  Prefix : 512tsd
Rolloff Period : 128tsd
Time Interleave Depth : 16

Ncp Modulation  Type : gaml16
Output power(dBmV) : 45.0
Profile List

Is primary channel . Yes

RelatedOperations
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N/A

11.6.4 ConfigureCyclicPrefixand Rolloff Periodof OFDMDownstreamChannel

Context

U Ifitisnot configured for the defaultcyclicprefixas512tsd.Therangeasfollows:
192tsd
256tsd
512tsd
768tsd
1024tsd

U Ifitisnot configured,for the defaultrolloff periodas128tsd.Therangeasfollows:
Otsd
64tsd
128tsd
192tsd
256tsd

U  Thevalueof rolloff period mustbe lessthan halfthe cyclicprefix.

Procedure

Step 1 Disablehe OFDMdownstreamchanneldy usingthe commandécable  ofdm - downstream
shutdown ¢ @

Step 2 Configurethe cyclicprefixandrolloff period of OFDMdownstreamchanneby usingthe command
ocable ofdm- downstream cyclic - prefix  rolloff - period ¢ @

Step 3 Viewthe configuredthe cyclicprefixandrolloff period by usingthe commandsshow cable

ofdm - downstream config ¢ @

Example

Configurethe the cyclicprefix as 192tsdandrolloff period as64tsd:
BT(config -if -cmts-1)# cable ofdm-downstream 193 shutdown

BT(config -if -cmts-1)# cable ofdm -downstream 193 cyclic - prefix 192tsd rolloff - period
64tsd

BT(config -if -cmts-1)# show cable ofdm-downstream 193 config

Channel 1D : 193

Admin Status : disable
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Lower Edge Frequency(Hz) 1662000000  Upper
Edge Frequency(Hz) : 690000000 PLC
Frequency(Hz) : 668000000
Subcarrier Zero Frequency(Hz) : 652000000
Subcarrier Spacing Type : 25k

Cyclic  Prefix : 192tsd
Rolloff Period © 64tsd
Time Interleave Depth : 16

Ncp Modulation  Type : gaml6
Output power(dBmV) : 20.0
Profile List 0

Is primary channel : Yes

RelatedOperations

N/A

11.6.5 ConfigureTimelnterleaveof OFDMDownstreamChannel

Context
U  Timeinterleaveisamethodto transformthe sequenceof data.
U  Whenthe carrieris 25KHzthe rangeof time interleaveis 1-16.

U  Whenthe carrieris50KHzthe rangeof time interleaveis 1-32.

Procedure

Step 1 Disablehe OFDMdownstreamchanneldy usingthe commandécable  ofdm - downstream
shutdown ¢ @
Step 2 Configurethe time interleaveof the OFDMdownstreamchannelby usingthe commanddcable
ofdm - downstream time -interleave € ®
Step3 +ASs (KS OKIFyySt | yySE 27 sho&GbleoRigr 0SS o6& dzaAy3

downstream config € &

Example

Configurethe time interleave of the OFDMdownstreamchannelas10:
BT(config -if -cmts-1)# cable ofdm -downstream 193 shutdown BT(config -if -
cmts - 1)# cable ofdm - downstream 193 time - interleave 10 BT(config -if -cmts - 1)#

show cable ofdm-downstream 193 config

Channel ID : 193
Admin Status . disable
Lower Edge Frequency(Hz) : 662000000
Upper Edge Frequency(Hz) : 690000000
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PLC Frequency(Hz) : 668000000
Subcarrier Zero Frequency(Hz) : 652000000
Subcarrier Spacing Type : 25k

Cyclic  Prefix : 96tsu
Rolloff Period : 32tsu
Time Interleave Depth ;10
Ncp Modulation  Type . gaml6
Output power(dBmV) . 20.0
Profile List . 0

Is primary channel . Yes

RelatedOperations

N/A

11.6.6 ConfigurePLO~requencyof OFDMDownstreamChannel

Context

0  Therangeof PLC(PHYLink Channel)frequencymust be within the range of the channel'seffective

spectral.

U  Thestartfrequencyof the PLGnustbe anintegermultiple of IMHz

Procedure

Step 1 Disablehe OFDMdownstreamchannelsy usingthe commanddcable  ofdm - downstream
shutdown ¢ @

Step 2 Configurethe PLGrequencyof the OFDMdownstreamchannelby usingthe commandocable
ofdm - downstream plc - frequency € @

Step 3 Viewthe PLGrequencyby usingthe commanddshow cable ofdm - downstream config € &

Example

Configurethe PLOrequencyof the OFDMdownstreamchannelas66800000Hz:
BT(config -if -cmts-1)# cableofdm -downstream 193 shutdown BT(config -if -cmts- 1)#
cable ofdm - downstream 193  plc - frequency 668000000  BT(config -if -cmts-1)# show

cable ofdm- downstream 193 config

Channel ID : 193
Admin Status . disable
Lower Edge Frequency(Hz) : 662000000
Upper Edge Frequency(Hz) ;690000000
PLC Frequency(Hz) ;668000000
Subcarrier Zero Frequency(Hz) . 652000000
Subcarrier Spacing Type . 25k
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Cyclic  Prefix : 96tsu
Rolloff Period : 32tsu
Time Interleave Depth : 10
Ncp Modulation  Type : gaml16
Output power(dBmV) : 20.0
Profile List 0

Is primary channel . Yes

RelatedOperations

N/A

11.6.7 ConfigureSendingPowerLevelof OFDMDownstreamChannel

Context

U Thetransmissiorlevelsupportrangeis 17-60 dBmv.

Procedure

Step1 Disablehe OFDMdownstreamchanneldy usingthe commandécable ofdm - downstream
shutdown ¢ @

Step2 Configurehe downstreamsendingpower levelof CMTS3leviceby usingthe commanddcable
ofdm - downstream power - level ¢ ®

Step3 Viewthe sendingoowerlevelof the devicebyusingthe O 2 Y Y I sfidwv a@ble ofdm -
downstream config & &

Example

Configurethe power level of OFDMdownstreamchannel193as25dBmV:
BT(config -if -cmts-1)# cable ofdm -downstream 193 shutdown BT(config -if -

cmts - 1)# cable ofdm - downstream 193 power -level 25 BT(config -if -cmts - 1)#
show cable ofdm - downstream 193 config Channel ID ;193
Admin Status : disable

Lower Edge Frequency(Hz) : 662000000

Upper Edge Frequency(Hz) : 690000000

PLC Frequency(Hz) : 668000000

Subcarrier Zero Frequency(Hz) : 652000000

Subcarrier Spacing Type . 25k

Cyclic  Prefix : 96tsu

Rolloff Period : 32tsu

Time Interleave Depth . 10

Ncp Modulation  Type : gaml16

Output power(dBmV) : 25.0
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Profile List 0
Is primary channel : Yes
RelatedOperations

N/A

11.6.8 ConfigureExclusiorBandof OFDMDownstreamChannel

Context

0  OFDMdownstreamchannelallowsthe partial spectrumbandwidthto be setto exclude Thatis,to allow
a part of the OFDM channel spectrum to be reserved for offegvices, to avoid interference with the

spectrum.
U  Thestartfrequencyandthe endfrequencymustbe anintegermultiple of the subcarrierspacing.

0  Thestartfrequencyandthe endfrequencymustbewithin the OFDMchannelspectrum(lowerFreg+1M,
upperFreglM).

U  Thestartfrequencyislessthanthe endfrequency.

U Atleastonecontinuous22Mwide continuousmodulationbandwidth.

U Theminimumcontinuousmodulationbandwidthis 2M.

i  Excludedandisat least1M, andthe granularityisanintegermultiple of the subcarriemwidth.
i  ThePLdrequency(6MHz)spectrumbandwidthcannot includethe excludedbandwidth.

U  Differentexcludedbandwidthcannot overlap.

Procedure

Step 1 Disablehe OFDMdownstreamchannelsy usingthe commanddcable  ofdm - downstream
shutdown ¢ @

Step 2 Configurethe exclusiorbandof OFDMdownstreamchanneldoy usingthe commanddofdm -
downstream exclude -bandé¢ @

Step 3 Viewthe configurationsof the deviceby usingthe commanddéshow cable ofdm -

downstream exclusion -bandé¢ @

Example

Configurethe exclusionband of OFDMdownstreamchannel 193as25dBmV:
BT(config -if -cmts-1)# cable ofdm-downstream 193 shutdown

BT(config -if -cmts-1)# cable ofdm-downstream 193 exclusion -band 662000000

664000000
BT(config -if -cmts-1)# show cable ofdm-downstream 193 exclusion - band
Channel 1D : 193
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Start  Frequency(Hz) : 662000000
End Frequency (Hz) : 664000000
RelatedOperations

N/A

11.6.9 ConfigureProfile Defalt Modulation of OFDMDownstreamChannel

Context
i EachOFDMdownstreamchannelsupportsseverabrofilesfor datatransmission.
U Therangeof profile IDis0-15,that isProfile A, ProfileBl- ProfileP.ProfileAisageneralprofile

U Bydefault,onlyProfileAconfigurationexistson the channel whichsupportsdynamiccreationof Profile
B-P,andProfile A does nosupportdeletion

U Defaultmodulationmodeof ProfileA1024qam

Procedure

Step1 Configurethe profile defaultmodulationof the OFDMdownstreamchannelsby usingthe command
ocable ofdm - dowstream profile default - modulation € @

Step2 Viewthe configurationsof the deviceby usingthe O 2 Y Y I sfidv aable ofdm -
downstream profile € @

Example

$ Setthe modulation profile 0 of OFDMdownstreamchannel193asqam64:
BT(config -if -cmts-1)# cable ofdm -downstream 193 profile O default - modulation gam64

BT(config -if -cmts-1)# show cable ofdm-downstream 193 profile 0

Channel D : 193
Profile ID 0
Default  Modulation  Type : gam64

RelatedOperations

N/A

11.6.10 ConfigureModulation Mode by FrequencyRangeof OFDMDownstream

Channel

Context
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U  Eachprofile supportsspecifyinghe modulationmodeaccordingo the frequency.

U Boththe startfrequencyandthe endfrequencyarewithin the normalspectralrangeof the channeland
mustbe an integemultiple of the subcarriertype.

U  Thestartfrequencyneedsto belessthanthe endfrequency.

0 Theinput start frequencyand end frequencymust be within the OFDMchannelspectrum(subcarrie®
frequency+ 7.4MHz, subcarried frequency+ 197.4MHz).

Procedure

Step 1 Configurethe modulationmodeby frequencyrangeby usingthe commandécable  ofdm -
downstream  profile subcarrie NE @
Step2 Viewthe configurationsof the deviceby usingthe O 2 Y Y | sfidv aable ofdm -

downstream profile € @

Example
Configurethe modulation mode asgam512by frequency210000006220000000:
BT(config -if -cmts-1)# cableofdm - downstream 193 profile O subcarrier
210000000 220000000 gam512

BT(config -if -cmts-1)# show cable ofdm-downstream 193 profile 0

Channel ID : 193
Profile ID 0
Default  Modulation  Type : qam256
Start  Subcarrier Frequency(Hz) : 210000000
End Subcarrier Frequency(Hz) : 220000000
Modulation  Type : gamb512

RelatedOperations

N/A

11.6.11 ConfigureSubcarrieiZeroFrequencyof OFDMDownstreamChannel

Context
Ui Therangeof subcarrierzerofrequencyis 2581218MHz.

U  Boththe startfrequencyandthe endfrequencyarewithin the normalspectralrangeof the channeland

mustbe an integemultiple of the subcarrieitype.

U  Thefrequencyof subcarriel0 islessthan or equalto the startingfrequencyof -6.4MHz.

Procedure
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Step1 Disablehe OFDMdownstreamchanneldy usingthe commandécable ofdm - downstream
shutdown ¢ @

Step 2 Configurethe subcarrierzerofrequencyof the channelby usingthe commandécable  ofdm -
downstream subcarrier - zero - frequency € @

Step 3 Viewthe configurationsof the deviceby usingthe O 2 Y Y | sfidv aable ofdm -
downstream config € &

Example

Configurethe subcarrierzerofrequencyof OFDMdownstreamchannel193as652000000Hz:
BT(config -if -cmts-1)# cable ofdm-downstream 193 shutdown

BT(config -if -cmts-1)# cableofdm - downstream 193 subcarrier - zero - frequency
652000000

BT(config -if -cmts-1)# show cable ofdm-downstream 193 config
Channel ID : 193

Admin Status : disable

Lower Edge Frequency(Hz) : 662000000

Upper Edge Frequency(Hz) : 690000000

PLC Frequency(Hz) : 668000000

Subcarrier Zero Frequency(Hz) : 652000000

Subcarrier Spacing Type : 25k

Cyclic  Prefix . 256tsu

Rolloff Period : G4tsu

Time Interleave Depth : 16

Ncp Modulation  Type : qaml6

Output power(dBmV) : 20.0

Profile List 0

Is primary channel : Yes

RelatedOperations

N/A

11.6.12 ConfigureSubcarrierSpacingpf OFDMDownstreamChannel

Context
U  Carrierspacingsupports25KHz an&0KHz.

U Thedefaultis50KHz.

Procedure

Step1 Disablehe OFDMdownstreamchanneldy usingthe commandécable ofdm - downstream

shutdown ¢ @
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Step2 / 2y FTAIdzNE G(GKS &dzo0 OF NNASNI aLJ OkapEofdnt - i KS OKI yy
downstream subcarrier -spacing € @

Step 3 Viewthe configurationsof the deviceby usingthe O 2 Y Y | sfidv aable ofdm -
downstream config € &

Example

Configurethe subcarrierspacingof OFDMdownstream channell93as25KHz:
BT(config -if -cmts-1)# cable ofdm -downstream 193 shutdown BT(config -if -cmts-1)#

cable ofdm - downstream 193 subcarrier - spacing 25k  BT(config -if -cmts - 1)# show

cable ofdm- downstream 193 config

Channel ID : 193
Admin Status : disable
Lower Edge Frequency(Hz) : 662000000
Upper Edge Frequency(Hz) : 690000000
PLC Frequency(Hz) : 668000000
Subcarrier Zero Frequency(Hz) : 652000000
Subcarrier Spacing Type . 25k
Cyclic  Prefix . 256tsu
Rolloff Period : G4tsu
Time Interleave Depth : 16

Ncp Modulation  Type : gqaml6
Output power(dBmV) : 20.0
Profile List 0

Is primary channel : Yes

RelatedOperations

N/A

11.6.13 ConfigureDownstreamOFDMMain ChannelCapability

Context

Whena downstreamchannelhasenabledthe mainchannel capabilityif meansthat CMcangoonlinefrom
the channel. In order to ensure the normal online of CM, it is necessary to ensure that at least one
downstreamchannelhasenabledthe mainchannelcapability.

Procedure

Step1 Enablethe downstream OFDMhannelto be configuredby using the commandno cable
ofdm - downstream shutdown ¢

Step 2
P Enabledhe mainchannelcapability byusingthe commandfi ¢ a b lofdm - downstream
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pri mar yo

Step 2
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Step 3 View information about the devic hysing the commandé s h o w ¢ a b | -elowastrehm

config €

Example

Enablethe main channelcapability of downstream OFDMchannel193:
BT(config -if -cmts-1)# no cable ofdm-downstream 193 shutdown

Power - level which is out range of 18.5 - 48.4 dBmv was truncated.
BT(config -if -cmts-1)# cable ofdm -downstream 193 primary BT(config -
if -cmts-1)# show cable ofdm - downstream 193 config Channel ID : 193
Admin Status : enable

Lower Edge Frequency(Hz) : 198000000

Upper Edge Frequency(Hz) : 258000000

PLC Frequency(Hz) : 214000000

Subcarrier Zero Frequency(Hz) : 191600000

Subcarrier Spacing Type : 50k

Cyclic  Prefix : 512tsd

Rolloff Period : 128tsd

Time Interleave Depth : 16

Ncp Modulation  Type : qaml6

OQutput power(dBmV) : 45.0

Profile List : 0-1

Is primary channel : Yes

RelatedOperations

N/A

11.7 Overviewof CMOFDMMulti -profile
11.7.1.10verviewof CMOFDMMulti-profile

Themulti profile function of DOCSIS.1 CMOFDMchannelenablesthe deviceto dynamicallyadjustthe profile
according to the downstream signal quality of CM side during operation, which is used to ensure the maximum

databandwidthunderthe premiseof proper transmissiormguality.
11.7.1.2Exampleof ConfigureCM OFDMMulti-profile

Throughthistask,the CMOFDMmulti profile function configurationof CMTSlJeviceisrealized.

DataPlanning
Thedataplanof CMOFDMmulti profile configurationinstanceis shownin the table below.

Tablel1.7-1 DataPlanningor CMOFDMMulti-profile
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Item Data
multi-profile managemenstatus Enable
Downgrademanagemenstatus Enable
protect-power 1.5
recommandage 600
unfit-age 1800
gamthreshold gam16:16dB,qam64:21dB,qam128:24dB,qam256:27dB,
gam512:30.5dBgam1024:341Bqam2048:31B,qam4096:41dB.
OFDMchannel 193
Profileof OFDMchannel 0123
DAT Aprofile-listof OFDMchannel 0-3

Prerequisite

N/A

Configurationflowchart

Theprocessof configuringCMOFDMmulti profile isasfollows:

( Start )
v

Configure OFDM multi
profile protocol parameters

ConfigureOFDMchannel
parameters

v

Viewprofile information of
CM

v

Saveconfiguration

:
( End )

11.7-1 Configure CM OFDHiulti profile flowchart

Procedure

Step1 ConfigureCMTSDFDMmulti profile protocol parameters:
BT(config -if -cmts-1)# cableofdm -downstream multi - profile enable
BT(config -if -cmts-1)# cable ofdm -downstream multi - profile

downgrade enable
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BT(config -if -cmts-1)# cable ofdm-downstream multi - profile  protect -
power 1.5
BT(config -if -cmts-1)# cable ofdm - downstream multi - profile

recommand- age 600

BT(config -if -cmts-1)# cableofdm - downstream multi - profile unfit -
age 1800
BT(config -if -cmts-1)# cableofdm - downstream multi - profile gam
threshold gaml6 16
BT(config -if -cmts-21)# show running - config verbose | include multi -
profile

cable ofdm - downstream multi - profile protect - power 1.5

cable ofdm - downstream multi - profile recommand - age 600

cable ofdm - downstream multi - profile unfit - age 1800

cable ofdm - downstream multi - profile downgrade enable

cable ofdm- downstream multi - profile enable

cable ofdm - downstream multi - profile gam - threshold gam16 16.0
cable ofdm - downstream multi - profile gam - threshold gam64 21.0
cable ofdm- downstream multi - profile gam - threshold gam128 24.0
cable ofdm - downstream multi - profile gam - threshold gam256 27.0
cable ofdm - downstream multi - profile gam - threshold gam512 30.5
cable ofdm - downstream multi - profile gam - threshold gqam1024 34.0
cable ofdm - downstream multi - profile gam - threshold gam2048 37.0

cable ofdm - downstream multi - profile gam- threshold gam4096 41.0
Topvision(config -if -comts - 1)#

Step2 ConfigureCMTSOFDMchannelparameters
Topvision(config -if -ccmts - 1)# cable ofdm-downstream 193 profile 0
default - modulation gaml6
Topvision(config -if -ccmts - 1)# cable ofdm- downstream 193 profile 1
default - modulation  gam64
Topvision(config -if -ccmts - 1)# cable ofdm- downstream 193 profile 2
default - modulation gam128
Topvision(config -if -ccmts - 1)# cable ofdm- downstream 193 profile 3

default - modulation gam256

Topvision(config -if -ccmts - 1)# cable ofdm- downstream 193 profile -
list 0-3

BT(config -if -cmts- 1)# no cable ofdm - downstream 193 shutdown
BT(config -if -cmts-1)# show running - config verbose | include ofdm -

downstream 193

cable ofdm-downstream 193 subcarrier -spacing 50k
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cable ofdm-downstream 193 subcarrier - zero -frequency 191600000
lower -frequency 198000000 upper -frequency 258000000 plc - frequency

214000000

cable ofdm - downstream 193 cyclic - prefix 512tsd rolloff - period
128tsd

cable ofdm - downstream 193 time - interleave 16

cable ofdm - downstream 193 ncp - modulation gam16
cable ofdm - downstream 193  power - level 45.0

cable ofdm-downstream 193 primary

cable ofdm - downstream 193 profile O default - modulation qam16
cable ofdm - downstream 193 profile 1 default - modulation gam64
cable ofdm - downstream 193 profile 2 default - modulation gam128
cable ofdm - downstream 193 profile 3 default - modulation gam256
cable ofdm-downstream 193 profile -list0 -3

no cable ofdm-downstream 193 shutdown
cable ofdm - downstream 193 prov - attr - mask 00000000
BT(config -if -cmts-1)#
Step 3 Viewprofile informationof CM:
BT(config -if -cmts-21)# show cable modem 0010.18de.ad01 prof - mgmt
downstream
MAC Address :0010.18de.ad01
IPv4 Address : 110.33.33.11
IPv6 Address : --
RxMer Exempt Percent : O
RxMer Margin gDB : 0

Automatic Prof Downgrade : Inactive

DCID : 193

Configured  Profile(s) : 0 -3

Profile(s) in REGRSRMP: 0-3
Profile(s) in DBC -REQ:0 -3
Current  profile 0

Percentages of ideal BL vs Curr Prof : N/A
Downgrade profile 0

Recommend profile : 1

Unfit  profile(s) : N/A
Recommend profile (Expired) : N/A

Unfit  profile(s) (Expired) : N/A
Number of SubCarrier : 4096

1st Active  SubCarrier : 148

# of Active SubCarrier : 3148
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Tx Timer : Oh:lm:14s ago
Rx Timer : Oh:1m:8s ago
OFDM Profile Failure Rx : 0
MER Poll Period (s) : 10
Recommend Timeout (s) : 600
Unfit Timeout (s) : 300
Average RxMer(dbmv) : 41.0
Source : OPT
Sub- Carrier RxMER
0x0000 0.0 0.0 0.0 00 0.0 0.0 0.0 00 00 0.0 0.0 00 0.0 0.0 00
0.0
0x0010 0.0 00 0.0 00 00 0.0 0.0 00 00 00 0.0 0.0 0.0 0.0 0.0
0.0
0x0020 0.0 0.0 0.0 00 00 0.0 0.0 00 00 00 0.0 0.0 0.0 0.0 0.0
0.0
0x0030 0.0 0.0 0.0 00 00 0.0 0.0 00 00 00 0.0 0.0 0.0 0.0 0.0
0.0
OxOFFO 0.0 0.0 0.0 00 00 0.0 0.0 00 00 00 00 0.0 0.0 0.0 0.0
0.0
Step 4 Savehe configuration:
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] vy
Building configuration.....
Configuration saved successfully.
BT#

Result

Accordingo the aboveconfiguration,after DOCSIS.1 CMgoesonline, it candynamicallyadjustthe

appropriateprofile accordingo the reaHtime RxMERalue.

11.8 ERMManagement

EQAMregistersts ownresourcego the ERMsystemthroughthe edgeresourceregistrationinterface(D6),
whichenablesERMto synchronizehe statusandfaults of EQAM.Theresourceapplicationandrelease
interface(R6)isusedto pre-distribute, distribute andrecycleedgeresourcesandreport the relatederrorsand
abnormalstates.
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Throughthis task,EQAMstatusandfailureinformationwill be reportedto the server.

DataPlanning

Configurehe ERMinstancedataplanasshownin the followingtable.

Tablel1-2 DataPlanningor Configurehe ERMinstanceDATA

Item Data
ERMstate Enable
ERMIPaddress 192.165.152.89
ERMTCRport number 6069
EQAMnhame EQAM1
Streamarea BeiJing.HaiDian
Updatebandwidththreshold 100
Routingoverhead 15
RTSPort 554
ERMalivetime 30
Connectiorretry time 10
Maintenancetime 90

Context
U  Networkequipmentandlinesare normal.

U  EquipmentsupportsD6/R6protocol.

Configurationflowchart

TheERMconfigurationprocesds shownin the followingfigure.
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=

v

Configure the IP address and
port numtier of ERM

v

Configurethe EQAM
nameandstreamarea

ConfigureERM heartbeat
tirpe

Configureconnection
retry time

v

Configurethe
mainten‘amcaime

v

Connectto the ERM
server

v

Savethe configuration

v

D

Figurel1-6 ERMconfigurationflow chart

Procedure

Step1 Configurehe IPaddressandport numberof ERM
BT(config -if -egamtemplate -1)# egamermerm -ip
192.165.152.89 port 6069
Step2 ConfigureEQAMhamesandstreamsarea
BT(config -if -eqam template -1)# egam erm gam - name EQAM1
streamzone BeiJing.HaiDian
Step 3 ConfigureERMalivetime
BT(config -if -egam-template -1)# eqgam erm alivetime 30
Step 4 Configurethe ERMconnectionretry time
BT(config -if - egam-template -1)# egam erm retrytime 10
Step5 Configurehe ERMmaintenancdime
BT(config -if - egam-template -1)# eqam erm holdtime 90
Step 6 Connecto ERMServer

BT(config -if -egamtemplate -1)# eqam erm enable
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Step 7 Saveconfiguration
BT(config -if - eqamtemplate -1)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) ] vy
Building configuration.....
Configuration saved successfully.

Result

Whenthe ERMserveris successfullgonnectedthe statusandfailure of EQAMwill be reportedto the
server.

11.8.2 ERMConfiguration

Context

EQAMregistersits ownresourcego the ERMsystemthroughthe edgeresourceregistrationinterface(D6),
whichenables ERNb synchronizehe statusandfaultsof EQAM.

ERMmustconfigurethe ERMIPaddressand ERMTCRport number.Otherparametersare optional.

Procedure

Step1 Usethe ieqam erm erm-ip ipv4 -address port erm-p o r t cOmmandto configure
the IPaddressandport number ofthe ERM server.

Step2 ! &S ep&ferntigam - name QAMNAMEBtreamzone S T RE A MZ ©diand to
configureEQAM names argtreamsarea.

Step3 Usethe cegam erm alivetime alive -t i mecommandto configurethe alivetimeof ERM
andsend the alivetimeycle.

Step4 Usethe cegam erm retrytime retry -t i mecommandto configureconnectionretry time

Step5 Usethe cegam erm holdtime  hold -t i mecommandto configurethe maintenanceime

Step6 Usethe egam erm (enable|disable) 0 commandto connectto the ERM server

Example

ERMconfiguration

BT(config -if - egam-template -1)# egamermerm -ip 192.165.152.89 port 6069
BT(config -if - egam-template -1)# egam erm gam - name EQAML1 streamzone
BeiJing.HaiDian

BT(config -if - egam- template -1)# egam erm alivetime 30

BT(config -if - egam template - 1)# eqam erm retrytime 10
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BT( config
BT( config

- if - egam- template

- if - egam- template

-1)# eqgam erm holdtime

-1)# egam erm enable

RelatedOperations

11.8.3

Context

N/A

View ERMStatus

90

Chapter 11 RF Channel Management

Userscancheckthe statusof the ERMto confirmwhetherthe configurationparametersare correctand

whether theERM server isonnected properly.

Procedure

Stepl Usetheds h o w

Example

View ERMconfigurationinformation and connectionstatus:

BT( config
erm- switch:
link - status:

Erm- IP:

port:

gam name:

stream - zone:

Bandwidth - Update(kbps):
Routing - Cost:

RTSR Port:

Keep- Alive(s):

Connection - Retry(s):
Hold - Time(s):

RelatedOperations

N/A

e qam er mcommaadowviewithe ERM status.

-if -cmts - 1)# show egam erm status

disable
unconnected
192.165.152.89
6069

EQAM1
BeiJing.HaiDian
100

15

554

30

10

90
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Chapterl2 CMTDOCSIEonfigurationManagement

12.1 CMTDOCSIBverview

The management of CMTS DOCSIS includes the configuration of upstream sclpedatireers, the
configurationof MDDmessagesendingiime interval,the configurationof CMfor downstreammulticast
messagdorwarding,the configurationof CMT Sharedkey,the configurationof piggybackunction,the
configurationof UDCfunction, the configurationof CMIPinitializationmodeandthe initializationof ranging
interval.

12.2 Configurationof UpstreamDispatchingParameters

CMTSnodelsthe upstreamchannelinto numerousmini-slots. CMTSisesMAPmessage$o control the useof
thesemini-slots. When CM has upstream data to transmit, it must request the transmission bandwidth (how
many minislots) from CMTS. After receiving the request, CMTS will allocate thelotitd CM through MAP
messageBecausaetwork delayandsignalprocessingqieeda certaintime, CMTSnusttransmita MAP
messagearlierthan the actualeffectivetime of a MAPmessagesothat CMcanreceivethe MAPmessagend
process it, and then transmit data within the effective time allocated by MAP. The scleatiejram of CMTS
transmittingMAPmessage iasfollows:

| siots mapped by first Map PDU | second Map |

t ta ts ts t7 t t11
CMTS - : — X : q—h

\ / \ /
Map PDU Request Map PDU data FDU
\ / \ /
CM Y / < [ »
ta t ts tio

Figurel2-1 Schematicliagramof CMTSransmittingMAPmessage

In the figure above, CMTS transmits a MAP message at t1, and the actual effective time of the MAP message
starts from t3. Thalifference between t1 and t3 is a pre time reserved to compensate the delay of network
transmissiorand signalprocessingThedifferencebetweent3 andt9 isthe amountof time takenby the MAP

message.

CM must request a transfer opportuniyransfer bandwidth) from CMTS before transferring upstream data.
CMmustsendarequestto CMTS3o requestupstreamtransmissiorbandwidth.CMT Sllocatesbandwidthto

CM through MAP message. CM requests bandwidth from CMTS through request frame tatttgséraam
data. Therequestframeformat is dividedinto two typesaccordingo the upstreambandwidthrequest

mechanism.
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For CM below DOCSIS 3.0, biamdwidth request mechanism based on rrsiot is used. The feature of this
mechanism is to use the number of mgiots to represent the bandwidth required by C M. CM calculates the
bandwidthrequiredby the datato be transmittedin the upstreamserviceflow queue,and convertsit into the
numberof mini-slotsto sendrequeststo CMTSTheformat of the requestframe usedby thisrequest
mechanisnis asfollows:

FC MAC_FPARM SID HCS
(1 byte) (1 byte) (Z bytes) i(Z bytes)
F
s =~
F e
£ = ™~
i T
. T

FC TYPE | FC PARM | EHDR_ON
=11 =00010 =0

Figurel2-2 CMTRequestFrameFormatBasedn mini-slot RequestMechanism

Themeaningof eachfield of Requestrameis shownin the table:

Field Isage Size

FC FC_TYPE = 11, MAC-Specific Header & bits
FC_PARM[4:0] = 00010 MAL Header only, no data PDL following
EHDR_OM =0; No EHDR allowed

MAC_PARM REQ, total number of mini-siots requested & bits

gD Service |0 used for requesting bandwidth. For valid SID ranges, see Section | 16 bils
7212

EHDR Extended MAC Header nol allowed 0 byles

HCS MAC Header Check Segquence 2 bytes
Length of a REQ MAC Header 6 byles

Figurel2-3 FieldDescriptiorof RequesFrameBasedn mini-slot RequesMechanism
TheRequesfFramebasedon mini-slot must containthe followingtwo parameters:
U  SIDfor bandwidthrequest
U Numberof mini-slotsto be requested

ForDOCSIS.0andadvancedsersionsof CM,a bandwidthrequestmechanisnbasedon queuedepthisused.
The feature of this mechanism is to use the number of bytes to represent the bandwidtGkhaieeds to
request.CMcalculategshe numberof bytesthat needto be transmittedin the upstreamserviceflow queue,
andusesit directlyto representthe bandwidththat needsto be requested,insteadof convertingit to the
numberof mini-slots,andthen sendsarequestto CMTSTherequestframe format of this requestmechanism
isasfollows:
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FC MAC_PARM siD HCS
{1 byte) (2 bytes) {2 bytes) { 2 bytes)

FC TYPE FC PARM EHDR_OM
=11 =00100 =0

Figurel2-4 RequesframeFormatBasedn QueueDepthRequestMechanism

Themeaningof eachfield of Requesframeis shownin the table:

Field Usage Size

FC FC_TYPE = 11, MAC-Specific Header 1 byte
FC_PARM[4:0] = DO100; MAC Header only; no data PDU following
EHDR_OM = 0; No EHDR allowed

MAC_PARM Total number of ytes requested in units of N ytes, where N is a parameter of the | 2 bytes
service fiow for which this request is being made

SID Service 10 (0. 0c3DFF) 2 ytes
EHDR Extended MAC Header not alliowed 0 bytes
HCS MAC Header Check Sequence 2 bytes

Length of a Queve-depth Based REQ MAC Header 7 bytes

Figurel2-5 Descriptionof RequesfFrameFieldBasedn QueueDepthRequestMechanism
Therequestframe basedon the queuedepthmustcontainthe followingtwo parameters:
U0  Sidfor bandwidthrequest
U  Numberof bytes tobe requested,in N bytes,N isa parameter okerviceflow

TheSIDhereisthe ServicdD.ForCMIlowerthan DOCSIS.0,the upstreamserviceflow isbasedon asingle
channel.Theupstreamserviceflow of eachactivity hasa SiDassociatedvith it. WhenCMrequestsbandwidth

for the upstreamserviceflow, it mustincludethe SIDof the upstreamserviceflow.

ForDOCSIS.0andadvancedCMversionsthe upstreamserviceflow is basedon an upstreamchannelbinding
group.In orderthat CMcanrequestbandwidthfor eachupstreamserviceflow on multiple upstreamchannels,
anew conceptcalledSIDClusterisintroducedinto DOCSIS.0protocol. SIDClustercontainsa set of SIDSEach
SID in this group corresponds to a unique upstream channel ingsieeam binding group. For example, the
followingfigure isanexample ofSIDCluster.

SID Cluster LI5#1 SID s£2 SID 11s&3 SID US4 SID
Cluster_0 58 474 85 1001

Figurel2-6 Descriptionof RequestrameFieldBasedon QueueDepthRequesMechanism

A ServiceFlowmusthaveat leastone SIDClusteror multiple SIDClustersBecauseachService-lowallows
multiple outstandingRequestt the sametime, andallowsCMTSo Granta Requesimultiple times,in

addition, it also allows CM to initiate another Request for the part of the previous Request that deteote
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Grant.Whensomerequestsor grantarelost, there will be a mismatchbetweenrequest

sizeandgrantsize.But
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this mismatchistemporaryandwill eventuallyreturn to normal. Butthis recoveryprocesssanadditionaldelay

for CM. In order to reduce this delay, you need to use another SID Cluster. When a SID Cluster is in the process
of unmatchedrecovery,CMcanuseanother SIDClusterto initiate arequest.CMcandeterminewhento switch

to a new SID Cluster by judgingtaén conditions. For example, it can determine the number of outstanding
bytesof the current SIDCluster Whenthe numberreachesa certainvalue,anew SIBClusterwill be usedfor
request.Andmore SIDClustersanbetter controlthe unmatchedrecoveryprocessWe callall SIDClusters
associatedvith the Servicd-low a SIiTlustergroup.

12.2.1 Exampleof ConfigureUpstreamSchedulingParameters

Throughthis task,the configurationof upstreamschedulingparametersisrealizedto ensurelargeupstream
bandwidthand lowtransmission delay.

DataPlanning

Theconfigurationdataplanof upstreamdispatchingparametersof CMTSquipmentis shownin the table
below.

Tablel2-1 DataPlanningor Configurethe UpstreamScheduling?arameterof the CMT Device

Item Data
Numberof serviceflow Sidclusters 2
Multiplier of the numberof requestbytesfor asinglerequest 4
Themaximumnumberof requestsfor Sidcluster 8
Themaximumnumberof outstandingrequestsfor Sidcluster 1000000
Themaximumtotal numberof requestsfor Sidcluster 500000
Themaximumtime Sidclusterrequestsbandwidth 5000
ThemaximumintervalbetweenCMTSlevicessendingmapmessages 5000
TheminimumintervalbetweenCMTSJevicessendingmapmessages 2500
Therelativeleadtime for CMT Slevicesto sendmapmessages 1000

Prerequisite

CMTSleviceisonlinenormally.

ConfigurationFlow

Theconfigurationprocessof upstreamschedulingparameterss shownin the figure below:
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C Start >
v

Configurethe multiplier betweenthe number
of service flow Sid clusters and the number of
requestbytes forasinglerequest

Configure service flow SID Cluster switching
conditions

Configuremaxtime and min time for MAP
messages

Configurethe leadtime for MAP message
transmission

v

Save the configuration
C End >

Figurel2-7 Flowchartfor Configuratiorof UpstreamSchedulind®arameters

Procedure

Step1 Configurethe multiplier for the numberof ServiceFlowSIDClusterandthe numberof Request
bytesfor a singleequest.
BT(config -if -cmts-21)# cablesid -cluster -groupnum -of -cluster 2
BT(config -if -cmts-1)# cablesid -cluster -groupreq - multiplier 4
Step2 Configureswitchingconditionsfor Serviced=lowSIDClusters.
BT(config -if -cmts-1)# cablesid -cluster -switchingmax - request
8
BT(config -if -cmts-1)# cablesid -cluster -switchingmax -
outstanding - byte 1000000
BT(config -if -cmts-1)# cablesid -cluster -switchingmax -total - byte
500000
BT(config -if -cmts-21)# cable sid -cluster - switchingmax - time 5000
Step 3 Configuremaxtime andmintime for MAPmessages.
BT(config -if -cmts-1)# cable map max-time 5000
BT(config -if -cmts-21)# cable map min-time 2500
Step 4 Configurethe leadtime for MAPmessagdransmission.
BT(config -if -cmts-1)# cable map lead -time 1000
Step 5 Savehe configuration.
BT(config -if -cmts-1)# end
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BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] y

Building configuration.....

Configuration saved successfully.

Result

According to the above configuration of upstream channel parameters of CMTS equipment, the
configuration of upstream scheduling parameters is realized by using channel frequency and frequency
width andother parametersof configuredchannelon-line CM,soasto ensurelargeupstreambandwidth
andlow transmission delay.

12.3 Configurethe OperatingMode of CM

Configurethe operatingmodeof CMthroughthis configurationtask.

Context

CMTwill sendperiodicallythe MDD(MAMomainDescriptor)informationto ensurenormalregistrationof
3.0CM(i.e.,CMsupportingDOCSIS.0).If 3.0 CMfailsto receiveMDDinformation sentby CMTSit will be
registeredasDOCSI3.0 mode.

ﬂ!.!_“ Note:

Thisconfigurationtaskisvalidonlyfor 3.0CM.

Procedure

Step1 Enterthe cmtsviewbyusingthecommandi i nt e r fcents &€ ®
Step2 Configure the interval for CMTS to send MDD information by using the cominand b | e - md d
interval € ®

Bydefault,the intervalfor CMTSo0 sendMDDinformationis 1, 500ms.

Example

Configurethe operatingmode of 3.0 CMunder CMTSasDOCSI&.0.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable mdd interval 0
BT(config -if -cmts-1)# show running -config verbose | include mdd

cable mdd interval 0
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RelatedOperations

N/A

12.4 Configurethe ForwardingMode of CMMulticast ManagementPacket

Configurethe forwardingmodeof CMmulticastmanagemenpacketthroughthistask.

Context

Configurewhetherto enablethe MDF(MulticastDSICForwardingfunction of CMTSo control the

forwardingmode of CMmulticastmanagemenpacket,with specificwaysasfollows:

0  Whenenablingthe MDFfunction, CM adoptsa CMTSontrolbasedmodeto inform CM of multicast
forwardingthroughDSID.

U Whendisablinghe MDFfunction, CMadoptsthe IGMPSnoopingnodefor multicastforwarding.

ﬂ.!.!Jl Note:

It requiresmakingCMwork in DOCSIS31odebefore configuringthe forwardingmode of CMmulticast

managemenpacket.

Procedure

Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € ©

Step 2 Configurethe state of CMT9MDFfunction by usingthe commandocable multicast mdf
(enable | disable) ¢ @
Bydefault, CMTSVIDFfunctionis enabled.

Example

Configuremulticastforwarding of CMmulticast managementpacketthrough IGMPSnooping.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable multicast mdf disable
BT(config -if -cmts-1)# show running -config verbose | include mdf
cable multicast mdf disable

RelatedOperations

N/A

12.5 ConfigureCMOnlineAuthenticationby CMTS

Configurethe CMonlineauthenticationby CMTShroughthis task.
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CMTSwill checkthe validity of CMconfigurationfile by configuringthe MIC (Messagéntegrity Check)

function. Onlywhenthe configuration fieisvalid,canCMbe allowed tobe online.

In the process of CM registration, CMTS edltulate CMTS MIC according to the configuration information
in the REGREQ/RE®RE@VIP massagesentby CMandthe sharedkey. ThencompareCMTSwith CMTSMIC
in the REGREQ/RE®REQ@VIP messagelf theyarethe same, thixCMis allowedto beonline.

Procedire

Step 1
Step 2

Enterthe cmtsview by usingthe commanddinterface

Configurethe sharedkeyby usingthe command fi ¢ a b Ishared - secret

cmts € @

[0 | 7] text ¢ @

Bydefault, CMTSR 2 S &ohf@iirethe MICfunction, that is, all CMscanbe online.

Step 3

shared -secret ¢ &

Example

Viewthe configurationinformation of the sharedkeyby usingthe O 2 Y Y | sfidv o@ble

Configurethe sharedkeyfor CMto be online assecretkeycm.

BT(config)# interface cmts 1
BT(config -if -cmts-1)# cable shared -secret secretkey -cm
BT(config -if -cmts-1)# show cable shared - secret The

shared - secret is unencrypted,information is:
Plaintext

Cipher

:secretkey

: f1dd20390fdf017a51905d6eac9d36¢8

-cm

RelatedOperations

Tablel2.51 RelatedOperationgor ConfiguringCMOnlineAuthenticationby CMTS

Operation

Command Remarks

ConfigureCMTSot to performthe CMonline | no cable

authentication

shared - secret

12.6 ConfigureMulti-channelDataTransmissiorof CM

Configurethe multi-channeldatatransmissiorof CMthroughthistask.

Context

After thistaskis configured CMcanbind multiple upstreamchanneldor datatransmissionand multiple

downstreamchanneldor receivingdata.

[l-_!!-_J‘ Note:
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It requiresmakingCMwork in DOCSIS3modebefore configuringthe multi-channeldatatransmissiorof
CM.

Procedure

Step 1 Enterthe cmtsview by usingthe commanddinterface cmts € ©

Step 2 Configurethe multi-channeldatatransmissiorof CMby usingthe followingcommands.
ConfigureCMto bind multiple downstreamchanneldor datatransmissiorby usingthe command
ccable mrc- modeé @
ConfigureCMto bind multiple upstreamchanneldor datatransmissiorby usingthe command
¢cable mtc- modeé @

Example

ConfigureCMto bind multiple upstreamchannelsfor datatransmission.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable mtc-mode
BT(config -if -cmts-1)# show running -config verbose | include mtc

cable mtc- mode

RelatedOperations

Tablel2.6-1 RelatedOperationsor Configuringhe Multi-channelDataTransmissioiry CM

Operation Command Remarks

Configurethe datatransmissiorof CMonone | no cable mtc- mode

upstreamchannel

Configurethe datatransmissiorof CMonone | no cable mrc- mode

downstreamchannel

12.7 Disablethe piggybackunction

Disablethe piggybacKunctionthroughthistask.

Context

Whenthere are more thanone 3.0 CMunder CMTSandsuch3.0CMhavetheir upstreamtraffic reachthe
maximum bandwidth, there may be a case that some a 3.0 CM has very high traffic, but others have very
low traffic. Now disable the piggyback function to ensure such 3.0 CM evenly shareniheitth of
upstreamchannel.

[l-_!!-_J‘ Note:

1. ItrequiresmakingCMworkin DOCSIS.0 modebeforedisablingthe piggyback function.
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2. Configuratiorof the state of piggybacKunctionis only validfor the online CMafter the

configuration.Tomakeit validfor all CMsijt further needsto restartall CMs.

Procedure

Step 1 Enterthe cmtsview by usingthe commanddinterface cmts € @
Step 2 Disablethe piggybacKunctionby usingthe commandéno cable piggyback - allowed ¢ @
Bydefault, the piggybacKunctionisdisabled.

Example

$Disablethe piggybackfunction.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# no cable piggyback - allowed
BT(config -if -cmts-1)# show running -config verbose | include piggyback

no cable piggyback - allowed

RelatedOperations

Tablel2.7-1 RelatedOperationgor Disablingoiggybackunctions

Operation Command Remarks

Enablethe piggybacKunction cable piggyback - allowed

12.8 Enablethe UDCFunction

Enablethe UDCfunctionthroughthistask.

Context

Whenenablingthe UDC(UpstreamDrop Classifierjunction of CMTSit alsorequiresthe configurationof
QoS classifier in the Ctbnfiguration file. Then 3.0 CM under CMTS wiill filter traffic by QoS policy in the
configurationfile.

Sincethe UDQUpstreamDrop Classifierjunction conflictswith IP_Filteffunction, userscandisablethe

UDCfunction tofilter traffic by adoptinglP_Filteffunction.

& Warning:

It requiresmakingCMwork in DOCSIS3@odebeforedisablinghe UDCfunction.

Procedure

Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € ©
Step2 Enablehe UDCfunctionby usingthe command fi ¢ a b lude enable €
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Step 3 Bydefault,the UDCfunctionisnot enabled.

Example

Enablethe UDC function.
BT(config)# interface cmts 1 BT(config -if -cmts - 1)#

cable udc enable Please reset all the online 3.0
CMs to take effect!

RelatedOperations

Tablel2.8-1 RelatedOperationsor EnablindJDCFunction

Operation Command Remarks

Disablethe UDCfunction cable udc disable

12.9 Configurethe IPProvisioningMode of CM

Configurethe IPprovisioningnodein the MDDmessagesvhichisusedto communicateto the CMcertain

parametersrelatedto the initialization ofti K S IPlay@r&ervices.
Context
TheCMperformsl|Pinitializationprovisioningn one of four modes:
1. IPv4Only:TheCMisallowedto obtainanIPv4addressonly.

2. IPv6Only:TheCMisallowedto obtainanIPv6addressonly.

3. AlternateProvisioningVlode (APM):TheCMis allowedto obtainanIPv4addressor IPv6addressonly.
In this mode, the CM tries to provisiarsing IPv6 first. If IPv6 provisioning is unsuccessful, the CM will

attempt provisioningusinglPv4.

4. Dualstack Provisioning Mode (DPM): The CM is allowed to obtain both an IPv4 address and IPv6
addressinthis mode,the CMuseslPv6addresgo acquireTODanddownloadthe configurationfile. If
the CM cannot obtain an IPv6 address, or if it cannot download a configuration file using IPv6, it tries

downloadingthe configuration file usingPv4.

ﬂ!_!_“ Note:

Thisconfigurationonly applyto the DOCSIS3OM.

Procedure

Step1 Enterthe cmtsviewby usingthe commanddinterface cmts € ©
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Step 2 Configurethe IPprovisioningmode of CMby usingthe commanddcable  ip - init
(alternate | dual -stack | ipv4 | ipv6) € ®
Bydefault,the CMperformsthe IPinitializationin IPv4only.

Example

Configurethe IP provisioningmodeto dualstack.

BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable ip -init dual - stack

The IP provisioning process begins after the completion of ranging, or EAE if
enabled.

Please reset CMto take effect!

BT(config -if -cmts-1)# show running -config verbose | include ip -init

cable ip -init dual - stack

RelatedOperations

Tablel2.9-1 RelatedOperationgfor ConfiguringPProvisionindMode of CM

Operation Command Remarks
Configure the forwarding cable (dhcp - mode | dhcpv6 - mode)
modeof the DHCRpackets (cm|host|mta|stb | device )
(snooping | 12 -relay | I3 -relay)

12.10 Configurelnitial-Maintenance

Usethis configurationtaskto configurethe intervalfor the periodicrangingsentbythe CMTS.

Context

The periodicity of the CMTS equipment (the interval for sending periodic ranging is the configuration value
for Initial-Maintenance), is the time slot used to distribute the initialization request for ranging to the CMs.
Thistime slotwill be broadcasto all CMs,andthe CMswill competeto usethat time slot. However jf at the

same time, there are two CMsuch as CM A and CM B, only one CM (either CM A or CM B) can obtain the
time slot to send the message for ranging initialization, otherwise, it will lead to a collision. Collision will
causethe CMTSarsemessageo fail, andthe CMTSwill eventuallyfail to replyto the RNGRSRnessage.

l!‘!.!J' Note:

Thedefaultvalueis 100ms.If the numberof CMsis larger(for example 500),it isrecommendedo setthe

valueto 2,000ms Executghe no cableinsertionintervalcommandto restorethe defaultsettings.

Procedure
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Step 1 Usethe dinterface cmts € commandto enter the cmtsview.

Step2 Usethe ccable insertion  -interval € commandto configurethe intervalfor the periodic
rangingsentby theCMTS equipment.

Bydefault, the intervalfor periodicrangingsentby the CMT&quipmentis 100ms.

Example

Configurethe interval for the periodicrangingsentby the CMTSequipmentto 200.

BT(config -if -cmts-1)# cable insertion -interval 200
BT(config -if -cmts-1)# show running - config verbose | include insertion - interval
cable insertion -interval 200

RelatedOperations

N/A
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Chapterl3 TerminalConfigurationManagement

Terminalconfigurationmanagementncludesbasicconfigurationof CM,CMRemoteQueryfunctionand CPE

management.

13.1 ConfigureBasicManagementof CM

Ensurebasicmanagemenbf CMby usersthroughthis task.

13.1.1 Configurethe Maximum Numberof DownstreamCMConnectedo CMTS

Configurethe maximumnumberof downstreamCMconnectedto CMTS8hroughthistask.

Context

Controlthe maximumnumberof downstreamCMconnectedto CMTSo0 guaranteethe quality of current

network.

Procedure

Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € @
Step2 Configurehe maximumnumberof downstreamCMconnectedto CMT Sy usingthe command

ccable modem max- number max- number§é @®

Example

Configurethe maximumnumber of CMconnectedto CMTSas200.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable modem max- number 200
13.1.2 Configurethe Correspondindrelationshipbetween CMServiceType and
DownstreamFrequency

Configurethe correspondingelationshipbetweenCMservicetype anddownstreamfrequencythroughthis

task.

Context

After configuringthe correspondingelationshipbetweenCMservicetype anddownstreamfrequency,upon
the receipt of registration request containing such service type from CM, CMTS will scan the downstream

frequencycorrespondingo such service type.
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Procedure

Step1 Configure the corresponding relationship between CM service type and dieansfrequency by
using thecommanddcable service  type service -type ds-frequency frequency € @

Example

Configurethe downstreamfrequencycorrespondingo CMwhoseservicetype iscommercialas
55000000Hz.
BT(config)# cable service type commercial ds-frequency 550000000

BT(config)# show cable modem service -type -id

MAC Address IP Address I/F MAC Primary  Service -type -id
State Sid
0026.5ba6.4779 192.168.2.167 C1/u1 online 1 commercial

RelatedOperations

Tablel3-1 RelatedOperationsfor the CorrespondindrelationshippetweenCMServicelypeandDownstreanfrequency

Operation Command Remarks

Deletethe correspondingelationship no cable service type service -

betweenCM servicgype andCMTS type

downstreamfrequency

Viewinformation of CMservicetype show cable modem service -type -
id [service -type -id ]

Clearinformation of CMservicetype clear cable modem (ip -address

| mac- address) service -type -id

13.1.3 ConfigureCM StatusGlobalPollingCycle

Context

Configurethe CMstatusglobalpollingcycle,sothat the SNMRable relatedto the CM Statuscancollectthe
polling data. Polling data can significantly improve ¢b#ection efficiency and save time. However, due to
the fact that such data is not retime data, the data timeliness is not as good as that of-tiead data

collection.

0 Configurethe globalpollingcycleaszero,thenthe responsewill be slowerwhenthe SNMRablerelated

to the CM Statusollectsreattime data;

0  Configurethe globalpolling cycleas nonzero,then the responsewill be faster whenthe SNMPtable

relatedto the CMStatuscollectsreakttime data;

Procedure

Step1 Enterthe configviewbyusingthe commandéconfigure  terminal ¢ @
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Step 2 Configurehe CMstatusglobalpollingcycleby usingthe commanddcable modem polling -
period ¢ @

Example

Configurethe CMstatusglobal polling cycleas60s.
BT# configure terminal

BT(config)# cable modem polling - period 60

RelatedOperations
Tablel3-2 RelatedOperationsfor the CMStatusGlobalPollingCycle
Operation Command Remarks
Displaythe CMstatusglobalpolling show cable modem polling -
cycle period

13.1.4 ConfigureCMDataBackoffWindow

Context

Whenmultiple CMssendthe upstreamdatarequestor start the rangingsimultaneouslythere maybe

conflicts.Configuringhe databackoffwindow canreducethe conflictsto avoiddatacongestion.

Procedure

Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € @
Step2 ConfigureCMdatabackoffwindow by usingthe followingcommands.
0  Configurethe databackoffwindowfor useat the time when CMsendsthe upstreamdata
request byusing thecommanddcable upstream data - backoff backoff - begin
backoff -end¢ @
i Configure the data backoff window for use at the time when CM starts ranging by using the
commandécable upstream range - backoff  backoff -begin backoff -end¢ @

Example

Configurethe start valueof data backoffwindow for useat the time when CMsendsthe upstreamdata
request a4 andthe endvalueas 5.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable upstream 1 data -backoff 4 5
BT(config -if -cmts-1)# show running -config verbose | include data - backoff

cable upstream 1 data - backoff 4 5

RelatedOperations
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Tablel3-3 RelatedOperationdor the CMDataBackoffWindow

Operation Command Remarks
Restorethe defaultvalueof CMdata no cable upstream data - backoff
backoff. no cable upstream range -
backoff

13.1.5 RestartCM

RestartCMunderCMTShroughthistask.

Context
In caseof anyabnormityof CM,changen serviceor topology,userscanrestart CMthroughthis task.
CMcanberestarted by thefollowing four ways:
i Restartall CMsunderCMTSy usingthe commandéclear cable modemall reset € &

i Restartthe specifiedCMunserCMTSuy usingthe commanddéclear cable modem(ip - address
| mac- address )reset ¢ @

U Restarall CMsunderCMTSnddeletetheir recordinformation by usingthe commandéclear  cable

modem all delete ¢ ®

U  Restart the specified CM under CMTS and delete itsrecofdf 2 N A2y o0& deardy 3

cable modem (ip - address | mac- address )delete ¢ @

&Warning:

RestartingCMwill causeserviceinterruption. Pleaseconfirmcarefullybeforerestarting.

Procedure

Step 1 Restartall CMsunderCMTSy usingthe commandcclear cable modemall  reset ¢ @

Example

$Restartall CMsunder CMTS.
BT(config)# clear cable modemall reset

RelatedOperations

N/A

13.1.6 Clearthe Recordinformation of Offline CM

Userscanclearthe recordinformation of offline CMthroughthis task.
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Context
Therecordinformation of offline CMcanbe clearedby the followingtwo ways:

U Clear manually the record information of all or the specified offline ChizBiyA y 3 (i K Scle@2 Y Y I
cable modem offline @l | mac- address 0 ¢ @

U0  With the configurationsto achieveautomaticclearingoffline CMs recording, configuraticstepsare as
follows:

2SS 02y FAAdzNBE 2FFEAYyS [/ a | JxaplE mcdemSDfflideK NS & K 2 €
age-time age-time ¢ WhenCMoffline time isreachedthe threshold. TheCMTSlevicewill
clearthe CMsrecordsbasedthe CM agingnode.

We configureoffline CMagingmode by the commanddcable  modem offline age- mode
(polling | timing) ¢ MheCMTSleviceclearthe CMsrecordsbased theCMagingmode.

. 2 KSy (KS caBlermotleyhRfflie age - mode (polling | timing) ¢ A&
O2y FAIdZNBR FT2NJ GAYAYy3d Y2RS® LG cete®Bdei 2 &S
offline age- clock time ¢ Toachievecleaingthe CMsrecordswhichthe CMoffline time
reachedthe threshold.

Procedure

Step1 Cleamanuallythe recordinformation of all offline CMsby usingthe commandfi ¢ | e aable
modem offline all ¢ &

Step 2 Viewthe information of CMby usingthe commandishow cable modeng @

Example

$Clearthe recordinformation of all offline CMs.
BT(config)# show cable modem

MAC Address IP Address I/F MAC Primary RxPwr Timing Number BPI Online
State Sid (dBmV) Offset CPE Enabled Time
001c.1df5.7306 - C1/U3 offline 72 10.0 0 0 no 0dOhOm

BT(config)# clear cable modem offline all

BT(config)# show cable modem

MAC Address IP Address I/F MAC Primary RxPwr Timing Number BPI Online
State Sid (dBmV) Offset CPE Enabled Time

RelatedOperations

N/A
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13.2 ConfigureCMRemoteQueryFunction
13.2.1 CMRemoteQueryFunctionOverview

RemoteQueryfunctionisusedfor CMTSo acquirespecificSNMHAnformation of online CMthrough SNMP

protocol. With thisfunction, usercanmonitor CM tosomeextent.

13.2.2 Configurethe Exampleof CMRemoteQueryFunction

Throughthis example CMTSanacquirethe information of CMviaRemoteQueryfunction.

DataPlanning
Theplanningfor RemoteQueryfunctionis shownasfollows.

Tablel3-4 DataPlanningor CMRemoteQuery

Item Data
RemoteQuerycommunityname public
RemoteQuerypollinginterval 5s
RemoteQuerylocallPaddress TheconfiguredandavailablelPaddressn CMTS

Prerequisite

Thenetwork CMTSCMandlinesare normal.

Configurationflowchart

Theprocesdor configuringthe regularload balanceis shownasfollows.

C D
v

Enable Remote Query

(Optional) Configure the parameters of Remote
Query

Save the configuration.

v

End

Figurel3-1 Flowchartfor Configuringhe RemoteQueryFunction

Procedure

Step1 EnableRemoteQuery.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable modemremote - query
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Step 2

Step 3

Result

(Optional)Configurehe parametersof RemoteQuery.

Inthis example the parametersof RemoteQueryarethe defaultvalues If configurationis required,

referto ¢13.2.4Configurethe OperatingParameterof RemoteQueryFunctiort ©®
Savehe configurations.

BT(config)# exit

BT# copy running -config startup - config

This will save the configuration to the flash memory.

Are you sure?(y/n) [n] y

Building configuration.....

Configuration saved successfully.

Accordingo the aboveconfigurations RemoteQueryfunction canensurenormalacquisitionof the

information of online CM.

13.2.3 Enablethe RemoteQueryFunctionof CMTS

Userscanenablethe RemoteQueryof CMTShroughthistask.

Context

Onlywhenthe RemoteQueryfunction of CMTSs enabled canother configuredparametersof Remote

Query take effect.

Procedure

Step 1
Step 2

Step 3
Step 4

Example

Enterthe cmtsviewby usingthe commanddinterface cmts € d

Enablethe RemoteQueryfunction of CMT 3y usingthe commandécable modem remote -
query ¢ @

Returnto the configviewby usingthe commanddexit ¢ &

Viewthe configurationinformation of RemoteQueryfunction by usingthe commandéshow

cable modemremote - query config € ®

Enablethe RemoteQueryfunction of CMTS.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable modemremote - query

BT(config -if -cmts-1)# exit

BT(config)# show cable modemremote - query config

cmts remote query status:
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Interface Status Interval(s) Src-ip Community
C1l enable 5 0.0.0.0 public

RelatedOperations

Tablel3-5 RelatedOperationsfor EnablingRemoteQueryFunctionof CMTS

Operation Command Remarks

Disablethe RemoteQueryfunction of no cable modemremote - query

CMTS

13.2.4 Configurethe OperatingParametersof RemoteQueryFunction

Userscanconfigurethe operatingparametersof RemoteQueryfunctionthroughthistask.

Context
Configuratiorof the operatingparametersof RemoteQueryfunctionis shownasfollows:

Tablel3-6 Description®n ParametetConfiguratiorof RemoteQueryFunction

Configurationparameter Description

) ) RemoteQuerywill takethe configuredcommunitynameasthe
ConfigureRemoteQuerycommunity o ] )
authenticationcommunitynamefor useat the time of SNMP
name
communicatiorbetweenCMTSnd CM.

The polling interval refers to the interval between the end of a
Configurehe pollingintervalof Remote | completepollingof RemoteQueryfunctionandthe start of the next
Query polling. Acompletepollingrefersto makingCMTSwith enabled
RemoteQueryfunctionentirelyfinishthe pollingagainstallits CMs.

Remote Quengpecifies CMTS for SNMP communication with CM

Configurdocaladdresof Remote thisIPaddressTheconfigurediocalIPaddressmustbe the IPaddress
Query that hasbeenconfiguredby CMTSndcanachievecommunication
with CM.
Procedure

Step 1 Configurehe operatingparametersof RemoteQueryfunction by usingthe followingcommands.
0 Configurehe RemoteQuerycommunitynameby usingthe commandécable modem
remote - query community -string community -string € @
i Configurethe pollinginterval of RemoteQueryby usingthe commanddcable modem
remote - query interval interval ¢ @
i ConfigurdocallPaddressof RemoteQueryby usingthe commanddcable modem
remote - query src -ip ip - address ¢ @
Step 2 Viewthe configurationinformation of RemoteQueryby usingthe commandéshow cable

modem remote - query config € &
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Example

Configurethe community nameof RemoteQueryascommunity-name,the pollinginterval as30 minutes
andlocal IP address ak1.1.1.
BT(config -if -cmts-1)# cable modem remote - query community - string community - name
BT(config -if -cmts-1)# cable modemremote - query interval 1800
BT(config -if -cmts-1)# cable modemremote -querysrc -ip1.1.1.1
BT(config -if -cmts-1)# show cable modemremote - query config
cmts remote query status:
Interface Status Interval(s) Src - ip Community

Cl enable 1800 1111 community - name

RelatedOperations

Tablel3-7 RelatedOperationgor Configuringhe RunningParametergor RemoteQueryFunction

Operation Command Remarks

Restorethe defaultlocallPaddressof Remote | no cable modem remote - query

Queryfunction src -ip

13.3 ViewQoSConfigurationinformation

Context

Qualityof Servic QOSJefersto the performanceof dataflow throughthe network. Througha seriesof
metrics, such as service availability, throughput, delay/jitter, packet loss rate, QoS providiesandl

quality assurance fouserservices.

i DOCSIS network provides different services with different qualityrgfcgethrough the mechanism of
serviceflow.

0 Upstream message matches CM's upstream classifier to classify services into different upstream service
flows. The downstream message matches CMTS downstream classifier to classify services into different

downstreamserviceflows.

0  Servicdlow typescanview CM'sserviceflow informationthroughcommandsThereare severaklassifier
typesthat supportviewingCM:

0 CM'sserviceflow andclassifieinformationare specifiedn the CMconfigurationfile, andthe first service
flow configuredin the CMconfigurationfile is the default serviceflow. In additionto the default service
flow, other service flows must have classifier correspondences. CM can trigger the creation of dynamic
service flows according to bingss needs. The command can query the relevant information of QoS on
CMTSlevice.

Theserviceflow andclassifierare configuredin the CMconfigurationfile. Theserviceflow parametersand

classifier typesupported are afollows:
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U  Theserviceflow supportsthe following parameterdfor dispatchingdifferent services.
Servicdlow reference

Service Clagdame

Typeof QoSparametersettings

Transportpriority

Maximumstabletransmissiorspeed

Maximumburstrate

Maximumcascadéurstrate

Minimum ReservedPacketSize

Schedulindype ofserviceflow

. Request/TransfelPolicy

U  Theclassifiersupportsthe followingtypesto classifybusinessnto different serviceflows.
SourcePaddress

DestinationlPAddress

Sourceport number

Destinationport number

IPProtocol

EthernetProtocolType

Procedure

Step 1 Queryrelevantconfigurationinformation of QoSby usingthe commandéshow cable modem

gose ®

Example

Queryrelevantconfigurationinformation of CMTSQo0S.
BT(config)# show cable modem a4a8.0fa9.607c gos

Qos informations of CM a4a8.0fa9.607c are as follows:
SFID SF Dir Curr Sid Sched Prio MaxSusRate MaxBurst MinRate PeakRate Flags
Ref State Type

2 1 US active 2 BE(Y) 0O(Y) O(N) 6400(Y) 0(N) 0(N) static
1024 2 US active 1024  BE(Y) 1(Y) O(N) 6400(Y) O(N)  O(N) static
1025 3 US active 1025 BE(Y) 2(Y) 0(N) 6400(Y) O(N)  O(N) static
1026 4 US active 1026 BE(Y) 3(Y) 0(N) 6400(Y) O(N)  O(N) static
1027 5 US active 1027 BE(Y) 4(Y) 0(N) 6400(Y) O(N)  O(N) static
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1028 6 US active 1028 BE(Y) 5(Y) 0(N) 6400(Y) 0(N) O(N) static
1029 7 US active 1029 BE(Y) 6(Y) 0(N) 6400(Y)  O(N)  O(N) static
1030 8 US active 1030 BE(Y) 7(Y) 0(N) 6400(Y)  O(N)  O(N) static
65538 21 DS active  N/A  BE(N) O(Y) 0(N) 6400(Y) O(N)  O(N) static
66562 22 DS active N/A  BE(N) 1(Y) 60000007(Y)  6400(Y)  O(N)  O(N) static
67586 28 DS active N/A  BE(N) 7(Y) 8000005(Y) 6000000(Y) O(N) O(N) static
68610 24 DS active N/A  BE(N) 2(Y) 60000005(Y) 3044(N)  O(N)  O(N) static
69634 25 DS active N/A  BE(N) 6(Y) 60000005(Y)  3044(N)  O(N)  O(N) static
70658 23 DS active  N/A  BE(N) 3(Y) 60000006(Y)  3044(N)  O(N)  O(N) static
71682 26 DS active  N/A  BE(N) 7(Y) 60000005(Y)  3044(N)  O(N)  O(N) static
72706 27 DS active N/A  BE(N) 7(Y) 60000005(Y) 3044(N)  O(N)  O(N) static

RelatedOperations

Tablel3-8 RelatedOperationdor QueryaboutQoSconfigurations

Operation Command Remarks

QueryQoSinformation of the specifiedCM show cable modem qos verbose

Querythe classifieinformation of the specified show cable modem classifiers

CM [verbose]
Querythe serviceflow information of the show cable modem service - flow
specifiedCM

13.4 CableAccesd.istManagement

Throughthis task,userscandisableor permit specificCMsfrom accessinghe network. Thepriority of a black
listishigherthanthat of awhite list. CMsaddedto ablacklist will be rejectedin the phaseof ranging.If CMhas
accessed a network, after being added to the network, the CM will become off line. If CM has not accessed a

network, its statuswill not be displayed Userscanalsopermit specificCMsfrom accessinghe network.

13.4.1 ConfiguringBlackListSwitch

Context

Throughthistask,userscanenableor disablea blacklist. Onlywhenthe blacklist is enabled the contents
set by blacklist can be validate and the access of CMs lists in it to the network will be rejected. By default,

the black listfunction isdisabled.

Procedure
Step 1 Enter the cmts iew and use tlicable access black - list (enable|disable) 0 to
enable/disablghe black list.
Step2 Useli K §héw cable access black -1 i s t commandto viewthe result.
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Example

$ Enableblacklist.
BT(config -if -cmts-1)# cable access black -list enable

BT(config -if -cmts-1)# show cable access black - list
cable access black - list enable

the total number of CMis 0

13.4.2 Settingthe BlackList

Context

NDER TONGUE Chapter 13X Terminal Configuration Management
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Throughthistask,userscanadda CMMACaddresssegmentof the specifiedCMto the blacklist. A blacklist

canbe configuredwith up to 1000 black listules.

Procedure

Step1 Usethedcable access black -list mac- begin [mac- end® dommandto add MAC

addresdo a black list.

Step 2 Usethe commancto viewthe resultof the éshow cable access black - list

Example

AddasingleMAC addresso ablacklist.
BT(config -if -cmts-1)# cable access black -list 2476.7d06.bd9a

AddaMACaddresssegment toa blacklist.

BT(config -if -cmts-1)# cable access black -list 4432.c83c.0000
BT(config -if -cmts-1)# show cable access black - list

cable access black -list disable

cable access black -list 2476.7d06.bd9a

cable access black - list 4432.¢83¢.0000 4432.¢83¢.0009

the total number of CMis 11

13.4.3 Deletethe BlackList

4432.c83c.0009

€ command.

Throughthis task,userscandelete specifiedMACaddressor MACaddresssegmentfrom the blacklist or delete
the entire list. TheMACaddresscannotbe FFFF.FFFF.FFFF.

Context

N/A

Procedure
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Step 1 Enterthe cmtsview.
Step2 Usethedno cable access black -list (mac-begin | all 0 éommand to deleteMAC
addresse$rom the blacklist.

Step3 Usethe cshow cable access black -list €commandto viewif it isdeleted.

Example

DeleteMACaddressesrom the blacklist.
BT(config -if -cmts-1)# show cable access black - list

cable access black -list disable

cable accessblack - list 2222.2222.2222

cable access black -list 2476.7d06.bd9a

cable access black - list 4432.¢83¢.0000 4432.c83¢.0009

the total number of CMis 12

!

Whendeletinga MACaddresssegment,enter only the start addressof the MACsegment.
BT(config -if -cmts-1)# no cable access black -list  4432.c83c.0000
BT(config -if -cmts-1)# show cable access black - list

cable access black -list disable

cable access black list 2222.2222.2222

cable access black list 2476.7d06.bd9a

the total number of CMis 2

!

BT(config -if -cmts-1)# no cable access black -list all

BT(config -if -cmts-1)# show cable access black - list

cable access black - list disable

the total number of CMis O

13.4.4 Viewthe BlackList

Throughthis task,userscanviewif the blacklist isenabledandlist of devicesn the currentblacklist.

Context

N/A

Procedure

Step1 Enterthe cmtsview.
Step2 Usethedshow cable access black -list ¢commandto viewthe configurationof the
blacklist.
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Example

Viewthe blackilist.

BT(config -if -cmts-1)# show cable access black - list
cable access black -list disable
cable access black - list 2476.7d06.bd9a

the total number of CMis 1

13.4.5 ConfiguringWhite ListSwitch

Throughthistask,userscanenableor disableawhite list; onlywhenit isenabled the settingof the white list
canbevalid. By default, whitdist is disabled.

Context

N/A

Procedure

Step1 Enable the white list use the commafidc a bl e accesbhbt whit e
(enabl e| di staénbhbie/disable théblacklist.

Step2 Usethe command fi s h ocable access white -1 i s ttodviewthe result.

Example

Enablethe white list.

BT(config -if -cmts-1)# cable access white -list enable
BT(config -if -cmts-1)# show cable access white -list
cable access white - list enable

the total number of CMis O

13.4.6 Settingthe White List

Throughthistask,userscanadda CMMACor CMMACaddresssegmentto awhite list. Awhite list canbe
configuredwith up to 1000white list rules.

Context

N/A

Procedure

Step1l Usethedcable access white -list mac- begin [mac - end] ¢ commandto add MAC
addresdo a whitelist.
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Step2 Usethe édshow cable access black -list €commandto viewthe result.

Example

AddasingleMAC addres$o the white list.
BT(config -if -cmts-1)# cable access white -list 2476.7d06.bd9a

AddaMACaddresssegment tothe white list.

BT(config -if -cmts-1)# cable access white -list 4432.c83c.0000  4432.c83c.0009

BT(config -if -cmts-1)# show cable access white - list
cable access white -list disable

cable access white -list 2476.7d06.bd9a

cable access white - list 4432.¢83c.0000 4432.¢83c.0009
the total number of CMis 11

13.4.7 Deletingthe White List

Throughthis task,userscandelete specifiedMACaddressor MACaddresssegmentfrom the white list, or

deletethe entire list contents.ThespecifiedMACaddresscannotbe FFFF.FFFF.FFFF.

Context

N/A

Procedure

Step1 Enterthe cmtsview.

Step2 Usethedno cable access white -list  (mac-begin | all 0 éommandto delete MAC

addressed$rom the white list.

Step 3 Usethe cshow cable access white -list € commandto viewif it isdeleted.

Example

DeleteMACaddressfrom the white list.
BT(config -if -cmts-1)# show cable access white - list

cable access white - list disable

cable access white - list 2222.2222.2222
cable access white - list 2476.7d06.bd9a
cable access white - list 4432.¢83¢.0000 4432.¢83¢.0009

the total number of CMis 12

$Whendeletinga MACaddresssegment,enter only the start addressof the MACsegment.

BT(config -if -cmts-1)# no cable access white -list  4432.c83c.0000

BT(config -if -cmts-1)# show cable access white - list
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cable access white - list disable

cable access white
cable access white

the total number

BT(config -if -cmts -
BT(config -if -cmts -

cable access white

the total number

- list 2222.2222.2222
- list 2476.7d06.bd9a
of CMis 2

1)# no cable access white -list all
1)# show cable access white - list

- list disable

of CMis O

13.4.8 Viewthe White List

Throughthis task,userscanviewthe switchstatusof the white list anddeviceMACaddressesddedto the

white list.

Context

N/A

Procedure

Step1 Enterthe cmtsview.

Step2 Usethe sshow cable access white -list ¢commandto viewthe configuration

information of the white list.

Example

Viewthe white list.

BT(config -if -cmts -

1)# show cable access white - list

cable access white - list disable

cable access white

the total number

- list 2476.7d06.bd9a
of CMis 1

13.5 ManagingCMUpgrades

13.5.1 Overview

Thissectionmainlydescribeshow the CMTSnanage<CMupgradesUserscanreferto this sectionto manually

upgrade a specific CM to the designated software version or configure the CM to carry out automatic batch

upgrades.

13-256



-% BLONDER TONGUE Chapter 13X Terminal Configuration Management

13.5.2 Upload/DownloadCMImageFile

Userscanreferto this sectionto understandhow to downloadthe CMimagefile to the CMTSr uploadthe CM
imagefile inthe CMTS tdhe PC.

Useeitherthe FTRor TFTRrotocolto downloadthe CMimagefile to the specifiedfolder from the FTRand
TFTP server respectively. The filename of the CM image file downloaded to the device can be modified

accordingo the user configurationThe defaulisto retain the originalfilename.

OperationProcedures

Step1 Determineif FTRor TFTRvill be usedto downloadthe file. Preparethe CMimagefile onthe server,
andbuild the connectionto makesurethat the devicecancommunicatewith the servernetwork.
Step 2 Inthe enableview,usethe command'load cm- class -image " to uploadto the serveror

downloadfrom the server.

TaskExample

DownloadCMimagefile, SC011_Tv_151128.bifipm FTPserver192.168.0.2320 deviceand store as

SCO012_Tv.bin
BT# load cm class -image ftp 192.168.0.232 mpu mpu SC011_Tv_151128.bin

SCO012_Tv.bin
File saved successfully!

RelatedOperations

Tablel3-9 Relatedoperationsto downloadthe CMimagefile to the deviceusingFTP

Operation Command Remark
UploadCMimagefile toaPC | upload cm-class - Getthe CMimagefile from the
usingFTP/TFTP image (ftp | tftp) /app/cmimage/directory
UseTFTRo downloadthe CM | load cm-class -image Savethe CMimagefile to /app/cmimage/
imagefile to the device tftp

13.5.3 Manually UpgradeSpecificCM
Userscanreferto this sectionto manuallyupgradethe softwareversionfor specificCM.

OperationProcedures

Step1 Downloadthe CMimagefile to the file systemin the CMTS.
Step2 Usethe"upgrade cable modeni commandto usethe designatedCMimagefile to upgrade

the CM.
Step3 Usethe "show cable modem upgrade status " to checkif the CMupgradeissuccessful.
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TaskExample

Manually upgradespecificCM.
BT# upgrade cable modem 001c.1df5.72el SC011_Tv_151128.bin

BT# show cable modemall wupgrade status

MAC Address Last - Sw Vers Curr - Sw Vers Upgrade Status Begin Time

End Time File Name

001c.1df5.72el SCO011_Tv_151128 SCO011_Tv_151128 upgrading 1970/01/01 06:53 ---- [--
[ - SCO011_Tv_151128.bin

RelatedOperations

N/A

13.5.4 CMAutomatic BatchUpgrade

Userscanreferto this sectionto configureautomaticbatchupgradefor the CMs.

OperationProcedures

Step1 Downloadthe CMimagefile to the file systemin the CMTS.

Step 2 In theconfig view, use the commanddble modem auto - upgrade " to specify the upgrade
imagefile that CMof specificmodelnumbershoulduseif the designatedsoftwareversion hasot
beenapplied tothe CM.

Step 3 Inthe configview,enableautomaticbatchupgradefor the CM.

Step4 Restartthe CM.

Step5 Checkhe CMupgradestatusimmediatelyoncethe CMisonline.

TaskExample

Automatic upgradewhenthe CMis online.
BT(config)# show cable modem

MAC Address IP Address I/F MAC Primary RxPwr Timing Number BPI Online

State Sid (dBmV) Offset CPE Enabled Time
001c.1df5.72el 6.6.6.1 C1/U2 w online 16.0 685 0 no 0d15h24m
Total CM:1

BT(config)# cable modem auto - upgrade BCM93383DCM SCO011_Tv_151123
SCO011_Tv_151128.bin

Warning:If the configured software version does not match the software version parsed
from the image file,the CMwill  repeatedly upgrade and reboot.

BT(config)# cable modem auto - upgrade BT(config)# clear

cable modem all reset BT(config)# show cable modem all

upgrade status

MAC Address Last - Sw Vers Curr - Sw Vers Upgrade Status Begin Time

End Time File Name
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001c.1df5.72e1 SCO011_Tv_151128 SCO011_Tv_151128 upgrading 1970/01/01  22:23
T L B SCO011_Tv_151128.bin
RelatedOperations

N/A

13.6 ConfigureCPBVianagement

UserscanmanageCPE(Customé&tremiseEquipmentfhroughthistask.

13.6.1 View CPHNnformation

Userscanviewthe CPEnformationthroughthistask.

Context
It isallowedto usethe followingcommanddo view CPEnformationfor CPENonitoring.

i Viewthe information of CPEInder the specifiedCM by usingthe commanddéshow cable modem
(ip -address | mac- address ) cpeé @

i Viewthe information of all CPE®y usingthe commandéshow cpe all ¢ &

0 Viewthe informationof the specifiedCPBby usingthe commandéshow cpe (ip - address | mac
mac- address )€ @

i Viewthe numberof all typesof CPBby usingthe commandoshow cpe summaryo .

Procedure

Step1 Viewthe informationof all CPE®y usingthe commanddshow cpe all € @

Example

Viewthe information of all CPEs.

BT(config)# show cpe all

MAC CMCiIndex CMMAC IP Address Dual IP CPE
Type Lease Time

0003.c83c.88e5 C1 4432.c83c.88e5 2000::1:2303:6789:abcc N Host
600000s

Host count

MTA count

STB count

Extension  device count
IAPD count

- O O O O ¥

Total count

13259



BLONDER TONGUE Chapter 13, Terminal Configuration Management

RelatedOperations

N/A

13.6.2 ClearCPEENtries

UserscanclearCPEentriesthroughthistask.

Context

After the specifiedCPEn the CPEentriesis cleared this CPEs refusedto accesgo the network
immediately.

Procedure

Step1 Clearthe CPEentriesby usingthe commandiclear cpe mac- address ¢ @

Example

Clearthe entries of CPEvhoseMACaddressas60eb.69e2.d21d.

BT(config)# show cpe all

MAC CMCindex CM MAC IP Address Dual IP CPE
Type Lease Time

60eb.69e2.d21d C1 ada8.0fa9.607c 10.10.28.239 N Host
604800s

0003.c83c.88e5 C1 4432.c83c.88e5 2000::1:2303:6789:abcc N Host
600000s

Host count

MTA count

STB count

Extension  device count
IAPD count

N O O O O N

Total count
Topvision(config)# clear cpe 60eb.69e2.d21d

Topvision(config)# show cpe all

MAC CMCIndex CM MAC IP Address Dual IP CPE Type
Lease Time

0003.c83c.88e5 C1 4432.c83c.88e5 2000::1:2303:6789:abcc N Host
600000s

Host count

MTA count

STB count

Extension  device count

IAPD count

r O O O O P

Total count
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13.7 CMbasedDownstreamFrequencyShift

Youcanperformthistaskto shift the downstreamfrequencyof the CM.Twomethodsare availableto configure
the CM downstreanirequency shift:

U  Modify the CM downstream frequency based on the CM MAC address: Specify the CM MAC address, and

changethe downstreamfrequency ofa specified CNb the downstreamchannelfrequency.

U  Modify the CM downstream frequency based on the CM service type ID: Specify the CM service type ID,
and change the downstream frequency of all CMs carrying this CM service typthé€ddownstream

channelfrequency.

13.7.1 Modifying the CMDownstreamFrequencyBasedon the CMMACAddress

Backgroundnformation

Whenauserrequiresa specifiedservice youneedto configurea specifieddownstreamfrequencyfor a
specifiedCM.

Whenmodifying the CM downstream frequency based on the CM MAC address, you must specify the
frequencyshifttimeout for the CM.If the CMdoesnot go online usingthe specifieddownstreamfrequency
before timeout, the downstream frequency of the CM islaoger restricted, and the CM can use any

frequencyto goonline. Thetimeout rangesfrom 60to 1800secondsThedefaulttimeout is 720seconds.

ﬂ-!.!_“ Note:

When the CM downstream frequency is modified based on the CM MAC address, the specified CMimust be
astate other thanthe offline state. At this time, the CMgoesoffline, the distanceismeasuredagain,andthen

the CM goes online again.

Procedure

Step1 Runcable modem ds- frequency to modifythe downstreamfrequencyof the specifiedCM.

Step2 Runcable modem ds- frequency -timeout to modify the CMdownstreamfrequencyshift
timeout.

Step3 Runshow cable modem ds- frequency -timeout to view theCM downstreanfrequency

shift timeout.

Example

Changehe downstreamfrequencyof the CMwith the MACaddresse889.2c97.de83%o the central
frequency47200000Hz, andset thetimeout to 180seconds.

BT(config)# cable modeme889.2c97.de83  ds- frequency 472000000

BT(config)# cable modemds- frequency -timeout 180
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BT(config)# show cable modem ds- frequency - timeout
cable modemds- frequency - timeout: 180s
RelatedOperations

N/A

13.7.2 Modifying the CMDownstreamFrequencyBasedon the CMServiceTypelD

Backgroundnformation

Whenauserrequiresaspecifiedservice youneedto configurea specifieddownstreamfrequencyfor a
specifiedCM.

TheCMT Supportsmodificationof the CMdownstream frequency basesh the CMservicetype ID.The

CM service type ID can be specified in the CM configuration file. All CMs obtaining ttasf@jdration file
mustgoonlineusingthe specifiedfrequency Notimeout is configuredwhenthe CMdownstreamfrequency
ismodifiedbasedon the CMservicetype ID. ThespecifiedCMmustgo online usingthe specifiedfrequency.

Procedure
Step1l Runcable service type ds- frequency to modify the downstreanmfrequencyof the
specifiedCM.
Step2 Runshow cable modem service - type -id toviewthe CMdownstreamfrequency shift
timeout.
Example

Changehe downstreamfrequency ofall CMsusingthe sameCMservicetype ID "commercial"to55000000(Hz.

BT(config)# cable service type commercial ds-frequency 550000000

BT(config)# show cable modem service -type -id

MAC Address IP Address I/F MAC Primary Service -type -id
State Sid

a4a8.0fa9.607c 10.10.28.118 C1/u3 online 13 commercial

Total CM:1

RelatedOperations

Tablel3-10Relatedoperationsto modifyingthe CMdownstreamfrequencybasedon the CMservicetype ID

Operation Command Remark

Deletethe CMservicetypeID. | clear cable modem

service -type -id
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Chapterl4 LoadBalanceConfigurationManagement

14.1 LoadBalanceOverview

Load balancing aims to evenly distribute the load to available resources and improve the resource utilization
efficiency. When oafter a CM goes online, the CMTS periodically checks the loads of channels to determine
whetherthe loadbalancingconditionsare met. If the conditionsare met, the CMTSnstructsthe CMto move

to aspecifiedchannel througlDCQr DBC tamprovethe throughputof the CMTS.

LoadBalancingGroup

CMTSoadbalancingsappliedto the loadbalancinggroups.ln orderto achievedifferent loadbalancing
policiesthe CMTSlevicesupportstwo typesof loadbalancinggroups,namely,commonloadbalancinggroups

andrestrictedloadbalancinggroups.

i  Common load balancing group: It is the load balancing group created by the CMTS by default. This load
balancing group is available to all the downstream channel and upstream channel RF interfaees of th
CMTS device, and all the channel resources can be shared. Common load balancing groups are mainly

usedto provide services tordinaryusers.

U Restricted load balancing group: Carriers can configure restricted load balancing groups. Corresponding
downstream channels and upstream channels as well as included CMs can be added to this type of group.
Restricted load balancing groups are primarily used for providing services to VIP users to ensure that these
users can exclusively use channels. You can addctedtiCMs to a restricted load balancing group using

the following methods:

Directlyaddthe CMMACaddresssegmentsRundcable load - balance  restrict mode mo

in the configview todirectlyaddthe CMMAC addressegments.

Add the CMMAC addre&sSaAY Sy ia GKNRBdAK O t OdzA | lekcRded ¢ KS /
mo de m§ kclude allcm £ A ¥mtsitkg&up view to add the CM MAC address
segments. Theactull RRNB aa &4S3AYSyild AdekkSudlet Odridlemd2y NB

dgnclude al | am.

Add the restricted CMs based on the DOCSIS types supported by CMs. The CTMS supports DOCSIS2
CMandDOCSIS30M.

ﬂ-!.!J Note:

1. Inarestrictedloadbalancinggroup,the abovethree methodscannotbe configuredat the same

time.

14-263



-?Q BLONDER TONGUE Chapter 14, LoadBalance Configuration Management

2. ltisprohibitedto configureoverlappinglACaddresssegmentsn two or morerestrictedload
balancinggroups.

3. Itisprohibitedto configurethe sameDOCSIgersiontypesin two or morerestrictedloadbalancing
groups.

LoadBalancingMethod
Themethod of CMTSoadbalancelt canbe classifiedn three ways:

U Reaitime flow based load balance: This load balancing method is suitable for scenarios where the
requirementfor equalization isigh and the networksunderreaktime load.

U  Active service flow based load balance: This load balancing method is suitable for use when the service
scenario is complex. Under normal circumstances, the service bandwidth of each CMatanoe and
needsto be finely dividedaccordingo the serviceflow bandwidth.

i CM number based load balance: This load balancing method is suitable for use when the service scenario
is relatively simple. Under normal circumstances, the setéelwidth of each CM is relatively balanced
andcanbe divided directlypy the numberof CMs.

ﬂ-!..-_-“ Note:

1. Toimplementloadbalancingthe CMTSallowsyouto usecommandinesto moveparticularCMsto
specifiedupstreamor downstreamchannelswhichcanbe either a singlechannelor a set of

multiple upstreamor downstreamchannels.

2. For2.0CM,it will onlyworkin a singleupstreamchannelanddownstreamchannel,at thistime the

CMTSlevicecalculate thdoad asan upstreamchannelloadanda downwardchannelload.

3. For3.0CM,it canwork in anumberof upstreamchannelsand downstreamchannelsat this time
the CMTS device calculate the load for each of the upstream channel and downstream channel a
load.

14.2 Exampleof Configurationof load balancinginstancebasedon CM
Throughthis example the load balancingunction of CMTSlevicebasedon CMquantity canberealized.
U  Therequirementsare asfollows: Load balancingenabled.
U Whenthe numberof CMsbetweenchannelsexceedsl0,the numberof CMsis 16.

0 Otherloadbalancingparametersusedefaultvaluesasshownin 14.6

DataPlanning
Loadbalancingplanningis shownbelow.
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Tablel4-1 DataPlanningorLoadbalancingbasedon CMquantity

Item Data
Loadbalancingnode modem
Highflow switch enable
Maximumnumberof CMmovesperload balancing 16
Minimum differenceof CMnumberbetweenchannels 10

Prerequisite

Network CMT2quipment,CMandline are normal.

Configurationflowchart

Theloadbalancingconfigurationprocesss shownbelow.

C )

Configuration of CMTS device load
balancing parameters

Enable load balancing

v

Save configuration
C End )

Figurel4-1 FlowchartforLoadbalancingconfigurationbasedon CM

Procedure

Step1l ConfigureCMTSleviceloadbalancingparameters
1. Enter theCMTS view
BT (config)# interface cmts 1
2. Configuring load balancing mode is to balance the load according to the number of CM
BT(config -if -cmts-1)# cableload - balance method modem The
3. minimumdifferenceof the numberof CM channelss 10.
BT(config -if -cmts-1)# cableload - balance threshold load minimum
10
4. Themaximumnumberof CMsper mobileis 16
BT(config -if -cmts-1)# cable load -balance modem moved 16
Step2 Enable load balancing.
1. Exitthe CMTSiiew
BT(config -if -cmts- 1)# exit
2. Enable load balancing
BT(config)# cable load - balance enable
14-265



-?Q BLONDER TONGUE Chapter 14, LoadBalance Configuration Management

Step 3 Saveconfiguration
BT(config)# exit
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] y
Building configuration.....

Configuration saved successfully.

Result

According to the above configuration, the CMTS device has néwathbalancing function based on the
numberof CM,andit canmove CMnormallywhenthe numberof CMdistributedon the channelreaches
the mobile condition.

14.3 Exampleof ConfigurationisBasedon CMMACAddresd.oadBalancing
Group

Throughthis example,a CMdevicewith a specifiedIACaddresssegmentcanachieveload balancingn a

restrictedload balancinggroup. Therequirementsare asfollows:

i The CM in the MAC address range from 0025.f102.0000 to 0025.f102.ffff balances the load in the
restricted load balancing group 1, and the bound upstream and downstream channelglaedl18,
respectively.

i CM within the MAC address range of 0025.f105.000025.f105.ffff performs load balancing in the
restrictedload balancinggroup2, andthe bound upstreamand downstreamchannelsare 5-8 and 9-16,
respectively.

DataPlanning
Loadbalancingplanningis shownbelow.

Tablel4-2 DataPlanningorLimitedLoadBalancindBasecbn CMMACAddress

Item Data

Loadbalancinggroup 1,2

Upstreamchannelin loadbalancinggroup1 1-4

Downstreanchannelin load balancinggroup1 1-8

CMMACaddressangein loadbalancinggroup1 0025.f102.00000025.f102.ffff
Upstreamchannelin loadbalancinggroup2 5-8

Downstreanchannelin load balancinggroup2 9-16

CMMACaddressangein loadbalancinggroup2 0025.f105.00000025.f105.ffff

Prerequisite
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Network CMTSquipment,CMandline arenormal.

Configurationflowchart

Theloadbalancingconfigurationprocesss shownbelow.

( Start )
v

Createload balancinggroup

Add up and down channelsto the load
balancinggroup

Adda CM MACaddresssegmentto the
load balancinggroup

Enableload balancing

v

Saveconfiguration
( End )

Figurel4-2 Flowcharfor CMMACaddressconstrainedoadbalancinggroupconfiguration

Procedure

Step1 Createloadbalancinggroupl-2
BT(config)# cable load -balance group 1-2 cmts 1
Step 2 Addthe upstreamanddownstreamchannelf the loadbalancinggroup
1. Enterload balancingroupl.
BT(config)# cable load - balance group 1 Upstream
2. channel 14 is added to load balancing grouBT(cmts - Ib -
group - 01)# upstream 1 -4 Load balancing group 1 adds
downstream channel-BBT(cmts - Ib - group - 01)#
downstream 1 -8 Exitloadbalancinggroupl
BT(cmts - Ib - group - 01)# exit
5. Enterloadbalancinggroup2
BT(config)# cable load - balance group 2 Upstream
6. channel 58 is added to load balancing grouZ(cmts - Ib -
group - 02)# upstream5 -8 Load balancing group 2 adds
downstream channel96 BT(cmts - Ib - group - 02)#

downstream 9 - 16Exitload balancinggroup?2.
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BT(cmts - Ib - group - 02)# exit
Step3 AddCMMACaddresssegmentto loadbalancinggroup
1. CMMACaddresssegment0025.f102.0000025.f102.ffffisaddedto load balancinggroup1
BT(config)# cable load - balance restrict modem 0025.f102.0000
ffff.ffff.0000 group 1
2. CMMACaddresssegment0025.f105.00060025.f105.ffffwasaddedin loadbalancinggroup2
BT(config)# cable load - balance restrict modem
0025.f102.0000 ffff.ffff.0000 group 2
Step4 Enabldoadbalancing
BT(config)# cable load - balance enable
Step5 Saveconfiguration
BT(config)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] y
Building configuration.....

Configuration saved successfully.

Result

Accordingo the aboveconfiguration,CMT Sleviceswill add CMto the restrictedloadbalancinggroup

accordingo the MACaddressand CMwill do load balancingon the intra-groupchannel.

M Note:

UsingMACaddresgo addrestrictedCMin restrictedload balancinggroupconflictswith the following

functions:

1. AddingrestrictedCMbasedon CMDOCSIgersiontype: Both cannotexistsimultaneouslyn the same
CMTSHevice.

2. Exclusiorof CMwithin agroup:Both cannotexistsimultaneouslyin the samegroupof CMTS.

14.4 Exampleof Configurationis Basedon CM Version Load Balancing
Group

When the environment needdifferent DOCSIS versions of CM for different load balancing, different restricted
loadbalancinggroupsneedto be setupto bind different versionsof CMto different balancinggroups.Through
this example, CM can achieve load balancing in restrictedibadéancing group based on DOCSIS version type.

Therequirementsare asfollows:
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i DOCSIS version 2.0 CM performs load balancing in the restricted load balancing group 1, and the bound

upstreamand downstreamchannelsare 1-2 and1-3, respectively.
i DOCSIS version 3.0 CM performs load balancing in restricted load balancing group 2, and the bound
upstreamanddownstreamchannelsare 35 and4-8, respectively.
DataPlanning
Loadbalancingplanningis shownbelow.

Tablel4-3 DataPlanningorRestricted_oadBalancindasecon CMVersionType

Item Data
Loadbalancinggroup 1,2,3
Upstreamchannelin loadbalancinggroup1 1-2
Downstreanchannelin load balancinggroup1 1-3

CMversiontype supportedby oadbalancinggroupl | DOCSI3.0

Upstreamchannelin loadbalancinggroup2 35

Downstreanchannelin load balancinggroup2 4-8

CMversiontype supportedby oadbalancinggroup2 | DOCSIS.0

Prerequisite
Network CMTSquipment,CMandline are normal, CMTSloesnot existload balancinggroupwith
configurationconflict.

Configurationflowchart

Theconfiguringprocesof restrictedloadbalancinggroupbasedon CMversionnumberis asfollows.

C Start )
v

Createload balancinggroup

Add up and down channelsto the load
balancinggroup

Add CMversionto load balancing
group

Enableload balancing

v

Saveconfiguration
( End )

Figurel4-3 Flowchartfor CMVersionConstrained.oadBalancingsroupConfiguration
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Procedure

Result

i Configurdoadbalancinggroupl:

Step1l Createloadbalancinggroupl
BT(config)# cable load -balance group 1 cmts 1
Step 2 Upstreamanddownstreamchannelsare addedto the loadbalancinggroup.
1. Upstream channel-2 is added to load balancing group 1
BT(cmts-Ib - group - 1)# wupstream 1l -2 Load
2. palancing group 1 adds downstream chann@ BT(cmts -
Ib - group - 1)# downstream 1-3
Step3 AddCMversionnumber DOCSES0in loadbalancinggroup 1
BT(cmts -Ib - group - 1)# cm-type d20 BT(cmts -
Ib - group - 1)# exit

U  Configurdoadbalancinggroup2:

Step1l Createloadbalancinggroup?2
BT(config)# cable load - balance group 2 cmts 1
Step 2 Upstreamanddownstreamchannelsare addedto the loadbalancinggroup
1. Upstream channel-3 is added in load balancing grouBZ( cmts -
Ib - group - 2)# upstream 3-5
2. Loadbalancinggroup2 addsdownstreamchannel4-8
BT(cmts - Ib - group - 2)# downstream 4-8
Step3 AddCMversionnumberDOCSIS.0in loadbalancinggroup?2.
BT(cmts -1b - group - 2)# cm-type d30
BT(cmts - Ib - group - 2)# exit
Step4 Enabldoadbalancing
BT(config)# cable load - balance enable
Step 5 Saveconfiguration
BT(config)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] vy
Building  configuration.....

Configuration saved successfully.

Accordingo the aboveconfiguration,CMTSlevicewill add CMto the restrictedloadbalancinggroup

accordingo CMregisteredversion,CMwill do loadbalancingon the intra-groupchannel.
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14.5 Configuringa LoadBalancingGroup

Inorderto achievedifferent loadbalancingpolicies,the CMTSlevicesupportstwo typesof loadbalancing

groups,namely,commonload balancinggroupsandrestrictedload balancinggroups.

i  Common load balancirgyoup: It is the load balancing group created by the CMTS by default. This load

balancing group is available to all the downstream channel and upstream channel RF interfaces of the

CMTS device, and all the channel interface resources can be shared. AGAMESupports only one

commonloadbalancinggroup,andit is primarily usedfor providingservicego ordinaryusers.

U Restricted load balancing group: Carriers can flexibly create and configure restricted load balancing

groups.Corresponding downstream channels and upstream channels as well as included CMs can be

added to this type of group. The CMTS device can support several restricted load balancing groups, and

they are primarily used for providing services to VIP users. figaoing a restricted load balancing

group, you can specify the upstream channels and downstream channels used for load balancing in the

group,aswell asthe CMsparticipatingin load balancing.

After loadbalancings enabled,CMscanbe addedto only oneloadbalancinggroup.Theyare preferentially

added to a restricted load balancing group. If CMs do not meet conditions for adding to a restricted load

balancinggroup,they are addedo a commonloadbalancinggroup.

14.5.1 Configurethe GeneralLoadBdanceGroup

Userscanconfigurethe generalload-balancegroupthroughthistask.

Context

TheCMTSllowsyouto configurea generalload balancinggroup.Configuratiorof a generalloadbalancing

groupincludes:

U  Enablinganddisablingof the generalload balancinggroup.

0 Initialization technology of the general load balancing group. For detail$Caefgure the Initialization

Technologyf LoadBalance.

U  Policieofthe generalloadbalancinggroup.Fordetailsaboutthe policyandrule associatiormodes,see

Configurethe LoadBalanceTimePolicy.

Procedure

Step1

Step 2

Step 3
Step 4

Inthe cmtsview, configurethe statusof the generalloadbalancinggroupby usingthe command
ocable load - balance general group (disable | enable) ¢ &
Configurethe initializationtechnologyof the generalload-balancegroupby usingthe command
dinit -tech ¢ @
Configurethe policyof the generalload-balancegroupby usingthe commandopolicy ¢ &
Querythe informationof restrictedload-balancegroupby usingthe commanddéshow running -
config ¢ &
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Example

Configurethe generalload balancinggroup.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable load -balance general group enable

BT(config -if -cmts-1)# init -tech 0-3

BT(config -if -cmts-1)# policy 1

BT(config -if -cmts-1)# show running - config verbose | include general group enable
cable load -balance general group enable

BT(config -if -cmts-1)# show running -config | include init -tech

init -tech 0-3

BT(config -if -cmts-1)# show running -config | include policy

policy 1

RelatedOperations

Tablel4-1 RelatedOperationgfor Configuringhe Restricted_oadbalanceGroup

Operation Command Remarks

Restorethe defaultinitializationtechnologyofthe | no init - tech

restrictedloadbalancinggroup.

Deletethe policyof the restrictedloadbalancing no policy

group.

14.5.2 Configurethe RestrictedLoadBalanceGroup

Userscanconfigurethe restrictedload-balancegroupthroughthis task.

Context

The CMTS supports a maximum of 512 restricted load balancing groups. You can specify the upstream
channelsanddownstreamchannelausedfor load balancingn arestrictedloadbalancinggroup,aswell as
the CMspatrticipatingin loadbalancing.

U  Statusof the restrictedloadbalancinggroup.

0 Initializationtechnologyof the restrictedload balancinggroup.Fordetails,seeConfigurethe Initialization
Technologyf LoadBalance.

0 Policies of the restricted load balancing group. For details about the policy and rule association modes,
seeConfigure thd_oadBalanceTime Policy.

0 Upstreamanddownstreamchannels A restrictedload balancinggroupsupportsone or more upstream
and downstream channels. The load of restricted CMs in the group are strictly balancedrorels in
the same group.
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U YoucanaddCMsto arestrictedloadbalancinggroupusingthe followingmethods:

Directlyaddthe CMMACaddresssegmentsRuncableload-balancerestrict modemin the config

viewto directly add theCMMACaddresssegments.

Add the CM MAC address segments through calculation. The CMTS allows you to run exclude
modemandincludeall cmin the cmts|b-groupviewto addthe CMMACaddresssegmentsThe
actualaddresssegmentisthe calculationresult of excludemodemandincludeall cm.

Addthe restrictedCMsbasedon the DOCSIfpessupportedby CMs.TheCTMSupports
DOCSIS20M andDOCSIS3.0 CM.
Procedure

Step 1 Inthe configview,createarestrictedloadbalancinggroupby usingthe commanddicable load -

balance group group -list cmts cmts-id € @

ﬂ.!.!Jl Note:

1.Ifgroup - list issetto asinglelD,onerestrictedload balancingroupis createdand the system

automaticallyentersthe cmtslb-groupview.

2.1fgroup - list isset tomultiple IDs,multiple restrictedload balancinggroupsare createdandthe

systemdoes notenter the cmtsIb-groupview.

Step 2 Inthe cmtslb-groupview, configurethe initializationtechnologyof the restrictedload-balanceroup
by usinghe commandiinit -tech ¢ @

Step 3 Inthe cmtslb-groupview,configurethe policyof the restrictedload-balancegroupby usingthe
commanddpolicy € &

Step 4 Inthe cmtslb-groupview,configurethe upstreamchannelsof the restrictedload-balancegroupby
usingthe commanddupstream ¢ @onfigurethe downstreamchannelsof the restrictedload
balancegroupby usingthe commanddédownstream ¢ @

Step5 In the cmtslb-group view, add CMs of the restricted lehdlance group by using the command
ocable load - balance restrict modem ¢ ® Loftslb-gtdip view, add CM address
segmentof the restrictedload-balancegroupby usingthe commanddinclude all cméand
cexclude modeng livthe cmtslb-groupview,addCMsbasedonthe supportedDOCSIgersion®f
the restrictedload-balance groupyusingii K S O 2 i kypeRE di

Step 6 Querythe information of restrictedload-balancegroupby usingthe followingcommands.

U  Querythe configurationinformation of restrictedload-balancegroupby usingthe command
oshow cable load - balance group ¢ &
U  Querythe information of valid CMin the specifiedrestrictedload-balancegroupby usingthe

commandéshow cable load - balance group group -id active cme @

14-273



BLONDER TONGUE Chapter 14 LoadBalance Configuration Management

Example

Configurethe preferredload-balancegroupl, includingupstreamchannell and 2, downstreamchannel
1, 3,4,5and 7, and the MAC address of the specified CM to be added to the group as 0026.5ba6.4779

0026.5ba6.4789.
BT(config)# cable load -balance group 1 cmts 1

BT(cmts - 1-1b - group - 1)# init -tech 1-4
BT(cmts - 1-Ib - group - 1)# policy 2
BT(cmts - 1-Ib - group - 1)# upstream 1-3
BT(cmts - 1-lb - group - 1)# downstream1 -16 BT(cmts-1-
Ib - group -1)# cm-type d30 BT(cmts - 1-1Ib - group - 1)#
show running - config

init -tech 1,2,3,4

policy 2

upstream 1-3

downstream 1 - 16

cm-type d30

RelatedOperations

Tablel4-2 RelatedOperationsfor Configuringhe Restricted_oadbalanceGroup

Operation Command Remarks

Restorethe defaultinitialization | no init - tech
technologyof the restricted

loadbalancinggroup.

Deletethe policyof the no policy

restrictedloadbalancinggroup.

Deleteupstreamchanneldn no upstream upstream - list
the restrictedloadbalancing
group.

Deletedownstreamchannelsn | no downstream downstream - list

the restrictedload balancing

group.
DeleterestrictedCMsin the no cable load - balance restrict
group. modem index (group group -id |

service -type -id service -type -

id )

no cable load - balance restrict
modem (index -list | all) cmts
cmts - id

Deletethe excludedrestricted | no exclude modem (index -list |
CMsin the group. all)
Deletethe supportedDOCSIS | no cm-type (d20 | d30)

versionsin the group.
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Operation Command Remarks
Deletethe restrictedload no cable load - balance group When a restricted load
balancinggroup. (group - list | all) cmts balancinggroupisdeleted,all

cmts - id configurationsn the group
aredeletedaswell.

14.6 Configurethe Parametersof LoadBalance

14.6.1 Configurethe Method of LoadBalance

Context
CMTSoadbalancecanbe classifiedn three ways:
U utilization: Realtime flow basedioadbalance
U  serviceflows: Activeserviceflow basedioadbalance

U modem:CMnumberbasedoadbalance

Procedure

Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € ©

Step2 / 2y FTAIdzNBE (GKS YSGK2R 27F f 2chbR loadl f- bajait&methdd dzia A y 3
(utilization | service -flows [modem) £ & hNJ O2y FA3IdzNB GKS YSi
by usingi KS O 2 Yable lfd®l & balance method upstream (modem |
service - flows | utilization) downstream (modem | service - flows |
utilization) £

Bydefault, CMTSxecuteghe loadbalancebasedon the channelutilization.

Example

ConfigureCMTSo executethe activeserviceflow basedload balance.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable load - balance method service - flow

RelatedOperations

N/A

14.6.2 Configurethe Heavy/LightTrafficThresholdsof LoadBalance

Userscanconfigurethe heavy/lighttraffic thresholdsof loadbalancethroughthis task.

Context
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U  Thefunctionwill be effectivewhenthe loadbalancemethedis utilization.

U When thechannel utilization is increasing, CMTS will change the operating mode of load balance to the
channelutilizationloadbalanceafter the channelutilization exceedgshe heavytraffic threshold.

0 Whenthe channelutilizationisdecreasingCMT Swill changethe operatingmode of loadbalanceto the

channelCMnumberloadbalanceafter the channelutilizationis lower than the light-traffic threshold.

Procedure

Step 1 Enterthe cmtsview by usingthe commanddinterface cmts € ©
Step 2 Configurethe heavytraffic thresholdof loadbalanceby usingthe commandécable load -
balance system threshold threshold -low threshold -high ¢ ®

Bydefault, the light-traffic thresholdof load balanceis 0%,andthe heavytraffic thresholdis 0%.

Example

Configurethe light-traffic threshold of load balanceas15%,andthe heavy-traffic threshold as25%.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable load - balance system threshold 15 25
RelatedOperations

N/A

14.6.3 Configurethe ExecutionCycleof LoadBalance

Userscanconfigurethe cycleof loadbalancethroughthistask.

Context
Thecyclesconfiguredin different operatingmodemaydiffer:

0 Active service flow based and CM number based lmddnce: in this mode, only the configuration of
execution cycle is valid, which means the main thread for DOCSIS will balance the load of each channel

onceevery cycle.

U0 Reaitime flow based load balance: in this mode, the configurations of leatbcution cycle and the
number of cycle for calculating the average weighted channel load are valid, which means that MAC
address statistics thread will update the dynamic load of upstream/downstream channels once every a
cycle. The dynamic load will bel@alated by the following means: assign a weight to the-tizaé¢ load
in previous N cycles (including the current cycle), and then calculate the weighted load, which is the
dynamicloadof the channel.

Procedure

Step1 Enterthe cmtsviewby usingthe commanddinterface cmts € ©
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Step 2 Configurethe cycleof loadbalanceby usingthe commandodcable load - balance  period
period number (1 | 2|4) € @

Example

Configurethe executioncycleof CMTSoad balanceas70s,andthe number of cyclefor calculatingthe
averageweighted channel load a8.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable load -balance period 70 number 2

RelatedOperations

Tablel4-3 RelatedOperationsfor Configuringhe LoadbalanceMode

Operation Command Remarks

Configurethe operatingmodeof load cable load - balance method

balance

14.6.4 Configurethe ChannelOverloadThresholdand DifferenceThreshold

Userscanconfigurethe channeloverloadthresholdanddifferencethresholdthroughthis task.

Context

Onlywhenthe followingtwo conditionsare met at the sametime canCMT Se readyto move CMon this

channel.
i  Onlywhenthe channelutilizationexceedshe channeloverloadthreshold,

U thedifferencebetweenthe sourcechannelutilizationandthe destinationchannelutilizationexceedshe
differencethreshold

Procedure

Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € @

Step 2 Configurethe channeloverloadthresholdandthe differencethresholdbetweenthe sourcechannel
dzi At AT I dA2Yy YR (GKS RS&lGAYlFGA2Yy OKI yy Qdbledzi A f A
load - balance threshold trigger  trigger diff diff & ®

Example

Configurethe channeloverloadthreshold as65%,andthe differencethreshold betweenthe source
channelutilization andthe destination utilizationwhenmovingCMas 15%.
BT(config)# interface cmts 1
BT(config -if -cmts-1)# cable load - balance threshold trigger 65 diff 15
BT(config -if -cmts-1)# show running -config verbose | include threshold trigger
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cable load - balance threshold trigger 65 diff 15

RelatedOperations

N/A

14.6.5 Configurethe ChanneMinimum LoadThreshold

Context
Thisfunctiontakeseffect whenthe workingmodeof load balancings serviceflows or modem.

0 When the working mode of load balancing is serfioers, and the difference of service flows between
CMT<hannelsxceedgshe configuredvalue,the CMT$erformsloadbalancing.

U0 Whenthe workingmode of load balancings serviceflows or modem,and thedifferenceof CMcounts
betweenCMTShannelexceedghe configuredvalue,the CMT$erformsloadbalancing.

Procedure

Step 1 Enterthe cmtsview by usingthe commanddinterface cmts € @

Step2 / 2y FTAIdzNBE (KS YSiK2 Babléléad dzabalghde thiekhSld r@eghddY | Y R &
(service -flows | modem) @

Step3 Configurehe minimumloadthresholdby usingthe commanddécable load - balance
threshold load minimumé @

Step 4 Displaythe minimumloadthresholdof specialupstreamchannelby usingthe commanddshow

running -config verbose € ®

Example

Configurethe minimum loadthresholdas10.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cableload - balance method modem BT(config -if -cmts - 1)#
cable load - balance threshold load minimum 10 BT(config -if -cmts-1)# show
running -config verbose | include  minimum

cable load - balance threshold load minimum 10

RelatedOperations

N/A

14.6.6 ConfigureMaximum Numberof CMto be Moved EachTime

Userscanconfigurethe parametersvhen CMTSnovesCMduringthe load balancethroughthistask.

Context
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Configurethe maximumnumberof CMto be movedeachtime by the upstreamanddownstreamof load
balance to adjust the efficiency of load balance. This configuration takes effect for both upstream and
downstream.

Procedure

Step 1 Enterthe cmtsview by usingthe commanddinterface cmts € @

Step2 Configurethe maximumnumberof CMto be movedeachtime bythe loadbalanceby usingthe
commanddcable load - balance modem moved modem nunmg @

Example

Configurethe maximumnumber of CMto be moved eachtime by the load balanceas 20.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable load - balance modem moved 20
BT(config -if -cmts-1)# show running -config verbose | include modem moved
cable load - balance modem moved 20

RelatedOperations

N/A

14.6.7 Configurethe Minimum Interval for Moving CM

Userscanconfigurethe minimumintervalfor movingCMthroughthis task.

Context
Onlywhenthe interval of CMto be movedfrom the lastmoveexceedghe minimuminterval,canCMTS
movethis CM.

Procedure

Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € ©
Step2 Configurehe minimumintervalfor movingCMby usingthe commanddécable load - balance

interval interval € @

Example

Configurethe minimum interval for movingCMas200s.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable load - balance interval 200
BT(config -if -cmts-1)# show running -config verbose | include balance interval
cable load - balance interval 200
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RelatedOperations

N/A

14.6.8 Configurethe Initialization Technologyof LoadBalance

Userscanconfigurethe initializationtechnologyof loadbalancethroughthis task.

Context
Fordifferent upstreamchannelmultiplexingmodes,CMT Snayusedifferent initializationtechnologies.

There are 8 initialization technologies in the DOCSIS standard for selection, which will bring about different
degreesf interruption of CMdataandthe successate of switchingchannelsThedevicesupportsmultiple
initialization technologies at the same time. When the configuration is not unique, the use of numerically

larger initialization technology eferred.

Whenthe channeltype is SCQAMDCCthe supportedinitializationtechniqueis 0-4 andthe priority is:
4>3>2>1>0.

Whenthe channeltype is SCQAMDBCthe supportedinitializationtechniqueis 1-4 andthe priority is:
4>3>2>1,

0 Initializationtechnique0: Theuseof initializationtechniqueO (reinitializethe MAC) resultsin the longest

interruption of service.

U Initializationtechnique 1:(Allupstreamchanneltypes)Performbroadcastnitial ranging(lUC3)on new
channelbefore normaloperation.

U Initializationtechnique2: (SCDMAand TDMAchannelonly) Performunicastranging(lUC3or [UC4)on

new channelbefore normabperation.

U Initializationtechnique3: (SCDMAand TDMAchannelonly) Performeither broadcas{IUC3)or unicast

(IUC3 olUC4xangingon new channelbefore normaloperation.
0 Initializationtechnique4: (SCDMAand TDMAchannelsonly) Usenew channeldirectly without
reinitializingor ranging.
Procedure

Step1 Enterthe cmtsviewby usingthe commanddinterface cmts € @

Step 2 Configurethe initializationtechniqueof load balanceby usingthe commanddinit - tech ¢ ®

Example

Configurethe initialization techniqueof load balanceas 1-4.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# init -tech 1-4
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BT(config -if -cmts-1)# show running -config verbose | include init -tech
init -tech 1,234
RelatedOperations

N/A

14.6.9 Enablethe LoadBalanceRangingOverrideMode

Userscanenablethe load-balancerangingoverridemodethroughthis task.

Context

ConfigureCMTSo enablethe channelreloadfunctionfor RNGRSRnessagdefore CMisregistered.

Procedure

Step 1 Enterthe cmtsview by usingthe commanddinterface cmts € @
Step 2 Enablethe load-balancerangingoverridemodeby usingthe commandécable load - balance

ranging - override enable ¢ ©®

Example

Enablethe load-balancerangingoverride mode.

BT(config)# interface cmts 1

BT(config -if -cmts-1)# cableload - balance ranging - override enable BT(config -if -cmts -
1)# show running - config verbose | include ranging - override cable load - balance

ranging -override  enable

RelatedOperations

N/A

14.6.10 Configurethe LoadBalanceBlacklist

Userscanconfigurethe load-balanceblacklistthroughthistask.

Context

Configurethe load-balanceblacklistto makethe specifiedCMnot participatein the loadbalancing.

Procedure

Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € ©
Step2 Configurethdoado I £ YOS o6f I O f A & {icaliledoadiza -YbglaRce éxki&le O2 YY I y

modem [ index ] mac mac- begin [ mac- mask] ¢ ®

14-281



BLONDER TONGUE Chapter 14, LoadBalance Configuration Management
Step3 Querythe information of load-balanceblacklistby usingthe commandéshow cable load -

balance exclude active cmé€ @

Example

Addthe CMwith MAC addresén the rangeof 0024.6800.000@024.6800.00fto the load-balanceblacklist.
BT(config)# interface cmts 1
BT(config -if -cmts-1)# cableload - balance exclude modem mac 0024.6800.0001

ffff.ffff.ffOO

BT(config -if -cmts-1)# show cable load -balance exclude active cm
I/F CMID CM MAC

C1 1 0024.6800.0005

Total CMs: 1

RelatedOperations

Tablel4-4 RelatedOperationsor Enablinghe LoadbalanceFunctionof CMTS

Operation Command Remarks

Deletethe specifiedCMfrom the load no cable load - balance exclude

balanceblacklist modem

14.6.11 Configurethe LoadBalanceTimePolicy

Userscanconfigurethe load-balancetime policythroughthistask.

Context

Byconfiguringthe time strategyof loadbalancingthe CMTSlevicecandisablethe loadbalancingunction

within a specifiedperiod of time. Rulesand policiesare associatedn the followingways:
U  Equipmentsupports200rulesand100strategies.
U  Eachpolicycanassociateone enableor disablerule, andmultiple disableperiodrules.

U  Multiple policiescanassociatehe samerule

Procedure

Step 1 Configurethe start/endtime for disablingthe load balanceby usingthe commanddcable load -
balance rule rule -id disable -period dis -start dis -start dis -end
dis -end¢ o

Step2 Createthe load-balancepolicyandbindit to the specifiedrule by usingthe O 2 Y Y | chlie &
load - balance policy policy -id rule rule -id € @

Step 3 Enterthe cmtsviewby usingthe command dinterface cmts € ©

Step4 Configurethe load-balancetime policyby usingthe commanddpolicy  policy -id € @
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Step 5 Querythe information of load-balancetime policyby usingthe followingcommands.
0 Viewthe configurationinformation of load-balancetime policyby usingthe commandéshow
cable load - balance policy ¢ @
U Viewthe configurationinformation of load-balancerule by usingthe commandéshow
cable load -balance rule € ®

Example
ConfigureCMTSo disablethe load balancein 1:00a.m-2:00a.m.everyday.
BT(config)# cable load - balance rule 1 disable - period dis - start 01:00:00 dis -end
02:00:00

BT(config)# cable load -balance policy 1 rule 1

BT(config)# interface cmts 1 BT(config -if -cmts -

1)# policy 1 BT(config -if -cmts-1)# exit

BT(config)# show cable load - balance rule

cable load - balance rule 1 disable - period dis - start 01:00:00 dis - end 02:00:00
BT(config)# show cable load - balance policy

cable load -balance policy 1 rule 1

RelatedOperations

Tablel4-5 RelatedOperationdor Enablinghe LoadbalanceFunctionof CMTS

Operation Command Remarks
Disablethe prohibitedload- cable load -balance rule rule -id disable
balancerule
Deletethe prohibitedload no cable load - balance rule rule -id
balancerule

Deletethe prohibited binding no cable load - balance policy policy -id
relationshipbetween load rule rule -id

balancerule andpolicy

Deletethe loadbalancepolicy no cable load - balance policy policy -id

14.7 Configurethe Manual LoadBalance

Configurethe manualloadbalancethroughthistask.

Context

Byconfiguringthe manualloadbalance makea CMto be movedto the specifiedupstream/downstream

channelto achieve thepurpose ofloadbalancing.

Procedure
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Step 1 Enterthe cmtsviewby usingthe commanddinterface cmts € @
Step2 Configurethe manualloadbalanceby the followingcommands.
i Configure the specified CM to be moved to the specifipstream channel by using the
O2 Y Y I ol mbve cm  mac- address  upstream to channel - list
[init -tech init -num] [sfid sfid bdg-id] [trans -id trans -id ] ¢ @
U  Configurethe specifiedCMto be movedto the specifieddownstreamchannelby usingthe
O2 YY I ofliee mbve cm  mac- address downstreamto  channel - list
[init -tech init -tech -list ]]sfid sfidbdg -id Jitrans -id trans -
id]e @
i Configure the 3.0 CM to be moved to the specified downstream channel by using the
O2 YY I ol mbve cm  mac-address rcp -id rep -id rcc -id rec -id
[init -tech init -tech -list ]]sfid sfidbdg -id ]J[trans -id trans -
id]é @
Step 3 Viewthe upstreamanddownstreamchannelscurrentlyusedby CMby usingthe commanddéshow
cable modem primary -channel ¢ @

Example

Move the CMwith MACaddressas0010.211a.6f7ho upstreamchannel2 and downstreamchannel5.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable move cm 0010.211a.6f7b upstream to 2
BT(config -if -cmts-1)# cable move cm 0010.211a.6f7b downstream to 5

BT(config -if -cmts-1)# show cable modem primary -channel

MAC Address IP Address I/F MAC Primary Num  Upstream Downstream
State Sid CPE  Primary(list) Primary(list)
0010.211a.6f7b 10.10.28.129 C1/Ul online 7 0 2 5

14.8 Viewloadbalancingrecords

Thistaskallowsyouto viewloadbalancingecords.

Context

CMT Slevicessupportviewingthe recordsand statisticsof loadbalancedmobile CM.

Procedure

Step1 Usethe dinterface cmts € commandto enterthe CMTSriew
Step2 Usethe éshow cable load -balance d y n a mcommand toviewloadbalancing mobile

CMrecords
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Example

Viewthe recordsand statisticsof load balancingmobile CM:
BT(config)# interface cmts 1

BT(config -if -cmts-1)# show cable load - balance dynamic

MAC Address Upstream Downstream Initialization Message Result Time
Channel(s) Channel(s) Technique Type

2476.7d06.d4fe 2 ->4 10 -> 8 reinitialize dcc success

1970- 01- 02 15:48:37

fc94.e349.47e0 2 ->1 16 -> 7 reinitialize dcc success
1970-01- 02 15:48:37

001c.1df5.5e68 1-4 -> 1-4 8-15 -> 7-14 broadcastinitRanging dbc success

1970- 01- 01 00:15:06

001c.1df5.5ead 1-4 -> 1-4 8-15 -> 9-16 broadcastinitRanging dbc success

1970- 01- 01 00:15:06
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Chapterl5 ChannelBonding

15.1 Overview

Channel binding means that data of CM service flows is distributed to multiple channelstdamsigission of
serviceflows. In this way, databandwidthof a singleCMandstability of CMsareimproved,the highbandwidth
requirementsof usersare met.

Note: THIS IS A DEPRECATED PRACTICE AND IS ONLY PRESENTED HERE FOR HISTORICAL PURPOSE!

ForCMsthat supportschannelbinding,their serviceflows canbe distributedto a singleor multiple upstream
or downstream channels. When a service flow is transmitted on multiple channels, this service flow is called

boundservice flonandchannelghat carry thisserviceflow forma bindinggroup.
Upstreamanddownstreamchannelscanbe separatelybound.

i  Upstream channel binding: The CM fragments packets and distributes packet fragments to timeslots
allocated by the CMTS to the service flow. Each pdckgment carries the fragment SN. On receiving the
packetfragments, theCMTSe-sequences packdétagmentsbased on fragmenBNs.

i Downstream channel binding: The CMTS distributes packets to multiple channels. Generally, the DOCSIS
MAC header of the downstam channel contains the packet SN. On receiving packets, the CMTS re
sequences packetsased ompacketSNs.

Channel binding can be classified into static and dynamic binding. In static binding, the CMTS selects a channel
setfor aCMbasedon constrains of relatedfieldsin the CMregistrationrequest.ln dynamicbinding,the CMTS

selectsa channelsetbasedon certainruleswhen theseconstraintfieldsare unavailable.
0  Thefollowingstaticbindingmodesare available:

Specifying using theonfiguration file: The CM configuration file specifies the channel (TLV 43.9 CM
Attribute Masks) usedy the CM.Thismodeisusedwhen theCM channelsnustbe fixed.

Receive Channel Configuration (RCC) template: By matching the RCP ID carried iretfiet@kibn
message, the CM can use channels configured in the RCC template. This mode is applicable to
downstreamchannelsof DOCSIS30OMs.

Restricted load balancing group: It can be used to restrict the binding channels of CMs. CMs can only

goonline wsingthe specifiedupstreamor downstreamchannelset.

Static binding group: CM service flows select binding groups and use channel in the binding group by
matching the service flow mask in the CM configuration file with thegtlecated mask in the stati

bindinggroup.
0  Dynamiachannelbindingmode:

When the above channel binding constraints are absent, the CMTS selects available channels based on the
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maximumnumberof boundchannelssupportedby CMsand dynamicallycreatesa channelbindinggroup
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for CMs. The basis for the selection is generally load balancing, for example, when the global load

balancings enabledbut the CMsare notaddedto arestrictedloadbalancinggroup.

15.2 BondingGroupFunction

15.2.1 Overview

Bonding Group is a set of ppdanned channels allocated by users to divide CM of different business types
into different binding groups. Each upstream binding group or downstream binding group has two
attributes: Provisioned Attribute Mask (Provisioned Attribute Mask) and channel list. CMTS matches the
ProvAttrMaslof the bindinggroupaccordingo the RequiredAttribute MaskandForbiddenAttribute Mask
parameters in CM's service flow parameters and dmstees CM's channel set according to the channel set
in the binding group. The upstream binding group and the downstream binding group are independent of

eachother andplaytheir respectiveroles. Theyneedto be configuredseparatelyin planning.

CMTSupportsthe configurationof ProvAttrMaskfor separateupstreamanddownstreamchannelsLike
binding groups, CM service flows can configure the corresponding AttrMask and then bind to separate

channels.

Attribute Maskis 32 bits, 0-15 bits are regulatedby protocol. At present,only 0-2 bits havebeenplanned,3-
15 bits are reserved for future planning, and-386 bits are defined by users independently. An example of

the use planningf attribute maskbitsis given.
Bit (0): Bonded denotedasa bindinggroup.

Bit (1): LowLatencywhichmeansthat CMT $rovidesa schedulingnethodwith lower delaythan

conventionalscheduling.
Bit (2): HighAvailability whichmeansthat there isredundanthardwareto administerfailedchannels.
OtherpossibleusessuchasDSG|PVideoHighRobustnesg¢low packeterror rate).

Service flow Attribute Mask and Binding Group/Single Channel ProvAttrMask need teplasoed to
ensure that service flows can match their expected bindirayp/single channel. The rules for CMTS
matchingserviceflow Attribute Maskparametersandbindinggroup/singlechannelProvAttrMaskare as

follows:
U  RequiredAttribute MaskrequiresaProvisionedAttribute Maskcorrespondingo 1.

0 1 bit of Forbidden AttributeMaskrequiresthat the correspondindpit of ProvisionedAttribute Maskbe
0.

0 TheO bits of RequiredAttribute Maskand ForbiddenAttribute Maskdo not requirethe corresponding

bits of Provisionedttribute Mask.

0 RequiredAttribute MaskandForbiddenAttribute MaskmatchProvisionedAttribute Maskonlywhenthe

serviceflow matches theébindinggroup.
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Binding groups are related to dynamic service flows required by load balancing and voice services. When
CMTS registers or balances load, CMTS allocates binding groups or channels for service flows based on the
attribute masks of CM service flows and theqpmnfigured attribute masks of each binding group. When
dynamically creating service flows in voice sgyj if the parameters of service flows in DSA messages

received by CMTS have attribute masks, CMTS allocates binding groups or channels to service flows. If there
isno attribute mask,CMT Susesthe globalattribute maskconfigurationfor voiceserviceflow. Inthe process

of CM service flow creation, if the AttrMask parameter of service flow cannot match any binding

group/channeleventreportingwill be triggered,andthe serviceflow will be boundto all CMchannels.

Both binding group and labbalancing constrain the set of channels bound by CM. If CM belongs to a load
balancinggroup, CMT Svill move CMto the load balancinggroupfirst. WhenCMT $alanceghe loadwithin
the group,CMT will first ensurethat CMserviceflows are boundto the matchingbindinggroup/channel.

Whenthe CMAttribute Maskparameteris specifiedin the CMconfigurationfile:
i DOCSI$3.0mode,serviceflow Attribute Maskpriority is higherthan CMAttribute Mask.
0 In DOCSIS v2.0 mode, CM Attribute Maskhigiser priority than service flow Attribute Mask, and only

singlechannelbindinggroupis selected irmatchingprocess.

15.2.2 Exampleof BondingGroupConfiguration

Viathistask,aCMcanbe setto a particularchannelsetthroughabondinggroup.

Context

Forthe bondinggroupconfigurationof CMTSCMobtainsa configurationfile with serviceflow AttrMask

parametersviathe Provisioningsystem ganline.

Provisioning

Tew
) o e

|

CMTS

¢ ¢

Figurel5-1 NetworkingDiagramof CMT ®evice
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DataPlanning

In this example, a qualified CM has been set to downstream channel 1, 2, 3, 4, 5, 6, 7 and 8 via downstream
bonding group 1 and downstream bonding group 2; of which, bonding group 1 will plan channel 1, 2, 3, and
4 as route 1 data service and configure Provisioned Attribute Mask as bit(0): Bonded(Highest bit is 1),
bit(31): Datal (the corresponding bit is 1); Bonding group 2 will plan channel 5, 6, 7, and 8 as route 2 data
service, and configure Provisioned Attribu¥lask as bit(0): Bonded(Highest bit is 1), bit(30): Rafhe
corresponding bit is Accordingly, the service flow Required Attribute Mask and Forbidden Attribute Mask in
the CM configuration file shall be configured so that it matches with its expea®edibhg group mask. The

specificruleshavebeencoveredin 15.1. Thedataplanningfor bondinggroupconfigurationds shownin the

table below.
Tablel5-1 DataPlanningor the Instancefor Configuringa BondingGroup
Item Data
Bondinggroup1 ID 1
Bondinggroup1 direction DS
Bondinggroup1 ProvAttrMask 80000001
Bondinggroup1 channellist 1,2,3,4
Bondinggroup2 ID 2
Bondinggroup2 direction DS
Bondinggroup2 ProvAttrMask 80000002
Bondinggroup?2 channellist 5,6,7,8

downstreamserviceflow 1 Required

80000001(setin the CMConfiguratiorFile)
Attribute Mask

downstreamserviceflow 1 Forbidden

_ 7FFFFFHBetin the CMConfiguratiorFile)
Attribute Mask

downstreamserviceflow 2 Required

) 80000002 setin the CMConfiguratiorFile)
Attribute Mask

downstreamserviceflow 2 Forbidden ) ] o
7FFFFFRBetin the CMConfigurationFile)
Attribute Mask

Prerequisite
U  Networkdevicesandlinesare both normal.

U  TheProvisioningystemisnormal.

Configurationflowchart

Theflow for bondinggroupconfigurationis shownin the figure below.
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O s )

Create and enter downlink
bonding;‘group 1

Configure the DSBG1
preallocated mask

Configure DSBG1channel list
|

v

Create and enter downlink
bonding group 2
v

Configure DSBG2
preallocated mask

Configure DSBG2channel list

v

Save configuration

!

End

Figurel5-2 Flowchartfor bondinggroupconfiguration

Procedure

Step1 Createandenterinto the downstreambondinggroupl.
BT(config)# interface ds bonding -group 1
Step 2 Configurethe provisionedattribute maskfor bondinggroup1.
BT(config -if -ds-bonding -groupl)# bonding - group prov -attr - mask
80000001
Step 3 Configurethe channelist for bondinggroupl.
BT(config -if -ds-bonding -groupl)# cable downstream 1-4
Step4 Createandenterinto the downstreambondinggroup?2.
BT(config)# interface ds bonding -group 2
Step 5 Configurethe provisionedmaskfor bondinggroup?2.
BT(config -if -ds-bonding -group2)# bonding -group prov - attr - mask
80000002
Step 6 Configurethe channelist for bondinggroup?2.
BT(config -if -ds-bonding -group2)# cable downstream 5-8
Step 7 Savehe configuration.
BT(config -if -ds-bonding -group2)# exit
BT(config)# exit
BT# copy running -config startup - config

This will save the configuration to the flash memory.

15290



BLONDER TONGUE Chapter 1% Channel Bonding

Are you sure?(y/n) [n] y
Building configuration.....

Configuration saved successfully.

Result

After the configuration is complete, CM obtains the configuration file from Provisioning system and go
online; CMdownstreamflow 1 will be boundto channell-4, CMdownstreamserviceflow 2 will be bound
to channel5-8, andthe downstreamchannelsetfor CMwill be channel-8.

15.2.3 ProvAttrMaskfor configuringa singlechannel

Context

Some service flow of CM may require to be bonded to a separate channel, which cooperates CM service
flow RequiredAttribute Maskparameter(bit(0): Bondedbit is 0, whichmeansthe highestbit needsto be 0),
andCMTS wilbind the service flow tca separatechannel.

Procedure
Step1 Enter "interface cmts 1" inthe configurationviewto opencmtsview.
Step2 Use"cable upstream prov - attr - mask" or "cable downstream prov -attr -

mask" commandto configurethe ProvAttrMaskof upstream ordownstreamchannel.

Step3 Use "showrunning - config" to view theconfigurationfor singlechannelattribute mask.

Example

Configurethe multicast authentication profile. maskof upstreamchannell as7FFFFFFF.
BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable upstream 1 prov - attr - mask 7fffffff BT(config -
if -cmts-1)# show running - config | include prov - attr - maskcable upstream 1
prov - attr - mask T7fffffff

RelatedOperations
Tablel5-2 RelatedOperationdor Configurehe multicastauthenticationfile
Operation Command Remarks
Restorethe ProvAttrMaskof the no cable upstream channel -
upstreamchannetto be default list  prov -attr - mask
00000000
Restore the ProvAttrMask of the no cable downstream channel -
downstreamchannelto be default list  prov -attr - mask
00000000
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15.2.4 Configurationof voiceflow default AttrMask

Context

When CM requests to dynamically build the service flow for voice service via DSA, the service flow
parameteramaynot carrythe default Attribute Maskparameter,andthe voiceserviceflow Attribute Mask

parameter seby CMTWill be used toselecta channelfor thisvoiceserviceflow.

Procedure

Step 1 In config view, thécable docsis30 - voice upstream req -attr - mask forb -
attr - mask" or "cable docsis30 - voice downstream req -attr -maskforb -
attr - mask" command can be used to configure the default attribontask of upstream or
downstreamvoice servicélow.

Step2 Use"show running - config"  to viewthe configurationof voiceserviceflow defaultmask.

Example

Configurethe default attribute maskreg-attr-maskof upstreamvoiceserviceflow to be 85555555and
the forb-attr-maskto be 00000000.

BT(config)# cable docsis30 - voice upstream req - attr - mask 85555555 forb - attr - mask
00000000
BT(config)# show running -config | include voice

cable docsis30 -voice upstream req - attr - mask 85555555 forb - attr - mask 00000000

RelatedOperations

Tablel5-3 RelatedOperationgfor Configurethe multicastauthenticationfile

Operation Command Remarks
Restore the default attribute mask no cable docsis30 - voice Required AttributeMask
RequiredAttribute MaskandForbidden | upstream attr - mask and ForbidderAttribute
Attribute Mask of the upstream voice Mask are both
serviceflow to be default00000000. configured tobe
00000000.
Restore the default attribute mask no cable docsis30 - voice Required AttributeMask
Required Attribute Mask and Forbidde| downstream attr - mask and Forbidden Attribute
Attribute Maskof the downstreamvoice Mask are both
serviceflow to be default 00000000. configured tobe
00000000.
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Chapterl6 AdmissionControl Function

16.1 Overview

Theadmissiorcontrol functionis usedto managethe upstreambandwidthof the equipmentbasedon the
serviceflows. Accordingo the current systemresourceoccupancyates,the function controlsand determines
if new serviceflows shouldbe admitted andto allocatebandwidthresourcegeasonablybasedon the needsin
orderto achievearational bandwidthresourceutilization.

When the system resources cannot satisfy the requirements for a CM registration or dynamic service flow
creation,there isaneedto rationallymanagethe accessequestsirom serviceflows, otherwisea situation
whereresourcesare depletedwill arise.At the sametime, the resourceusageof the new serviceflows will
affectthe QoSevelsfor existingserviceflows, andthis will reducethe stability of the systemservicesWith the
admissiorcontrol function, the systemcanprovideareasonableQoSguarantee andat the sametime, prevent
service anomalies as a result of resource depletion. In addition, the function can also be used to reserve
bandwidthfor a selectedservice type.

16.2 AdmissionControlPrinciples
AdmissionControlFunctionfor UpstreamBandwidth

Upstreamchannelssupportthe admissioncontrol basedon the type of schedulingemployedin the service
flows, andthe following schedulingypesare supported:BENRTPRTPSJGSAD andUGS.

CM registration and dynamic service flow creation will trigger the admission control logical check for the
upstreamchannelbandwidth. TheBEserviceflows are dividedinto two categoriesCommittedinformation
Rate (CIRWwherethe QoSparametersncludea minimumguaranteecbandwidth,andUnclassifiedEwhereno

minimumguaranteedbandwidthhasbeenconfigured. ThesupportedBEupstreamschedulingype is CIRBE.

ForUnclassified®BE the servicecanutilize the unusedexclusivechannelbandwidthandthe unusedchannel
bandwidth, but such service has the lowest priority, and when there is insufficient bandwidth to meet the

demandsof other servicesthose servicesanthen seizethesebandwidthresources.

16.2.1 Bandwidth AdmissionControl Algorithm

This section will describe in detail the admission control algorithm, assuming that the equipment has been
correctly configured with the event switch, and the channel bandwidth thresholds hawedmdigured
accordingo the servicetypes.CMregistrationand dynamicserviceflow canbe triggeredanytime, andthe
admissiorncontrol canalsoenter the control logicany time.

When an access request from a new service flow on the CMTS equipmergdraadrepted, the admission

control function calculatesand updatesthe bandwidthusagefor the servicetype on everyupstreamchannel,
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including the usage status for boéxclusive and noexclusive bandwidth, and the size of the available-non
exclusivebandwidthon the channel.Sofor anynew serviceflow request,the functionwill comparethe current

bandwidthusageandthresholdin orderto decideon the admissiorcontrol. Thespecificrulesare asfollows.

Tablel6-1 Specifiaulesonthe admissiorcontrol

Exclusive Non-exclusive Admissionconditions
bandwidth bandwidth

Y Y Whenthe exclusivébandwidthfulfills the condition: Require+ Actuat
exclusive <Exclusiveadmission igranted.

Whenthe exclusivebandwidthcannotfulfill the condition,admissiorwill be
grantedif the followingthree conditionsare fulfilled:

1. The configured exclusive and nerclusive bandwidth fulfill theervice
flow admissiorcondition: Requiret+ Actuatexclusivet Actuatnon-exclusive
<=Exclusiver Non-exclusive.

That is, excluding the available channel bandwidth, the total bandwidth
required by the service type cannot exceed the sum of the thresholds f
exclusiveandnon-exclusivebandwidth. Thetotal cannotexceedthe sumof
thresholdsfor exclusiveand non exclusive bandwidth.

2.Require- (Exclusive Actuatexclusive) <= (Neaxclusive Actuatnon-
exclusive). That is, the required bandwidth, aftebsacting the available
bandwidthwithin the exclusivebandwidththresholdrange,shouldbe less
than or equal to the amount of the bandwidth available within the non
exclusive bandwidtithreshold range.

3. Require- (Exclusive Actualexclusivex=RFNonexclusiveThatis, the
required bandwidth, after subtracting the available bandwidth within the
exclusivebandwidththresholdrange,shouldbe lessthan or equalto the

availablenon-exclusivebandwidthresourceson the channel.

Y N If Require- (ExclusiveActualexclusive) <= Rkon-exclusive, i.e. the
availablenon-exclusivechannelbandwidthresourcesansatisfythe

requirements admissiorwill be granted.

N Y Admissioris grantedonly if the followingtwo conditionsare both fulfilled at
the sametime:

The configured nomxclusive bandwidth can fulfill the service flow
admission condition: Require + Actuad-exclusive <= Noaxclusive.
Require<=RFNon-exclusiveThereareavailablenon-exclusivebandwidth

resourcenthe channel.

N N Whenthe conditionis satisfied:Require<=RFnon-exclusiveadmissions

granted.

16.3 ConfigurationAdmissionControlEventSwitch

Context

i CMTSupportstwo typesof admissiorcontrol events:CMregistrationrequestanddynamicserviceflow
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creation. When the CM is registered to go online, the CMTS will analyze the upstream service flow
parameters in the CM registration request and perform the admission cooéiollations and process

the admission control. When the dynamic service flow is created and activated, the CMTS will analyze
the service flow parameters to perform the admission control calculations, and process the admission

control.

U  Bydefault,the admissioncontrol for both the CMregistrationrequestanddynamicserviceflow creation
eventsin the systemis not enabled.Theadmissiorcontrol function needsto be enabledmanuallyto be
effective.

0  When the status of the admission control switcltlignged, it will clear the record data for the current
AdmissiorControl.lt isrecommendedhat anychangedo the statusof the switchshouldbe donewhen

thereisno CM online.

0  When any switch is enabled, the bandwidth threshold parameters for the Aimi£ontrol cannot be
modified.

Procedure

Stepl Useficabl e a d micantsoiewvent dynamic -s er vi ccemimand to enable the
switchfor dynamicservice flonadmissioncontrol event..
Step2 Usefi s h ocable admission -c o nt r dd viewthe statusof the switchfor dynamic

serviceflow admissiorcontrol event.

Example
$ Configurationenablesdynamicserviceflow accesswitches..
BT(config -if -cmts-1)# cable admission - control event dynamic - service enable
Warning:While the switch is turned on it is not allowed to configure admission

control  parameters.
BT(config -if -cmts-1)# show running -config verbose | include dynamic - service

cable admission -control event dynamic -service enable

RelatedOperations

Tablel6-2RelatedOperationsor ConfigureAdmissiorControlEventSwitch

Operation Command Remarks

Configurethe switchfor CMregistration | cable admission - control

requestadmissioncontrolevent event cm- registration

16.4 Configurationthe Bandwidth ThresholdParametersfor Admission
Control

Context
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Configure the thresholds for exclusive and rextlusive bandwidth for each type of service flow. The sum
of the total numberof the exclusivdbandwidthand the maximumnon-exclusivebandwidthfor eachservice

flow mustall beno more than 100.

Procedure

Stepl Useicabl e admicateolius n -bandwidth s ched excl esnmandt
configurethe thresholdsfor exclusiveand non-exclusivebandwidthfor eachtype of serviceflow.
Step2 Usefis how r u4cmoinnfg g v e rtbwew thébandwidth threshold for the service

flow.

Example

Configurethe thresholdsfor exclusivebandwidth of type BEis 10, thresholdsfor non-exclusive
bandwidth is 50.

BT(config -if -cmts-1)# cable admission -control us-bandwidth sched be exclusive
10 non- exclusive 50

BT(config -if -cmts-1)# show running -config verbose | include be exclusive

cable admission - control us- bandwidth sched be exclusive 10 non- exclusive 50

RelatedOperations

N/A

16.5 Configurationthe Alarm Thresholdfor AdmissionControl

Context

i  The admission control function is based on the configured channel banditidtbholds for various
typesof serviceflows. Whenthe admissiorcontrolisin operation,andif the bandwidthallocatedto the
service type is almost saturated, the equipment will generate an alarm. The equipment supports two
level of thresholds: minorrad major. When the bandwidth utilization of a certain service type on the
channel has reached the threshold value, the alarm will be triggered to inform the user so that the user

canproceed withfurther expansion.

0  The handling rules for the twthresholds, minor and major, are as follows: the minor alarm will be
triggered if the utilization of the exclusive bandwidth is higher than the minor threshold but lower than
the majorthreshold;the majoralarmwill be triggereddirectlyif the utilization of the exclusivebandwidth
exceeddoth the minor and majorthresholds;if the utilization of the exclusivebandwidthis lower than
both the minorandmajorthresholdsthen arecoveryalarmcorrespondingo the numberof alarmsthat

havebeentriggeredfor thresholdbreaches wilbe activated.

U  Bydefault,the minorandmajor alarmthresholdsare0, that is, no alarmwill be triggered.
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Stepl Usefcabl e admicantoius n - bandwidth

sched minor comamarar O

to configurethe minor andmajor alarmthresholdsfor varioustypesof serviceflows.

Step2 Usef s h ocable admission

to viewthe modifiedalarmthresholdsfor the serviceflow.

Example

-contr oot s horwning running -confi go

Configurethe minor thresholdfor the BEtype serviceflow as20,andthe major thresholdas70.

BT(config -if -cmts-1)# cable admission

BT(config -if -cmts-1)# show running - config |

-controlus - bandw

include minor

admission - controlus - bandwidth sched be minor 10 major 70

BT(config -if -cmts-1)# show cable admission

cm- registration dynamic - service HistorySize
disable disable 64

sched - type exclusive non - exclusive minor
be 00 00 10
nrtps 00 00 00
rtps 00 00 00
ugs- ad 00 00 00
ugs 00 00 00

RelatedOperations

- control

last - history
0

major

70

00

00

00

00

idth sched be minor 10 major 70

cable

- index

Tablel6-3 RelatedOperationdor ConfigureAdmissiorControlThreshold

Operation

Command

Remarks

Restoreghe AdmissiorControlalarm

thresholdto the defaultvalue

no cable admission - control

us - bandwidth

major

sched minor
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Chapterl7 ACLConfigurationManagement

17.1 ACLOverview

ACL (Access Control List) can filter specific packets by configuring a series of matching rules, thus identifying the
objectsto befiltered. After identifyingspecificobjects,correspondingpacketswill be allowedor refusedto pass
by the pre-setpolicy.

0 CMTSupportsconfiguringl92 AClrules.
0 CMTS&anapplyACLrulesin 2 positions: ingresdirectionof uplink port andingressdirection of cableport.

U In case thenultiple ACL rules are applied on the same position, the process for CMTS treatment is shown
asfigure below.

atch ACL with the
highest priority?

Process the packe
by corresponding
action.

Configure action?

- Process the packet

by defaultaction.

Process the packe
by corresponding

action.

second highest
priority?

Configure action?

Process theacket

by defaultaction.

atch ACL with the

lowest priority? Configure action?

Process the packe
by corresponding

action.

h 4

Process the packet
by defaultaction.

Process the
unmatched packet by
default action.

Figurel7-1 Processingn Caseof ACLRule

After the processingf packetsstarts,the matchingwill be conductedby ACLrule priority. If somean ACLrule is
matched, the packet will be processed according to the ACL rule; if the packet fails to match any ACL rule, the
packetwill be processedccordingo the defaultaction.
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17.2 Exampleof BasicACL

Discardhe packetsmeetingthe sourcelPaddressconditionin the ingressdirectionof uplink port andcable
port through thistask.

DataPlanning
Thedataplanningfor basicACLconfigurationss shownasfollows.

Tablel7-1 DataPlanningor BasicACLConfigurations

Item Data
ACLnumber 1
SourcdPaddress 1.1.1.1/32
Port Apply ACL rule onthe uplink port andcableport in ingressdirection

Prerequisite

Thenetwork CMTSandlinesarenormal.

Configurationflowchart

Theprocesdor basicACLconfigurationis shownasfollows.

< Start >
v

Createthe ACL.

v

Configurethe ACLRule.

(Optional)ConfigureACL
Descriptions.

ApplyACLRuleonthe Port.

Save the Configuration.

v

End

Figurel7-2 Flowchartfor BasicACLConfiguration

Procedure

Step1l Createthe ACL.
BT(config)# acl 1
Step2 Configureghe AClLsubrule.

1. Configureghe matchingconditions.
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BT(config -acl -1)# match src -ip 1.1.1.1  255.255.255.255
2. Configurehe action.
BT(config -acl -1)# action deny
3. (Optional)Configurethe priority. Bydefault,the ACLrule priority is5. Thelargervalue,the
higherpriority.
BT(config -acl - 1)# priority 4
Step3 (Optional)Configurehe ACLdescriptions.
BT(config -acl - 1)# description acl -deny-1.1.1.1/32
Step4 ConfigureapplyingAClrule at the port.
1. Applythe ruleiningresdirectionof uplink port.
BT(config -acl -1)# acl install uplink  ingress
2. Applythe rule in ingresddirection of cableport.
BT(config -acl -1)# acl install cable ingress
Step5 Savehe configurations.
BT(config -acl - 1)# exit
BT(config)# exit
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) n] vy
Building configuration.....

Configuration saved successfully.

Result

Accordingo the ACLrules,the uplink port andthe cableport of CMTSwill discardthe packetsfrom
1.1.1.1/32in ingresddirection.

17.3 Exampleof the ACLServiceVLANService

Throughthistask,addVLAN20to the packetwith VLANlagas10in caseit is upstream,but removeVLANag
from the packetwith VLANagas20when itis downstream.

DataPlanning
Thedataplanningfor VLANserviceds shownasfollows.

Tablel7-2 DataPlanningor VLANService

Item Data
ACLnumber land2
VLANag VLANLO and VLAN20
Port Apply ACLL rule onthe uplink portiningresdirection;apply ACI2 rule onthe cable
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Item Data

port in ingresddirection.

Prerequisite

Thenetwork CMTSandlinesarenormal.

Configurationflowchart

Theprocesdor configuringVLANservicess shownasfollows.

< Start )
v

Createthe ACL.

v

Configurethe ACLrule.

(Optional)ConfigureACL
descriptions.

ApplyACLrule onthe port.

Save the configuration.

v

End

Figurel7-3 Flowchartfor Configuring/LANService

Procedure
U  ACLL configuration:

Step1l Createthe ACL1L.
BT(config)# acl 1
Step2 Configurethe ACLrule.
1. Configure the matching VLAN ID asBII[{ config -
acl - 1)# matchvlan 10  Configurethe action as
2. addVLAND?20.
BT(config -acl -1)# action add-vlan 20
3. Configurethe actionaspermit.
BT(config -acl - 1)# action permit
4. Configurethe priority as6.
BT(config -acl - 1)# priority 6
Step 3 Configurethe ACldescriptions.
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BT(config -acl - 1)# description
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acl -add-vlan -20

Step 4 Configurethe applyingACLrule at the cableport ingress.

BT(config -acl - 1)# acl install

i  ACL2 configuration:

Step1 Createthe ACL2.
BT(config -acl - 1)# exit
BT(config)# acl 2
Step2 Configurethe AClLrule.

cable ingress

1. Configure the matching VLAN ID asBX{ config -

acl - 2)# match vlan 20
2. removeVLAN.

BT(config -acl -2)# action
3. Configurethe actionaspermit.

BT(config -acl -2)# action
4. Configurethe priority as6.

BT(config -acl - 2)# priority

Step 3 Configurethe ACLdescriptions.
BT(config -acl - 2)# description

Configurethe actionas

remove - vlan

permit

6

acl - remove - vlan

Step 4 Configurethe applyingACLrule at the uplinkport ingress.

BT(config -acl -2)# acl install

Step 5 Savehe configurations.
BT(config -acl -2)# end
BT# copy running - config

startup

uplink  ingress

- config

This will save the configuration to the flash memory.

Are you sure?(y/n) n] y
Building configuration.....

Configuration

Result

saved successfully.

Accordingo the ACLrules,whenCMT$endsupstreamthe packetwith VLANagas10, it will addVLAN20
to the packet, but remove VLAN tag from the packet with VLAN tag as 20s&hdimg the packet

downstream.

17.4 Createthe ACL

Userscancreatethe ACLthroughthistask.

Context



% BLONDER TONGUE Chapter 17 ACL Configuration Management

CMTSupportscreatingé0 ACLSs.

Procedure

Step1 Createthe ACLrule by usingthe commanddacl ¢ @
Step2 Querythe createdACLrule by usingthe commandéshow acl ¢ @

Example

$Createan ACLrule.
BT(config)# acl 1

BT(config -acl - 1)# show acl
+---- ACL: 1, prio: 5, desc: acl -1

| +---- Rule :

| | + --- Action:

| | | + --- Permit

| | +----  Match: none

RelatedOperations

Tablel7-3 RelatedOperationdor CreatingACL

Operation Command Remarks
Deletethe ACLrule no acl (all | acl -id)

17.5 Configurethe ACLSubruleMatching Conditions

Userscanconfigurethe ACLsubrulematchingconditionsthroughthistask.

Context

0 When configuring the ACL, it requires specifying the matching condition. Only when the packet meets
the matchingcondition,the actionspecified by ACtanstart.

i ACL can be configured multipfel § OKAy 3 O2yRAGA2YyaI G6KAOK INB 27
CMTS supports the matching conditions such as: the source and destination MAC address, the source
anddestinationlP(suppotPv4andIPv6) the sourceanddestinationport, VLAND, DSCPether type, IP
protocolfield of the packet,IPV6NextHeader and IP\(Blow-Lable.

Procedure

Step1 Configurethe ACLsubrulematchingconditionsby usingthe commandématch ¢ @

Step 2 Querythe configuredACLsubrulematchingconditionsby usingthe commandéshow acl ¢ @

Example
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Configurethe matchingcondition of ACLlaspacketwith sourceaddressl.1.1.1/24.
BT(config -acl -1)# match src -ip 1.1.1.1  255.255.255.0

BT(config -acl -1)# show acl
+---- ACL: 1, prio: 5, desc: acl -1

| +---- Rule

| | + --- Action:

| | | + ---  Permit
| | + ---  Match:
I

+---- Source IPV4 address 1.1.1.1 255.255.255.0

RelatedOperations

Tablel7-4 RelatedOperationsfor Configuringhe MatchingConditionsof ACLSubrule

Operation Command Remarks

Deletethe configurationsof ACLsubrule no match

matchingcondition

17.6 Configurethe ACLSubruleAction

Userscanconfigurethe ACLsubruleactionsthroughthistask.

Context
AClactionrefersto the treatmentwith the packetsmeetingthe matchingconditions.

Currently CMTS supports the following actions: discarding the packet, allowing the packet to pass, adding
VLANagto the packet,deletingVLANag of the packet,and modifyingVLANpriority and TPIDand DSCf
the packet.

Procedure

Step1 Configurethe ACLsubruleactionby usingthe commandéaction ¢ @
Step 2 Querythe ACLsubruleactionby usingthe commandosshow acl € @

Example

Configurethe actionin ACL1 rule as permit.
BT(config -acl -1)# action permit
BT(config -acl - 1)# show acl

+---- ACL: 1, prio: 5, desc: acl -1

| +---- Rule

| | + --- Action:

| | | + --- Permit
| | + ---  Match:
I

+----  Source IPV4 address 172.10.10.10 255.255.255.255
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Tablel7-5 RelatedOperationsfor Configuringhe Actionsof ACLSubrule

Operation

Command Remarks

Deletethe configurationsof ACLsubruleaction no action

17.7 Configurethe ACLRulePriority

Userscanconfigurethe ACLrule priority throughthistask.

Context

ACLrule priority determinesthe sequencdor matchingthe AClLrule at the sameposition. Thelarger

configuredvalue,the higherpriority. Bydefault,the AClrule priority is5.

Procedure

Step1 Configurethe ACLrule priority by usingthe O 2 Y Y | pfitity & £ &
Step2 Querythe ACLrule priority by usingthe commandshow acl ¢ &

Example

Configurethe priority of ACL1 rule as4.

BT(config -acl - 1)# priority 4

BT(config -acl -1)# show acl

+---- ACL: 1, prio: 4, desc: acl -1

| +----  Rule

| | + --- Action:

| | | + ---  Permit

| | + ---  Match:

| | +---- Source IPV4 address 1.1.1.1
RelatedOperations

255.255.255.0

Tablel7-6 RelatedOperationsfor Configuringhe ACLRulePriority

Operation

Command Remarks

Restorethe default ACLrule priority no priority

17.8 Configurethe Descriptionsof ACLRule

Userscanconfigurethe AClLrule descriptionghroughthistask.

Context
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Byconfiguringthe ACLrule descriptionsthe purposeof the ACLcanbeindicated,thus avoidingconfusion
with other ACLs.

Procedure

Step1 Configurethe ACLrule descriptionsby usingthe commandddescription ¢ ©
Step2 Querythe descriptionsof the bound ACLrule by usingthe O 2 Y Y | gfidv akl ¢ @

Example

Configurethe descriptionsof ACLL.

BT(config -acl - 1)# description acl - permit -1.1.1.1/24
BT(config)# show acl 1

+---- ACL: 1, prio: 5, desc: acl -permit -1.1.1.1/24

| +---- Rule :

| | + --- Action:

| | | + --- Permit

| | +----  Match: none

RelatedOperations

Tablel7-7 RelatedOperationgor Configuringhe Decriptionsof ACLRule

Operation Command Remarks

Deletethe configureddescriptionsof ACLrule no description

17.9 ConfigureApplyingthe ACLRuleat the Port

Userscanconfigureapplyingthe ACLrulesat the port throughthis task.

Context

0 CMTS can apply the ACL rules in ingress direction of the uplink port and in ingress directiarabfehe

port.
0 Userscanapplythe ACLrulesin different positionsto restrict specificpackets.ThesameACLrule canbe
appliedin different positionssimultaneously.
Procedure

Step1 Configurebindingthe ACLrule to aport by usingthe commanddacl install ¢ @
Step 2 Querythe information of the port applyingthe ACLrule by usingthe commandéshow acl ¢ &

Example

Configurebinding ACL1 to the uplink port in ingressdirection.
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BT(config -acl -1)# acl install uplink  ingress
BT(config -acl - 1)# exit
BT(config)# show acl 1
+---- ACL: 1, prioi 4, desc: acl -1, installed

| +--— Installed on port
| | + ---  Uplink/Ingress

| +----  Rule

| | + ---  Action:

| | | + --- Permit

| | + ---  Match:

(.

+----  Source IPV4 address 1.1.1.1 255.255.255.0
BT(config)# show acl 1 install

Aclid Cmts Port Direction
1 1 Uplink ingress

RelatedOperations

Tablel7-8 RelatedOperationsfor Configuringhe ACLRuleApplicationonthe Port

Operation Command Remarks

Deletethe configurationsof applyingthe ACL | no acl install

rule at the port

Displayallinstalledof the specifiedACL. show acl acl -id install
Displayallinstalledof all the ACL. show acl install all
Displaythe statisticsof the specifiedACL show acl acl -id [interface cmts -

id ] statistics
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Chapter 18 Network Security Configuration
Management

18.1 ConfigurationManagementof Whitelist/Blacklist AccessingCMTS

18.1.1 Overviewof Whitelist/Blacklist AccessingCMTS

Toguaranteethe securityof CMTSthe principleof minimumauthorizationmustbefollowed, that isto specify

a part of IP addresses to be added to the whitelist, and only IP addresses in the whitelist is allasegstn

CMTS. Meanwhile users are also allowed to specify some IP addresses to be added to the blacklist to refuse IP
addressedn the blacklisto acces<CMTS.

0  Operatingnstructions:

When an IP address is added to the blacklist and the whitelist sinadteshy, the blacklist may enjoy
the higher priority, thatis, such IRaddresdsrefusedto acces<CMTS.

After configuring the whitelist/blacklist for access to CMTS, only if the IP firewall function is enabled,
canthe whitelist/blacklisttake effect.

Whenthe whitelistis empty, CMTSwill disablethe IPfirewall function automatically.

18.1.2 Configurethe Exampleof Whitelist/Blacklist AccessingEMTS

Allowandrefusethe specifiedlPaddresgo acces<CMTShroughthis task.

Networking Diagram

Asshownin follows,usersneedall network devicesn network segmentl.1.1.0/24exceptl.1.1.10/32to
accesMTS.
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Tftp server

Figurel8-1 NetworkingDiagranfor Configuringhe Exampleof CMT SN hitelist/Blacklist

DataPlanning

Thedataplanningfor accesso the configurationsof CMT Swhitelis/blacklist.

Tablel8-1 DataPlanningdf Whitelis/Blacklistonfiguration

Item

Data

Whitelist

1.1.1.0/24

Blacklist

1.1.1.10/32

Prerequisite

Thenetwork CMTSandlinesarenormal.

Configurationflowchart

Theprocesdor configuringthe accesso CMT Swhitelist/blacklistis shownasfollows.



-?Q BLONDER TONGUE Chapter 1& Network Security Configuration Management

C Start )
v

Configureaccesdgo the whitelist.
|

v
Configureaccessto the blacklist.
l

v

EnablelP firewall.

!

Savethe configuration.

{
C End )

Figurel8-2 Flowchartfor Configuringhe Accesso CMTSBlacklist/Whitelist

Procedure

Step1 Configurehe whitelist.

BT(config)# line vty

BT(config -line)# access -permit ssh 1.1.1.0 255.255.255.0
Step2 Configurethe blackilist.

BT(config -line)# access -deny ssh 1.1.1.10  255.255.255.255
Step 3 Enablethe IPfirewall.

BT(config -line)# ip - firewall ssh enable
Step4 Savehe configurations.

BT(config -line)#  exit

BT(config)# exit

BT# copy running -config startup - config

This will save the configuration to the flash memory.

Are you sure?(y/n) n vy

Building configuration.....

Configuration saved successfully.

Result

Accordingo the aboveconfiguredblacklist/whitelist,all IPaddressedn the network segmentl.1.1.0/24
exceptl.1.1.10/32canaccessCMTS.

18.1.3 Configurethe Whitelist AccessingCMTS

Configurethe whitelistaccessingeMTShroughthistask.
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Context

Whenan IPaddresssaddedto the whitelistandthe blacklistsimultaneouslythe blacklistenjoysthe higher

priority, that isto refuse thelPaddresgo accesCMTS.

After configuringthe whitelistaccessin@MTSpnlyif the IPfirewall functionis enabled,canthe whitelist

take effect.

Procedure

Step1 Enterthe lineviewby usingthe commanddine vty ¢ &

Step 2 Configurethe whitelistaccessin€MT Sy usingthe commanddaccess - permit  (telnet |
ssh | web | snmp) ip - address [netmask 8 ¢ @

Step 3 Viewthe information of whitelist by usingthe commandéshow firewall  -list € @

Example

IPaddressesn the network segmentl.1.1.0/24are allowed to acces<CMT Sy SSHnode.
BT(config)# line vty
BT(config -line)# access -permit ssh 1.1.1.0 255.255.255.0

BT(config -line)# show firewall - list

ACCESS MODE IPADDRESS/MASKBITS
permit ssh 1.1.1.0/24

ip - firewall telnet disable

ip - firewall ssh disable

ip - firewall snmp disable

ip - firewall web disable

RelatedOperations

Tablel8-2 RelatedOperationsfor Configuringhe Accesso CMTSNhitelist

Operation Command Remarks

Deletethe specifiedPaddressn the whitelist no access - permit

18.1.4 Configurethe BlacklistAccessingCMTS

Userscanconfigurethe blacklistaccessin@MTS3hroughthistask.

Context

Whenan IPaddresss addedto the whitelistandthe blacklistsimultaneouslythe blacklistenjoysthe higher

priority, that isto refuse thelPaddresso acces<CMTS.
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After configuringthe blacklistaccessingEMTSonly if the IPfirewall functionis enabled,canthe blacklist

take effect.

Procedure

Step1 Enterthe line viewby usingthe commanddine vty € &
Step 2 Configurethe blacklistaccessingEMT Sy usingthe commanddaccess - deny (telnet |
ssh | web|snmp) ip -address [netmask 6 € ®

Step 3 Viewthe information of the blacklistby usingthe commandéshow firewall — -list € &

Example

IPaddressesn the network segment2.2.2.0/24are refusedto accesCMT Sy SSHnode.
BT(config)# line vty
BT(config -line)# access -deny ssh 2.2.2.0 255.255.255.0

BT(config -line)# show firewall - list

ACCESS MODE IPADDRESS/MASKBITS
deny ssh 2.2.2.0/24

ip - firewall telnet disable

ip - firewall ssh disable

ip - firewall snmp disable

ip - firewall web disable

RelatedOperations

Tablel8-3 RelatedOperationsfor Configuringhe Accesso CMTSBlacklist

Operation Command Remarks

Deletethe specifiedPaddressn the blacklist no access -deny

18.1.5 Enablethe IPFirewallFunction

Userscanenablethe IPfirewall functionthroughthistask.

Context

After configuringthe whitelist/blacklistaccessinEMTSonly if the IPfirewall functionis enabled,canthe

whitelist/blacklisttake effect.

Whenthe whitelistisempty, CMTSwill disablethe IPfirewall function automatically.

Procedure

Step 1 Enterthe lineviewby usingthe commanddine vty € &
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Step2 Enable the IP firewall function ligd A Yy 3 K Sip -Gigewal (telid® | ssh |
snmp | web)enable ¢ @

Step 3 Viewcurrentstateof IPfirewall function by usingthe commanddéshow firewall  -list ¢ @

Example

Enablethe IPfirewall function.
BT(config)# line vty

BT(config -line)#  access - permit ssh 1.1.1.0 255.255.255.0

BT(config -line)# ip - firewall ssh enable BT(config -line)#  show
firewall - list

ACCESS MODE IPADDRESS/MASKBITS

permit ssh 1.1.1.0/24

ip - firewall telnet disable

ip - firewall ssh enable

ip - firewall snmp disable

ip - firewall web disable

RelatedOperations

Tablel8-4 RelatedOperationdor EnablingPFirewallFunction

Operation Command Remarks

Disablethe IPfirewall function ip - firewall (telnet | ssh |

snmp | web) disable

18.1.6 Clearthe Whitelist/Blacklist

Userscanclearthe whitelist/blacklistthroughthis task.

Context

After clearingthe whitelist, the IPfirewall functionwill be disabledautomatically.

Procedure

Step1 Enterthe lineviewby usingthe commanddine vty € @

Step 2 Clearthe blackandwhite list by usingthe commandcclear  firewall  -list € @
Step 3 Viewthe information of blacklistby usingthe commanddéshow firewall -list € &
Example

Clearthe whitelist/blacklist of CMTS.
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BT(config)# line vty BT(config -line)# clear

firewall  -list The firewall -list has been

cleared.

BT(config -line)# show firewall - list
ACCESS MODE IPADDRESS/MASKBITS
ip - firewall telnet disable
ip - firewall ssh disable
ip - firewall snmp disable
ip - firewall web disable

RelatedOperations

N/A

18.2 SAVConfigurationManagement

18.2.1 SAVConfigurationOverview

SASourceAddressVerification)function meansthat CMTSonductsthe securitycheckagainstthe sourcelP
address of CPE under CM. Configure SAV function to prevent DOCSIS network from malicious attacks by any

unauthorizedusers.

Main configurationsof SAMfunction are shownasfollows:

0 ConfiguresecuritycheckagainstCPERinderall CMs.

0  ConfiguresecuritycheckagainstCPERinderonline CMfor bundle.

0 ConfiguresecuritycheckagainstCPEn the specifiednetwork segment.

0 CancekecuritycheckagainstCPEwith specifiedlPaddressunderthe specifiedCM.

BesidesCMTSalsosupportSAVEXxceptiorListfunction,whichis globallybasedon CMTSMACdomainrather
than CMMAC,if IPaddressof the CPHEsin SAVEXceptiorList,there will be no SA\checkfor this CPE.

Main configurationsof SAVEXceptiorListfunction are shownasfollows:

i Configure network segment to SAV Exception List, no SAV check against CPE with IP address in SAV
ExceptiorList.

18.2.2 Exampleof SecurityCheckagainstCPBwith the SpecifiedlP Address

Achievethe securitycheckagainstCPEwith the specifiedPaddresghroughthis task.

DataPlanning
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Thedataplanningfor configuringthe securitycheckagainstCPBEvith the specifiediPaddresss shownas

follows.

Tablel8-5 DataPlanningor Configuringhe SecurityCheclkagainstCPEwith the SpecifiedPAddress

Item

Data

SA\Wroup

1

IPnetwork segmentfor securitycheck

1.1.1.0/24

Prerequisite

Thenetwork CMTSandlinesarenormal.

Configurationflowchart

Theprocesdor configuringthe securitycheckagainstCPEwith the specifiediPaddresds shownas follows.

C

Start )

v

Enablethe static SAVfunction.

v

Createthe SAvVgroup.

Addthe specifiedIP network
sectionto the SAVgroup.

Savethe configuration.

v

C

End )

Figurel8-3 Flowchartfor Configuringhe SecurityCheckagainstCPEwith the SpecifiedPAddress

Procedure

Step1 Enablehe staticSAVfunction.

BT(config)# cable
Step2 Createthe SA\group.
BT(config)# cable

source verify  enable - sav - static

source verify  group 1

Step3 AddIPaddresgor the SAVgroup.
BT(config -sav)# prefix 1.1.1.0 24

Step4 Savehe configurations.

BT(config -sav)# exit

BT(config)# exit

BT# copy running -config startup - config

This will save the configuration to the flash memory.

Are you sure?(y/n)

[n] y
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Building configuration.....

Configuration saved successfully.

Result

Accordingo the aboveconfigurations,Thesecuritycheckconductof CMT SagainstCPEs allowing
1.1.1.0/24subnetIPaddresgo accesshe network

18.2.3 ConfigureSecurityCheckagainstCPERinder the CMs

UserscanconfiguresecuritycheckagainstCPEinderthe CMsthroughthis task.After the succes®f SAV
function configuration,only the CPEvhichget IPaddressy DHCRIynamiccannetwork connectivity.

Context

ToconfiguresecuritycheckagainstCPERinderthe CMs:globalsecuritycheck(configurein configview)and
bundlesecuritycheck(configure ibundleview).

Globalsecuritycheck:ToconfiguresecuritycheckagainstCPERinderonline CMnot for the anybundle, it

only needsto enable theglobalsecurity check ithe configview.

Bundle security check: To configure security check against CPE under online CM for the specified bundle, it

needsto enablethe globalSAMVfunctionin the configview andthe bundlesecuritycheckin the bundleview.

Procedure

Step 1 Enterthe configviewby usingthe commanddéconfigure terminal ¢ ©

Step2 Enablehe globalSAVfunctionby usingthe commanddcable source verify  enable € &
Bydefault, CMTSlisablethe globalSAVfunction.

Step 3 Enterthe specifiedoundleview by usingthe commanddinterface bundle ¢ ©

Step4 Enablehe SAMfunctionby usingthe commandocable source verify  enable € @
Bydefault,the SAVfunctionis enabledin the bundleview.

(It needsto only configurethe step 1-2 if to configuresecuritycheckagainstCPEinder online CMnot for
the any bundle)

Example

ConfigureCMTSo0 conductthe securitycheckagainstCPRinder online CMfor bundle 1.

BT# configure terminal BT(config)# cable
source verify enable BT(config)# interface
bundle 1

BT(config -if -bundlel)# cable source verify enable
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RelatedOperations

Tablel8-6 RelatedOperationsfor Configuringhe SecurityCheckagainstCPRinderthe CMs

Operation Command Remarks

Disablethe SAMVfunction cable source verify disable

18.2.4 Cancelhe SecurityCheckagainstCPEwith the SpecifiedlP Addressunderthe
SpecifiedCM

Userscancancelthe securitycheckagainstCPEwith the specifiedlPaddressunderthe specifiedCMthrough
thistask.

Context

ForCPRvith highersecurity,userscanconfigureto cancelthe securitycheckagainstits IPaddress.

Procedure

Step1 Cancethe securitycheckagainstCPEwith the specifiedlPaddresaunderthe specifiedCMby using
the commandécable modem mac- address  static ip ip -address € @
Step 2 Viewthe configurationinformation of cancellinghe securitycheckby usingthe commandéshow

cpe static ipé€ ®

Example

Cancethe securitycheckagainstCPEvith IPaddressl.1.1.1 undeithe CMwith MACaddress

0024.6800.0001.
BT(config)# cable modem 0024.6800.0001  static ip 1.1.11

BT(config)# show cpe static ip
CMCIndex CM MAC CPE IP
C1 0024.6800.0001 1111

RelatedOperations

Tablel8-7 RelatedOperationsor Configuringhe SecurityCheckagainstCPEn the SpecifiedNetworkSegment

Operation Command Remarks

Cancethe configurationof securitycheckagainst no cable modem static  ip

the specifiedlP

18.2.5 Configurenetwork segmentto SAVEXxceptionList

Userscanconfigureglobalnetwork segmentin SAVEXxceptiorList,no SAVcheckagainstCPEvith the IPaddress
in SAV Exception List.
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Context

ForCPEwith highersecurity,userscanconfigureto cancelthe SA\checkagainstits IPaddressvhichcan
ensuremore flexibleuseof SAV function..

Procedure

Step1 Enterthe cmtsviewby usingthe commanddinterface cmts 1€ @

Step 2 ConfigurelPv4or IPvenetwork segmentin SAVExceptiorListby usingthe commandécable
source verify  exception ip -address netmask ¢ ®

Step 3 Viewthe configurationinformation of SAVExceptiorist by usingthe commandéshow cable

source verify  exception config € @

Example

Configurethe network segment192.168.10.1/24n SAVEXxceptionlist globallyon CMTS.
BT(config) # interface cmts 1
BT (config -if -cmts-1)# cable source verify exception ip 192.168.10.1

255.255.255.0

BT (config -if -cmts-1)# show cable source verify exception config
IP_Address IP_Mask

192.168.10.1 255.255.255.0

BT (config -if -cmts-1)# exit

RelatedOperations

Tablel8-8 RelatedOperationsfor Configuringhe NetworkSegmentn SAVExceptiorist

Operation Command Remarks
ConfigureSAVEXxceptiometwork cable source verify exception ip
segment ip - address netmask

cable source verify  exception

ipv6 ipv6 - address/prefix

Deletethe networksegmentrom SAV no cable source verify exception
Exceptiorconfiguration ip ip - address

no cable source verify exception

ipv6 ipv6 - address

18.2.6 Cancelthe securitycheckagainstCPEinder CMwith L2VPN

Userscancancelthe securitycheckagainstCPRinderthe specifiedCMwith L2VPNhroughthis task.

Context

Insomecase|t's necessaryo disablethe SAMfunctionfor CPEsinder CMwith L2VPNonfigurationusers

canconfigureto canceltthe securitycheckagainstthe CPEPaddresswhenthe SAMs needed,it canbe
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configuredto enableagain Bydefault, L2VPNSAMsenabled.Notethat it's necessaryo configured

respectivelyunderPv4or IPvénetwork.

Procedure

Step 1 Canclehe antistaticip functionfor CMswith L2VPNby usingthe command'cable  vpn

[ipv6] source verify  disable

Step 2 View the configuration information of cancelling the security check by using the comitahad/

running - config

Example

Canel the anti staticip function for CMswith L2VPN.
BT(config)# cable vpn source verify disable

cable vpn ipv6 source verify disable

BT(config)#

BT(config)# show

running - config | include verify cable vpn source verify

disable

cable vpn ipv6 source verify disable

RelatedOperations

Tablel8-9 RelatedOperationgor Configuringhe SecurityCheckagainstCPEinder CMwith L2VPN

Operation

Command Remarks

Enablethe anti staticip functionfor CMswith
L2VPN

cable

enable

vpn [ipv6] source verify

18.3 IPv6RoutingFiltering

In IPv6 environment, CMTS needs to find a legitimate router to route and forward its message through route

discoveryRouterAdvertisemenGuard(RAGuard)functionis mainlyto filter out someillegalroute response

messagedp ensurethat CMTSanfind alegitimatedesignatedrouter for dataforwardingwithout

interference.

18.3.1 Exampleof ConfigurelPv6RoutingFiltering

DataPlanning

Thedataplanfor configuringlPvéroutingfiltering instanceis shownin the followingtable.

Tablel8-10 DataPlanningor Configurd Pv6RoutingFilteringlnstance

Item

Data

RAGuardfunction.

Enable

CurHopLimitpermissiblerangein router announcement. | 64-128
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‘ RouterBulletin'M'LogoCheck. | Enable
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Item Data
RouterBulletin'O'Flagcheck. Enable
Raguardnetwork prefixlist. Addrecord2001:1009:1009::12/9@spermissible
Raguardrouting addresdist. Addrecordfe80::8216:2eff:fell:af2aspermissible

Prerequisite

U  Networkequipmentandlinesare normal.

Configurationflowchart

Configurethe IPv6routingfiltering processasshownin the followingfigure.

C )
v

Enable the RA Guard function

ConfigureCurHop Limit
permissionrange

Enablerouters to
announce'M'flagchecks

Enablerouters to announce'O'flag
checks

\

Add an allowablerecordto the ra-
guardnetwork prefix list

v

Add an allowable record to the ra-
guard routing address list

v
O

Figurel8-4 FlowchartforConfigure Pv6RoutingFiltering

Procedure

Step1 Enablehe RAGuardfunction:
BT(config)# ipv6 ra-guard enable
Step 2 ConfigurationCurHopLimitallows64-128:
BT(config)# ipv6 ra-guard hop-limit 64 128
Step3 Enablehe router bulletin'M'flagcheck:
BT(config)# ipv6 ra-guard managed- config -check enable
Step 4 Enablehe router bulletin'O'flagcheck:
BT(config)# ipv6 ra - guard other -config -check enable

Step5 Addanallowablerecordto the ra-guardnetwork prefixlist:
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BT(config)# ipv6 ra - guard prefix - list 2001:1009:1009::12/96 permit
Step 6 Addanallowablerecordto the ra-guardrouting addresdist:

BT(config)# ipv6 ra - guard router - list

fe80::82f6:2eff:fell:af23 permit

Step7 Savehe configuration:
BT(config)# end
BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] v
Building configuration.....

Configuration saved successfully.

Result

After the configurationis completed RAGuardanalysethe RAmessagegnteringthe deviceandallowsthe
authenticated RA messages to pass and discard illegal RA messages according to the configuration filtering
rules.

18.3.2 EnablelPv6RouterFilter Function

Context

0 Openthe filter function of the device for illegal RA messages. After opening, the device reads the

configurationof the filter rulesandsetsthe rulesto the correspondingposition.
U Ifthisitemisnot configuredthe functionisturned off by default.

0  The RA Guard switch controls whether IPv6 routing filtering function is turned on or not, but does not
restrictthe configurationof other filtering conditions.Theconfigurationof filtering conditionsunderthe
closedstate of the RAGuardwill not take effect. TheRAGuardswitchwill readtheseconfigurationsand

setrules tothe device tomakethem effective.

Procedure

Stepl Useghedipv6ra -guard e n a b Icenmdmandto turn on the device'siltering function for
illegalRA messages.

Step2 Useshe éshow ipv6 ra-guard config €commando viewthe configurationstatusof the
RAGuard switch.

Example
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EnablelPv6router filtering function:
BT(config)# ipv6 ra-guard enable

It will take a while to set all rules, use "show ipv6 ra - guard config" command to
check configure status!
BT(config)# show ipv6 ra-guard config

RA Guard Switch Config Finished. Rules Setting Success.

ipv6 ra-guard enable

no ipvé ra-guard hop- limit

ipv6 ra - guard ma naged - config - check disable

ipv6 ra-guard other -config -check disable

RelatedOperations

Tablel8-11RelatedOperationsof IPv6routingfilter function switch

Operation Command Remarks

DisabldPv6RAGuardfunction ipv6 ra-guard disable

18.3.3 ConfigureCurHopLimit PermissionRange

Context

0 Configuringhe rangeof CurHop Limit valuesin router announcementsallowedby devicesRAGuard

discardRA messages wiillegalCurHopLimitvalues.
U  Ifthisitem isnot configured,t isnot checkedby default.

U  ThisconfigurationtakeseffectwhenRAGuardisturnedon.

Procedure

Stepl Useghedipv6ra -guard hop-limit limit -min limit -ma xcdmmand toconfigure
the range ofCurHopLimitvaluesallowedbythe device.
Step2 Useshe d show ipv6 ra-guard c o n f icgmimandto view theCurHopLimitallowable

rangeconfiguration values.

Example

Configurethe CurHopLimit value allowablerange:
BT(config)# ipv6 ra-guard hop-limit 64 128

BT(config)# show ipv6 ra-guard config
RA Guard Switch Config Finished. Rules Setting Success.
ipv6 ra-guard disable
ipv6 ra-guard hop-limit 64 128
ipv6 ra - guard managed - config - check disable

ipv6 ra-guard other -config -check disable
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RelatedOperations

Tablel8-12 RelatedOperationsof ConfigureCurHopLimitPermissiorRange

Operation Command Remarks

CancelCurHopLimitcheck. | no ipv6 ra-guard hop- limit After closing the inspectionskipsand

proceeddirectlyto the nextinspection

18.3.4 Configureto Checlkthe'M'flag in RouterBulletins

Context

U RAGuardsupportsthe inspectionof the "Managedaddressconfiguration“flag(‘M'flag) in RAmessages.
Whenthis function isturned on, thedevicediscard¢he RAmessage marked'M'ak.

U  Ifthisitem isnot configuredthe functionisturned off by default.

U  ThisconfigurationtakeseffectwhenRAGuardisturnedon.

Procedure

Step1l Useshedipv6 ra-guard managed- config -check e n a b |cemimandto turn on the
deviceto checkthe'M'identity in theRA message.
Step2 Useshedshow ipv6ra -guard c o n f icgnimandto view thedevice's'M'identity tocheck

configurationstatus.

Example

Enableequipment's'M'identification checkingfunction:
BT(config)# ipv6 ra-guard managed- config -check enable
BT(config)# show ipv6 ra-guard config
RA Guard Switch Config Finished. Rules Setting Success.
ipv6 ra-guard enable
no ipvé ra-guard hop- limit
ipv6 ra - guard managed - config -check enable

ipv6é ra-guard other -config -check disable

RelatedOperations

Tablel8-13 RelatedOperationsfConfigurethe'M'identification checkingunction of the equipment

Operation Command Remarks

Disablethe'M'identificationchecking | ipv6é ra - guard managed- config -

function of the device. check disable
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18.3.5 Configureto Checkthe 'O’ Flagin RouterBulletins

Context

U RAGuardsupportsthe detection of "Other configuration"flag ('O'flag) in RAmessagesWhen this
functionisturned on, thedevicewill discardthe RAmessage marked'O'ds

U Ifthisitemisnot configuredthe functionisturned off by default.

U  ThisconfigurationtakeseffectwhenRAGuardisturnedon.

Procedure

Step1l Usesthedipv6é ra-guard other -config -check e n a b | emmando configurethe
deviceto checkthe'O'identity in theRA message.
Step2 Usesthedshow ipv6 ra-guard c o n f icgmimandto view thedevice's'O'identityto check

configurationstatus.

Example
Openthe device's'O'logacheckingfunction:
BT(config)# ipv6 ra-guard other -config -check enable
BT(config)# show ipv6 ra-guard config
RA Guard Switch Config Finished. Rules Setting Success.
ipv6 ra-guard enable
no ipv6 ra-guard hop- limit
ipv6 ra - guard managed - config -check enable

ipv6 ra-guard other -config -check enable

RelatedOperations

Tablel8-14 RelatedOperationsof Configurethe 'O’ IdentificationCheckind-unctionof the Device

Operation Command Remarks

Disablethe 'O' markchecking | ipv6 ra-guard other -config -check

function of the device disable

18.3.6 Add a Listof RAGuardNetwork Prefixes

Context

0  Networkprefixlist configurationincludesaddinganddeletingoperations,correspondingo eachrecord,
it can be configured as permit or deny two control states. RA Guard matches the RA message with the

network prefix andperformstwo actionsto passor discardit.

U  Therecordpriority of denystate in the network prefixlist is higherthan that of permit state. It will be
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used for filtering check first. If the RA message hits the deny record, it wilisbarded directly. The

record of permit state will be executed after all the deny records are executed, and if the RA message

hits, the message will ballowed topass.

U  ThisconfigurationtakeseffectwhenRAGuardisturnedon.

Procedure

Step1 Useshedipv6é ra-guard prefix -list ipv6 - address/prefix

commandto configurethe devicera-guardnetwork prefixlist record.

(permit|] deny) ¢

Step2 Usesthe éshow running -c o n f icgmimandto viewthe list of configuredra-guardnetwork

prefixesfor the device.

Example

Addarecord2001:1009:1009::12/960 the prefix list of ra-guardnetwork and configureit aspermit

state:

BT(config)# ipv6 ra-guard prefix -list 2001:1009:1009::12/96 permit
BT(config)# show running -config | include prefix - list

ipv6 ra-guard prefix -list 2001:1009:1009::12/96 permit

RelatedOperations

Tablel8-15 RelatedOperationsof Adda Listof NetworkPrefixes.

Operation Command

Remarks

Deletethe list of network prefixes | no ipv6 ra-guard prefix - list

18.3.7 Add a Listof RAGuardRoutingAddresses

Context

U The routing address list configuration includes adding and deleting operations, corresponding to each

record, which can beonfigured as permit or deny control states. After the RA Guard matches the

RAGuardnessagef the routing addressjt performstwo actionsto makeit passor discard.

U The priority relationship between deny state and permit state records irrdling address list is the

same as that in the network prefix list. It should be noted that the execution of deny state record prior

to permit state record means that the deny record of network prefix list and routing address list will be

unified before the permit recordof both isexecuted.

U  Theroutingaddresgarameterrequiresthe linklocaladdressof the router itself.

U  ThisconfigurationtakeseffectwhenRAGuardisturned on.

Procedure
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Stepl | 4 S a ipWbKaS - duardrouter -list ipv6 -address ( per mi t | ccemmand o
to configurethe ra-guardrouting addresdist recordof the device.
Step2 Usethe éshow running -c o n f icgmimandto viewthe list of ra-guardrouting addresses that

the device hagonfigured.

Example
Addarecordfe80::82f6:2eff:fell:af23o the ra-guardrouting addresdist and configureit in permitstate:
BT(config)# ipv6 ra-guard router -list fe80::82f6:2eff:fell:af23 permit
BT(config)# show running -config | include router - list
ipv6 ra-guard router -list fe80::82f6:2eff:fell:af23 permit

Related Operations

Tablel8-16 RelatedOperationsof Adda Listof RoutingAddresses

Operation Command Remarks

Deletethe routing addresdist no ipv6 ra-guard router -

list

18.4 CertificateManagement

CMTSlevicessupportathree-tier certificatestructure:
CMcertificate, MFGcertificate (ARRIS/ThomsorROOTertificate(DOCSIS).

Functionallycertificatemanagementncludescertificateimport, certificatemodification,certificatedeletion
andcertificate display.

0  Certificateimport: CMTSlevicessupportthe followingtwo import methods

Command Line Import: Execute the commands load-caater andioad mfgcacer (see the

commandline manuafor details).

MIB (SNMP) Import: Certificates can be imported by setting the MIB nodes docsBpi2CmtsCACert,
docsBpi2CmtsCACertTrudbcsBpi2CmtsCACertStatus.

i Certificate modification: Certificate status canmedified, when only the status of mfg certificate can be
modified, and it can only be modified to trust, untrust, chain three states, which can be used in certificate

verificationprocess.

U Certificate deletion: Certificates can be deleted, but the systéhn&e root certificates can not be
deleted;Certificatesare DOCSIROOTEUREDOCSKROOTCABLEABSROOTrespectively.

U  Certificatedisplay:youcandza Showi cable pr i v a €gminand to displathe contentandstatus

of certificates.Currently it supportsthe displayof certificate|D, status,usagestatus,source,subject,
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issuer fingerprint, serialnumber,expirydate, etc.

18.4.1 Exampleof ConfigurationCertificateCheck

DataPlanning

Tablel8-17 DataPlanningor CMTEquipmentCRL

Item Data
Theserver FTP/TFTBerverHTTRServer
CRIROOTertificate DigiCertHighAssuranceEVRootCA.crt
CRIMFGCertificate DigiCertSHA2ExtendedValidationServerCA.crt
URL ofcRL http://10.10.10.10/sha2ev-servergl.crl
FTP/TFTBervelP 172.16.2.61
HTTRServenP 10.10.10.10

Prerequisite
U  Guaranteghat both MFGCAandROOTCAof CRlhavebeenimported.
U Guaranteghat the network canwork andthe CRIserverwebsiteiscorrect.

U  SinceCRlonly supportsHTTRservices, theserveronly needsto openHTTRservices.

Configurationflowchart
Theconfigurationcertificatecheckingorocesds shownin the followingfigure.

( Start )
v

Import the ROOTcertificate
of CRL

Import the MFGcertificate of
CRL

Configurethe URLaddressof
the CRL

v

OpenCRL oBOTHevocation

Checkthe latest update time
of CRL

¥
)

Figurel8-5 Flowchartfor ConfiguratiorCertificate

Procedure

Step1 Importthe correspondingoot certificate


http://10.10.10.10/sha2-ev-server-g1.crl
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Result

Step 2

Step 3

Step 4

Step 5

BT# load root -ca-cer tftp 172.16.2.61

Importthe correspondindVFGcertificate

BT# load mfg-ca-cer tftp 172.16.2.61
Choosehe method of revocation

BT# configure terminal

BT(config)# cable privacy revocation
ConfigureCRlwebsite

BT(config)# cable privacy crl url
http://10.10.10.120/mycrl.crl

Showghe lastupdatetime of CRL:

BT# show crl latest - update -time
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rootl.der

mfg.der

methods crl

After the configurationis completed,CRLlis successfulCMwill validateCRLoptherwisethe default CRIis

goodand goonline.

18.5 CMLoopbackDetection

18.5.1 Overview

In order to prevent loopback of Cable Modem from causing network abnormality, CMTS supports the

configurationof turning on or off loopbackdetectionfunction of CableModem. After the loopbackdetectionof

CableModemisturned on, CMTSwill senda specificbroadcasimessagédo all online CableModemat regular

intervals. If CMTS receives the same message, it is considered that there is a loop in Cable Modem. The Cable

Modemof the detectedloop is addedto the blacklist,andits upstreamserviceflow is disabledto avoidalarge

numberof broadcastmessagegnteringthe CMTSausingnetwork exceptions.

18.5.2 ConfigureLoopbackDetection

Context

EnableCMloopbackdetectionfunction

Procedure

Step1 Enablecmloopbackdetectionswitch.

Step 2 Configureshe sendingnterval of loopbackdetectionmessages10seconds.

Example


http://10.10.10.10/mycrl.crl
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Configurethe sendinginterval of loopbackdetection messageo be 10 seconds:
BT(config)# cable loopback - detect enable BT(config)# cable

loopback - detect packet - interval 10 BT(config)#
RelatedOperations

N/A

18.5.3 Configureto View LoopbackCMand RemoveloopbackBlacklist

Context
U Checkhe CMinformationof the detectedloop.

U  Recovethe normalcommunicationof CMwith loop after manuallyremovingthe loop fault.

Procedure

Step1 Checkthe loopbackCM.
Step2 Removehe manuallyexcludedCMfrom the blackilist.

Example

Removethe CMof the viewed loop from the blacklistand resumeits normal communication.
BT(config)# show cable loopback -detect black - list

MAC Address Loop - back Time

0024.0000.1112 1970- 01- 01 00:09:32

4432.c83c.88e4 2019- 08- 29 10:15:53

BT(config)#

BT(config)# no cable loopback -detect black -list 0024.0000.1112
BT(config)#

RelatedOperations

N/A
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Chapterl9 Multicast Management

19.1 CMMulticast AuthorizationManagement

19.1.1 Overview

TheCMTSleviceprovidesthe multicastauthorizationconfigurationandquerycommandsaswell asthe
entriesfor multicastauthorizationand multicastrelationshipmaintenanceThefollowingfigure showsmulticast
authorization:

Figurel9-1 NetworkingDiagramfor MulticastAuthorization

Inthe multicastenvironment,the relationshipbetweenall rolesin the abovefigureare asfollows:

i CMTS: It performs multicast authorization based on the multicast authorizegiofiguration, and

maintainsthe multicastforwardingrelationship entries.
0 Multicastserver:lt processeshe multicastmessageand pushesstreamsof multicastprograms.
0  CM:lt forwardsmulticastpackets.
U  Client:It receivesnulticastprograms.
Themulticastprogramauthorizationprocesssasfollows:
1. Theclientinitiatesajoin requestto join a specifiedmulticastgroup,for example 225.1.1.1.
2. TheCMTSarseghe join packetto obtainthe IPaddressof the multicastgroup,225.1.1.1.

3. TheCMTSearchedor the multicastauthorizationrule by matching225.1.1.1with the grouplIPof the rule.
The followingwo matchingresultsare available:

Amatchedrule isfound:

A Ifthe ruleisdeny,the clientis prohibitedto join the multicastgroup.
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A Iftheruleispermit, the clientisallowedto join the multicastgroup.

A No matched rule is found: The default action is used. (If the default action is not configured, the
rule isdeny.)

TheCMT Snulticastauthorizationmanagemengaimsto configureandmanagethe multicastauthorization
function sothat the CMTSancontrol permission®f usersfor watchingmulticastprograms.

Thefollowingmethodscanbe usedto determinethe multicastauthorizationprofile usedby a customer:

U  The multicast authorization profile is specified in the CM configuration file. This method has a higher
priority.

U The multicast authorization profile is configured through the ANC1000 system.
Youcanusethe commandline to performthe followingconfiguration;

U Configure a multicast authorization profile: A multicast authorization profile is a set of rules for adding IP
multicastto an authorization session.

Create a multicast authorization profile: Thgstem allows you to create 16 multicast authorization
profiles. After a multicast authorization profile is successfully created, the system directly enters the
multicastview.

Specify the default multicast authorization profile: Only a multicast authtiam profile that is
configuredasadefaultfile cantake effect.

Configure a multicast authorization rule: A multicast authorization rule is the rule for adding IP

multicastto an authorization session.

Multicast authorization profilelescription: It describes a multicast authorization profile so that users

candistinguish between differentulticastauthorization profiles.

i  Configure the default multicast authorization action: If the CM cannot find a matched multicast

authorizationprofile, the defaultaction isconducted toforward packets.
0  Configurethe numberof multicastsessiongo whicha CMis allowedto add.

U Enable the multicast authorization function: The multicast authorization function is disabled by default. To

usethis function, you mustnanually enable théunction.

19.1.2 Exampleof ConfigureMulticast

ThroughlPmulticastto achievemulticastprogramviewingservices.

Networking Diagram

CMTS is connected by router and Multicast Server, Multicast Server is responsfhlsHing multicast
streamsandPlayerisresponsible€or receivingmulticastprograms.Thespecificnetworkingdiagramis as
follows:
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MulticastServer

CMTS Router

Player

Figurel9-1 MulticastMulticastNetwork Graph

DataPlanning
Thebasicmulticastconfigurationdataplanningis shownin the followingtable.

Tablel9-1 DataPlanningor MulticastConfiguration

Item Data

Multicastauthorizationstatus Enable

Maximumnumberof multicastsessionper

CMallowedto join 20

Multicastdefaultbehavior deny

Multicastprofile IPTV

Profileauthentication Default

Descriptiorinformation of multicastprofile IPmulticast

Multicastauthorizationrules. Rule ID: 1
Rule: permit
Priority: 1
Sourceaddress0.0.0.0/0
Destinationaddress225.0.0.0/24

Prerequisite

Network CMTSquipmentandlinesare normal.

Configurationflowchart

Thebasicmulticastconfigurationprocesds shownin the followingfigure.
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C D

Create a multicast profile and enter the

mauth view

Configure multicast authentication profile

v

Configure default execution actions

Configure the number of multicast sessions
per CM allowed to join

Open multicast authentication

v

Save the configuration
( End )

Figurel9-2 Flowchartfor BasidMulticastConfiguration

Procedure

Step1 Configurethe profile nameof multicastto IPTVandenterthe mauthview.
BT(config)# cable multicast authorization profile IPTV
Step 2 Configuremulticastauthorizationprofile
1. Setprofile to take effect.
BT(config - mauth)# cable multicast authorization profile default
2. Thedescriptioninformationfor configuringmulticastprofile isIPmulticast.
BT(config - mauth)# cable multicast authorization profile
description "IP  multicast"
3. Configuremulticastauthorizationrules.
BT(config - mauth)# cable session  -rule 1 permit 0.0.0.0/0
225.0.0.0/24 priority 1
Step 3 If the configurationcannotmatchanyprofile, the default multicastexecutionactiontakeseffect.
1. Exitthe mauthview
BT(config - mauth)# end
2. Multicast default ~ execution action is deny
BT (config)# cable multicast authorization default - action deny
Step 4 Configures the maximum number of multicast multicast sessions
allowed to join for each CMto be 20.
BT(config)# cable multicast authorization max- session - num 20
Step 5 Enablemulticastauthorization
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BT(config)# cable multicast authorization enable

Step 6 Savehe configuration

Result

BT(config)# exit

BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) [n] y

Building configuration.....

Configuration saved successfully.

Accordingo the multicastauthorizationrules,userscanonly watch225.0.0multicastprograms.

19.1.3 Configurethe Multicast AuthorizationFile

Context

Youcanperformthistaskto configureamulticastauthorizationprofile. Amulticastauthorizationprofile isa

setof rulesfor addinglPmulticastto anauthorizationsessionThetaskincludesthe followingoperations:

i

Create a multicast authorization profile: The system allows you to create 16 multicast authorization
profiles. After a multicast authorization profile is successfully createdsytséem directly enters the

multicastview.

Specify the default multicast authorization profile: The CMTSuses only the default multicast

authorizationprofile for matching.

Configurea multicastauthorizationrule: Amulticastauthorizationrule isthe rule for addinglPmulticast
to anauthorizationsessionParametergo be configuredincludethe multicastsessiorrule ID, multicast

authorization action, multicast source IP address, multicast destination address, and multicast session
priority.

Multicastsessiorrule ID: Allthe multicastauthorizationprofilesshare2048multicast
authorizationrules.In the samemulticastauthorizationprofile, the multicastauthorizationrule ID
rangesfrom 1to 65535.

Multicastauthorizationaction: Themulticastauthorizationactionssupportedby the CMTSnclude

permitanddeny.
SourcdPaddressit specifiesavalidunicastaddress.
DestinationlPaddressit specifiesavalidmulticastaddress.

Priority: Thepriority valuesupportedby the systemrangesfrom 0 to 255.A largervalueindicates
a higherpriority. Whena conflictoccursduringrule matching,arule with a higherpriority is

selectedfor matching.
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0  Multicastauthorizationprofile description:It describesa multicastauthorizationprofile sothat userscan
distinguish between different multicast authorization profiles. The description is a string of up to 255

characters.

Procedure

Step1 Createthe multicastauthorizationprofile by usingthe commandécable multicast
authorization profile ¢ @

Step 2 Configurethe multicastauthorizationdefaultprofile by usingthe commandécable  multicast
authorization profile default ¢ @

Step 3 Configurethe sessionrulef the porfile by usingthe commanddcable  session -rule ¢ @

Step4 (Option)Configuréhe multicastauthorizationprofile descriptionby usingthe commandccable
multicast authorization profile description € @

Step 5 Querythe multicastauthorizationrunningconfigurationby usingthe commandéshow cmts

multicast running -config ¢ &

Example
Configurethe multicast authorization profile.
BT(config)# cable multicast authorization profile permit
BT(config - mauth)# cable multicast authorization profile description multicast - test
BT(config - mauth)# cable session - rule 1 permit 0.0.0.0/0 224.1.1.2/32 priority 1
BT(config - mauth)# cable multicast authorization profile default

BT(config - mauth)# exit
BT(config)# cable multicast authorization max- session - num 8
BT(config)# show cmts multicast running - config

Ilcmts  multicast configuration:

cable multicast authorization enable
cable multicast authorization max - session - num 8
cable multicast authorization default - action deny

cable multicast session age-time 300

cable multicast authorization profile permit
cable multicast authorization profile default
cable multicast authorization profile description multicast - test

cable session -rule 1 permit 0.0.0.0/0 224.1.1.2/32 priority 1

exit

RelatedOperations

Tablel9-1 RelatedOperationdor Configurethe multicastauthorizationfile
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Operation Command Remarks
Deletethe multicastauthorizationfile no cable multicast
authorization profile
Deletethe multicastauthorization no cable multicast
defaultfile authorization profile
default

19.1.4 Configurethe Default Action of Multicast Authorization

Context

Users can configure default action of multicast authorization through this operation. If the multicast
authorizationprofile of CMnot authorizea multicastsessionCMhasa defaultaction.Bydefault, the

defaultaction isdeny.

Procedure

Step1 Configurethe defaultactionof multicastauthorizationby usingthe commanddcable
multicast authorization default -action permit ¢ @
Step2 Querythe multicastauthorizationinformation by usingthe commandéshow cmts

multicast running -config & @

Example

Configurethe default action of multicastauthorization.
BT(config)# cable multicast authorization default - action permit

BT(config)# show cmts multicast running - config

Ilcmts  multicast configuration:

cable multicast authorization enable
cable multicast authorization max - session -num 0
cable multicast authorization default - action pe  rmit

cable multicast session age-time 300

cable multicast authorization profile permit
cable multicast authorization profile default
cable multicast authorization profile description multicast - test
cable session -rule 1 permit 0.0.0.0/0 224.1.1.2/32 priority 1

exit

RelatedOperations

Tablel9-2 RelatedOperationdor Configurethe defaultaction

Operation Command Remarks

Configurethe default cable multicast authorization

actionof multicast default -action ( permit |
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Operation

Command

Remarks

authorization

deny )

19.1.5 Configurethe Default Maximum Numberof Session<MJoined

Context

Use this command to configure the number of multicast sessions that CM joinedCEBbhs a maximum

numberof allowedto join the multicastsessionif the CMconfigurationfile is specified the useof the value

of the configuration file jf not specified, theruse thedefaultvalue.

Procedure

Step1 Configure each CMto jointhedzY o SNJ 2 ¥

authorization

Step2 Querythe configureinformationby usingthe O 2 Y Y | sffol écmts  multicast

config € @

Example

ConfiguringeachCMto join the multicast sessiomumberis5.
max- session - num 5

max- session

BT(config)# cable multicast

authorization

BT(config)# show cmts multicast running

Ilcmts  multicast configuration:

cable multicast authorization

cable multicast authorization

cable multicast authorization default

cable multicast authorization

cable multicast authorization

enable

-numg P

- config

max- session -numb5

- action permit

profile permit

profile

default

cable multicast authorization profile description multicast

cable session -rule

exit

RelatedOperations

N/A

1 permit

0.0.0.0/0

19.1.6 Enablethe Multicast Authorization

Context

Userscanenablethe multicastauthorizationthroughthis task.

Procedure

224.1.1.2/32

priority

- test

1

4S844A2Y & cablémutizast y 3

running

idKS

C
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Step1 Enablethe multicastauthorizationby usingthe commanddcable multicast
authorization enable ¢ @
Step2 Querythe multicastauthorizationinformationby usingthe commandéshow cmts

multicast running -config ¢ &

Example

Enablethe multicast authorization.
BT(config)# cable multicast authorization enable

BT(config)# show cmts multicast running - config

Icmts multicast configuration:

cable multicast authorization enable
cable multicast authorization max - session -num 0
cable multicast authorization default - action deny

cable multicast session age-time 300

RelatedOperations

Tablel9-3 RelatedOperationgor Configuringhe SecurityCheckagainstCPERinderthe CMs

Operation Command Remarks

Disablethe multicastauthorization cable multicast

authorization disable

19.2 Multicast QoSManagement

19.2.1 Overview

ThemulticastQoSfunction providesdifferent QoSfor different multicastsessionsThemulticastchannel
bindingtechnologycanbe usedto planthe multicastservicein a specifiedchannelset, preventinginterference

with other services.

The multicast QoS mechanism is similar to the QoS mechanism of unicast service flows of a single CM. The
downstreammulticastdataflow is matchedagainsta multicastclassifiersothat the dataflow is classifiednto
different downstream multicast service flows. Based on the QoS parameter of the multicast service flow, the

CMTSnsures the Qo8f the multicastservice flow.

Oneduplicationof a multicastsessiorindicatesthat the sessiorisforwardedon one DCSTheCMTSelectsa
DCS and allocates a DSID for forwarding of a specified multicast session (S, G). The DSIC identifies a specified

multicastsession thats forwardedon aspecifiedDCS.

ThemulticastQoSconfigurationmainlyincludesthe multicastgroupconfiguration(GC)andmulticastgroup
QoSconfiguration (GQC).
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o R A T O

U  GC: It defines the multicast service flow classifier rules to be used by a spedifoash session, for
example, the group IP address and source IP address of the multicast session. It is associated with a GQC
ID.

0  GQC: Itsusedto associatewith the GC andhe ServiceClasdNameusedbythe GC.

U Service Class Name: It is gezvice flow QoS parameter set, which includes the configuration of Required
Attribute Mask and Forbidden Attribute Mask. It is used to match the ProvAttrMask of the binding group,
anddeterminethe channelset of the serviceflow basedon the channeketin the bindinggroup.

19.2.2 Exampleof SecurityCheckagainstCPEwith the SpecifiedlP Address

Differentmulticastprogramshavedifferent requirementsfor the imagedefinition. DifferentQoSresourcesan
be allocated to the high definition (HD) asthndard definition programs. In this way, a higher bandwidth can
be assuredor HDprogramsandoperators'deploymentrequirementscanbe satisfied.

Thisexampleallowsusersto watchspecifiedmulticastprogramsandensurethe quality of programs.

MulticastServer

Player

Figure19-2 NetworkingDiagramof MulticastQoS

DataPlanning

By the following configuration, through the followirgnfiguration, two sets of multicast programs
230.0.1.1/32and230.0.1.2/32are deployedfor usersunder CMTSandtheir respectivequality of serviceis

guaranteed.

Tablel9-4 DataPlanningor Configuringhe SecurityCheclagainstCPEwith the SpecifiedPAddress

Item Data

GQConfiguration GQCZXorrespondgo the program:Mpeg2SD

GQCZorrespondgo the program:Mpeg2HD

GClcorresponddo GQClmulticastgrouplPaddress232.0.1.1/32 sourcelP
addres<.0.0/0.

GCZorrespondgo GQC2multicastgrouplPaddress232.0.1.2/32 sourcelP
addres<.0.0/0.

GCconfiguration




BLONDER TONGUE Chapter 1% Multicast Management

Item Data

Service&Classhame: Mpeg2SDthe minimumrate : 4M bps,maxmumrate : 5M
bps, maxmum burst : 1M byteRequired Attribute Mask : 0x80000001,
Forbidden AttributeMask:0x00000000.

ServiceClass ) o
ServiceClasshame: Mpeg2HDthe minimumrate : 4M bps,maxmumrate :
16Mbps,maxmumburst: 1M bytes,RequiredAttribute Mask: 0x80000002,

ForbiddenAttribute Mask:0x00000000.

Bondinggroup1: ProvisiorAttribute Mask: 0x80000001downstreamchannels:
q 5-8

Bondinggroup
Bondinggroup2: ProvisiorAttribute Mask: 0x80000002downstreamchannels:

9-12

Prerequisite

Thenetwork CMTSandlinesarenormal.

Configurationflowchart

Theprocesdor configuringthe securitycheckagainstCPEwith the specifiediPaddresds shownas follows.

( Start )
v

Configure GQC

v

ConfigureGC

v

Configureserviceclass
|

v

Configurebondinggroup

Save the Configuration.

C E‘Ld )

Figurel9-3 Flowchartfor Configuringhe MuticastSessiorQOS

Procedure

Step1 Configurehe GQC.
1. Configurethe serviceclassnameof GQClasMpeg2SD.
BT(config)# cable multicast group - qos config 1 service - class -
name Mpeg2SD
2. Configurethe serviceclassnameof GQCZasMpeg2HD..
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BT(config)# cable multicast group - qos config 2 service - class -
name Mpeg2HD
Step2 Configurethe GC.

1. Createthe GClandenterthe mgosview.
BT(config)# cable multicast group config 1

2. Configureghe GQCor the GC.
BT(config - mqos-1)# group -gos config 1

3. Configurehe IPaddressof multicastgroupto 232.0.1.1/32andthe sourcelPaddresgo
0.0.0/0(i.e., nosource ispecified).
BT(config -mgos-1)# session -rangegrp -ip 232.0.1.1/32 src -ip
0.0.0.0/0

4. Exitthe mgosview.
BT(config - mqos- 1)# exit

5. Createthe GC2andenterthe mgosview.
BT(config)# cable multicast group config 2

6. Configurethe GQCor the GC.
BT(config - mqos-2)# group -gos config 2

7. Configurehe IPaddressof multicastgroupto 232.0.1.2/32andthe sourcelPaddresso
0.0.0/0(i.e., nosource ispecified).
BT(config -mgos-2)# session -rangegrp -ip 232.0.1.2/32 src -ip
0.0.0.0/0

8. Exitthe mgosview.
BT(config - mqos- 2)# exit

Step3 Configurethe ServiceClass.

1. Createthe ServiceCladglpeg2SD.
BT(config)# cable service -class nhame Mpeg2SD

2. Configure the minimum rate as 4M bps of the ServiceClass Mpegd&tanfig)#
cable service - class name Mpeg2SD min - rate 4000000

3. Configureghe maxmumrate as5M bpsof the ServiceCladglpeg2SD.
BT (config)# cable service - class name Mpeg2SD max - rate 5000000

4. Configurehe maxmumburstas1M byte of the ServiceClaggpeg2SD.
BT(config)# cable service - class name Mpeg2SD max - burst 1000000
Createthe RequiredAttribute Maskas0x8000000Df the ServiceCladelpeg2SD.
BT (config)# cable service - class name Mpeg2SD req - attr - mask
0x80000001
Configurethe ForbiddenAttribute Maskas0x0000000®f the ServiceClad€lpeg2SD.
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BT(config)# cable service - class name Mpeg2SD forb - attr - mask
0x00000000
7. Createthe ServiceCladdlpeg2HD.
BT(config)# cable service -class name Mpeg2HD
8. Configure the minimum rate as 4M bps of the ServiceClass Mpegd$danfig)#
cable service - class name Mpeg2HD  min - rate 4000000
9. Configurethe maxmumrate as5M bpsof the ServiceCladglpeg2HD.
BT(config)# cable service - class name Mpeg2HD max -rate 5000000
10. Configurethe maxmumburstas1M byte of the ServiceClagdpeg2HD.
BT(config)# cable service -class name Mpeg2HD max - burst 1000000
11. Createthe RequiredAttribute Maskas0x80000002f the ServiceClagdpeg2HD.

BT(config)# cable service - class name Mpeg2HD req - attr - mask
0x80000002

12. Configurethe ForbiddenAttribute Maskas0x0000000®f the ServiceClagdpeg2HD.
BT(config)# cable service - class name Mpeg2HD forb - attr - mask
0x00000000

Step4 Configurehe bondinggroup.

1. Createthe downstreambondinggroupl1 andenterthe dsbondinggroupview.
BT(config)# interface ds bonding -group 1 Configure the

2. ProvisionAttribute Mask a£x80000001.
BT(config -if -ds-bonding -groupl)# bonding - group prov - attr - mask
0x80000001

3. Addthe downstreamchannelss-8 to the bondinggroup.
BT(config -if -ds-bonding -groupl)# cable downstream 5-8

4. Exitthe bondinggroupview.
BT(config -if -ds-bonding -groupl)# exit

5. Createthe downstreambondinggroup2 andenter the dsbondinggroupview.
BT(config)# interface ds bonding -group 2  Configure the

6.  ProvisionAttribute Mask a£x80000002.
BT(config -if -ds-bonding -group2)# bonding -group prov - attr - mask
0x80000002

7. Addthe downstreamchannelss-8 to the bondinggroup.
BT(config -if -ds-bonding -group2)# cable downstream 5-8

8. Exitthe bondinggroupview.
BT(config -if -ds-bonding -group2)# exit

Step5 Savehe configurations.
BT(config)# end
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BT# copy running -config startup - config
This will save the configuration to the flash memory.
Are you sure?(y/n) ] vy

Building configuration.....

Configuration saved successfully.

Result

Accordingo the aboveconfigurations Theuserswith IPaddressl0.10.10.250.32anreceivethe programs
of the multicast sources address 232.0.1.1/32 and 232.0.1.2/32, and guarantsertliee quality of the

programs.

19.3 DSConfiguration

19.3.1 FunctionalPrinciple

DSQ@DOCSISettop gateway)standarddefinesthe specificationof uploadingDOBmessagen DOCSI&hannel.
DSG architecture can be divided into DSG Server, DSG AgeSetamp Device, as shown in the following
figure:

IP Backbone Network

DSG Tunnel Set-top Devices
' {DSG Client)

HFC/Cable Network

CMTS

(DSG Agent)

Set-lop
Controles) <
(DSG Server)

IP Multicast/Unicast

Figurel9-4 Schematidiagramof DSGunction

The role of CA / SI / EPG and other servers is CMTS server. CMTS plays the role of DSGtag&dyiset

refers to the STB(sebp box) withbuilt-in CM that supports DSG functions. A set top device can have multiple
DSG clients, but only one DSG client controller is included. DSG client controller filters and accepts tunnel data
by identifyingthe list of customersconfiguredin tunnel. Whenthere are DSGlientsin the set-top boxdevicein

the customer list, the data of this tunnel will be accepted, otherwise it will be discarded. DSG client is the final
receiverof DSGserver data.

DSGCMisaCableModemwith DSGunction built into settop device.

DOCSIStandarddefinesDCD{DownstreamChanneDescriptormessagewhichisa DOCSIBIACmanagement
messageavith DSGaddresdable entries,usedto manageDSQunnel. In advancednode, it issentby DSG

agentperiodicallyandtransmittedto clientcontroller after receivingoy eCM.

DCDmessagesare basedon DOCSI&hannelmanagementandeachchannelmustbe unique.Thetotal length
of DCDmessagés not allowedto exceedl522bytes.|f the lengthexceeddl522bytes,at leastone partition

information shallbe sentper second.Theformat of DCDmessageas asfollows:
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Bit 0 8 186 24 3

MAC Management Message Header

1

L]
L
L]

Configuration Mumber of Fragment :
Change Count Fragments Sequence Number :
i

L]

|

TLY Encoded i

Information :

i

L]

i

L]

Figurel9-5 DCDmessagdormat

i  Configuration Change Count: indicates the number of changes of DCD related parameters of the
downstream channel, which is increased by 1 for each change. For the same DCD message, this value is

the same ireachfragment.
U Numberof Fragmentsrefersto the numberof DCDmessages.

Ui  Fragment Sequence Number: indicates the fragment number of DCD geesdaich is used for DCD

messageaeorganization.

U  TLV Encoded Information: other relevant parameters are packed in TLV information. If the configuration of
these parameters changes in the business transmission phase, DSG agent will dynamically modify the
corresponding parameters in DCD message, and increase the value of configuration change count. The

parametersin TLV information cabe dividedinto three categories:
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Type Length Name DSG DSG Client | Mandatory/O | Repeatable
Agent | Controller ptional in in DCD
DCD
23 - Downstream Packet Classification Encoding A W o] 3
232 2 Classifier Identifier N W M
238 1 Classifier Pricrity § ) M
238 = IP Packet Classification Encodings § ) M
2393 4 Source |P Address | W o]
2304 4 Source |P Mask N W o]
2395 4 Destination |P Address | o M
2399 2 Destination TCP/UDP Port Start W o]
239.10 2 Destination TCP/UDP Port End W o]
50 - DSG Rule ¥ [0} 2|
501 1 DSG Rule Identifier Y M
502 1 DSG Rule Priority W M
503 n O&G UCID List (Deprecated) W o]
50.4 - DSG Client ID W M
50.4.1 2 DSG Broadeast W o]
50.4.2 6 DSG Wall-known MAC Address W [0} J
5043 2 CA System ID W o]
50.4.4 2 Application 1D W o] W
50.5 B DSG Tunnel Address A W M
50.6 2 DSG Classifier Identifiar A W (o] A
50.43 = DSG Rule Vendor-Specific Parameters W o] A
51 - DSG Configuration W O
511 4 DSG Channel List Entry W (o] y
51.2 2 DSG Initialization Timeout (Tdsg1) v O
51.3 2 DSG Oparational Timeout (Tdsg2) L [¢]
51.4 2 DSG Two-way Retry Timer (Tdsg3) R [a]
51.8 2 DSG One-way Retry Timer (Tdsgs) v O
51.43 - DSG Config Vendor-Spedific Parameters L o J

Figurel9-6 Parametersn TLMinformation

DSGagentdeviceneedsto convertOOBmessagesentby DSGserverinto tunneldataandbroadcasit to set
top box. At the sametime, DSGagentperiodicallysendsDCDmessage¢o STBDS&lientcontrollerin STB
receivesor filters tunnel dataflow accordingo the clientlistinformation carriedin DCDmessageSTBonly

receivedts own tunneldata.

19.3.2 ConfigureDS@arameters

Context

Throughthis task,userscanconfigureDSQarametersandtell DSCGelientswhichdownstreamfrequency

points,timersandother informationto usethrough DCDnessages.

Procedure
Step1 Usethe cable dsg channel - list commandto configurethe downstreamfrequency.
Step2 Usethe cable dsg timer commandto configurethe timer.

Step3 Usecable dsg vendor - param to configure vendoparameters.
Step4 Applythe aboveconfigurationto downstreamchannell.

Step5 Downstreanchannell enablesDCD.
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Example

Createchannetlist 100to configurethe frequency510MHzand 518 MHz of DSQGunnel transmission.
BT(config)# cable dsg channel -list 100 channel -index 1 frequency 510000000

BT(config)# cable dsg channel -list 100 channel -index 2 frequency 518000000
BT(config)# cable dsg timer 100 tdsgl 10 tdsg2 20 tdsg3 30 tdsg4 40
BT(config)# cable dsg vendor - param 100 vendor 1 oui 002468

BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable downstream 1 dsg channel - list 100

BT(config -if -cmts-1)# cable downstream 1 dsg timer 100 BT(config -if -
cmts - 1)# cable downstream 1 dsg vendor - param 100 BT(config -if -cmts - 1)#
cable downstream 1 dsg dcd -enable BT(config -if -cmts-1)# exit

BT(config)# show cable dsg running - config

I DSG configuration:

cable dsg vendor - param 100 vendor 1 oui 002468

cable dsg channel -list 100 channel -index 1 frequency 510000000
cable dsg channel -list 100 channel -index 2 frequency 518000000
cable dsg timer 100 tdsgl 10 tdsg2 20 tdsg3 30 tdsg4 40

IEnd

BT(config)# interface cmts 1

BT(config -if -cmts-1)# show cable dsg running - config

cable downstream 1 dsg timer 100

cable downstream 1 dsg vendor - param 100

cable downstream 1 dsg channel -list 100

RelatedOperations

Tablel9-5 Relatedoperationsfor configureDSGarameters

Operation Command Remarks
Downstreanmchannelisassociatedvith cable downstream dsg
DSdrequency channel - list
Downstreanchannelisassociatedvith cable downstream dsg timer

DSGimer

Downstreamchannelis associatedvith cable downstream dsg

DSGnanufacturemparameters vendor - param

DownstreanmchannelsuseDCDmessages| cable downstream dsg dcd-

enable

19.3.3 ConfigureDSCGRules

Context

U  UserscanconfigureDSQulesthroughthistask.
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0 Create a classifier to replace the destination MAC With0.5e00.0003 for the downstream multicast

message with the destination address of 225.0.0.2 and the source address of 192.168.1.0/24, and then
sendit to the DSQGlient.

U  The classifier is associated with the downstream channel, so that the multicasageesstching the

classifier isentto the DSQlientthroughthe specifieddownstreamchannel.

Procedure

Step 1
Step 2
Step 3
Step 4
Step 5

Example

Usethe cable dsg client - list commandto configurethe DSQGlientlist.
Usethe cable dsg tunnel - group commandto create atunnel group.
Usethe cable dsg tunnel commandto create a tunnel.

Usethecable dsg classifier commandto createa classifier.

Usethe cable downstream dsg tunnel - group command toassociate the classifigvith

the downstreamchannel.

Configures DSCGclassifierrulesand associateshem with downstreamchannels.
BT(config)# cable dsg client -list 1 client 1 mac address 0024.6833.3334

BT(config)# cable dsg tunnel - group 1 channel 1 rule - priority 255 BT(config)#

cable dsg tunnel 1 mac - address 0100.5e00.0002 tunnel -group 1 client -list 1

BT(config)# cable dsg classifier 1 tunnel 1 dest -ip 225.0.0.2 priority 255
src -ip 192.168.1.0 src -ip - prefix -len 24 in -dcd

BT(config)# interface cmts 1

BT(config -if -cmts-1)# cable downstream 1 dsg tunnel -group 1 channel 1

BT(config -if -cmts-1)# exit

Viewthe configuredrules.
BT(config)# show cable dsg running - config

I DSG configuration:
cable dsg client -list 1 client 1 mac- address 0024.6833.3334

cable dsg tunnel -group 1 channel 1 rule - priority 255

cable dsg tunnel 1 mac-address 0100.5e00.0002 tunnel -group 1 client -list 1
cable dsg classifier 1 tunnel 1 dest -ip 225.0.0.2  priority 255 src -ip 192.168.1.0

src -ip - prefix -len 24 in -dcd

IEnd

BT(config)# interface cmts 1

BT(config -if -cmts-1)# show cable dsg running - config

cable

downstream 1 dsg tunnel -group 1 channel 1

RelatedOperations

N/A
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ACL
ASCII
ATDMA
CLI
CMTS
CM
cos
CPE
CPU
DBC
DCC
DHCP
DOCSIS
DSCP
DSID
eMTA
EQAM
FEC
FTP
HFC

AuthenticationAuthorizationAccounting

AccesontrolList

AmericanStandardCodefor Informationinterchange

AdvancedlimeDivisionMultiple Access
Command.inelnterface
CableModemTerminalSystems
CableModem

Clasof Service
CustomerPremise€Equipment
CentralProcessingJnit
DynamidBondingChange
DynamidChannelChange
DynamidHostConfiguratiorProtocol
Dataover-CableServicdnterfaceSpecification
Differertiated Service€odePoint
Downstreamdentification
EmbeddedVediaTransportAgent
EdgeQuadratureAmplitudeModulation
ForwardErrorCorrection
FileTransferProtocol
HybridFiberCoax

Identification

Internet GroupManagementProtocol
Internet Protocol
IntervalUsageCode
MediaAcces<ontrol
MACDomainDescriptor
MulticastDSICForwarding
Management

Messagdntegrity Check
MediaTransportAgent
NextCodewordPointer
OpticalLineTerminal
PersonalComputer

Packet_osRate
Passiv®©pticalNetwork
QuadratureAmplitudeModulation

Qualityof Service

Annex 1- Abbreviations
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QPSK
RA
RADIUS
RAM
REGREQ
REGREQVIP
RF
RNGRSP
SAC
SAV
SCDMA
SEND
SNR
SNMP
SSH
STB
ucD
uDC
uTC
VLAN

QuadPhaseshiftkey
RouterAdvertisement
RemoteAuthenticationDialin UserService
RandomAccessMemory
RegistratiorRequest

Multipart RegistratiorRequest
RadioFreqency

RangindResponse
SelectableActiveCodes
SourceAddressV/erification
Synchronou€odeDivisionMultiple Access
SecureNeighborDiscovery

Signato NoiseRatio
SimpleNetworkManagementProtocol
SecureShell

SetTopBox

UpstreamChanneDescriptor
UpstreamDropClassifier
UniversallimeCoordinated

Virtual LocalAreaNetwork

Annex 1- Abbreviations
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1. 4263314956UpstreamSignalQuality Bad

Annex 2¢ Trap Alarms

Items Description
AlarmID 4263314956
AlarmDescription TheSignaQualityFeaturesof UpstreamChannehre Bad
Alarmtype FaultAlarm

1 Systenonlinetime

2 Sequencewumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelwarning
5EnevtlD:4263314956

Alarmfeatures
6 Alarm Description: CMABAC=%02x%02x.%602x%02x.%02x%02x; UpChannel %d:[SN
db;] [Uncorrectables=%u;][Correctables=%u;]
7 Timeof the AlarmHappenedWhilethe quality feature of Upstreamchannelisabnormal.
Form:YYYXM-DDHHMM-SSSuchas20140830171500
8 SystenmName:BT
Causes Thesignalquality feature of upstreamchannelis lower thanthe alarmthreshold
Conditiongo clear Thesignalquality feature of upstreamchannelis higherthanthe alarmthreshold
Businessffection May causdossof data,or error. If too seriousonline state of CMmayaffect.
Advisedactions Investigatiorof line quality,adjustthe configurationof upstreamchannelmodulationand
frequency.
Wecanconfigurethe alarmthresholdof upstreamquality parameterby usingthe command
Marks cable upstream (snr | correcteds | uncorrectables) threshold -

warning warnning threshold -recovery recovery

2. 4263314957UpstreamSignalQuality Recovery

Items Description
AlarmID 4263314957
AlarmDescription TheSignalQualityFeaturesof UpstreamChannehre backto normal
Alarmtype RecovenAlarm

1 Systeronlinetime

2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelwarning
5EnevtlD:4263314957

Alarmfeatures

6 Alarm Description: CMT8AC=%02x%02x.%02x%02x.%02x%02x; UpChannel %d:[SN
db] [Uncorrectables=%u][Correctables=%hrjesholdrecovery;

7 Timeof the AlarmHappened: Whil¢he quality feature of Upstreamchannelis backto
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Iltems

Description

normal.Form:YYY¥M-DDHHMM-SSSuchas20140830171500
8 SystemName:BT

Causes

Thesignalquality feature of upstreamchannelis higherthan the alarmthreshold

Conditiongo clear

Thesignalquality feature of upstreamchannelis lower than the alarmthreshold

Businessaffection Clearingalarm4263314956
Advisedactions N/A

We canconfigurethe recoverythresholdof upstreamquality parameterby usingthe
Marks commandcable upstream (snr | correcteds | uncorrectables)

threshold - warning warnning threshold -recovery recovery

3. 4263314959UpstreamChannelQuality Recovery

Iltems

Description

AlarmID

4263314959

AlarmDescription

Theupstreamchannelquality backo normal

Alarmtype

RecovenAlarm

Alarmfeatures

1 Systenonlinetime

2 Sequencewumber

3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

4 AlarmLevelnotice

5EventlD:4263314959

6 AlarmDescription:
CMTSMAC=%02x%02x.%02x%02x.%02x%02x,channel:%d;spgctuprguality to
good,currentsnr%.1f,corrCode ratéod,unCorrCodeate %d.

7 Timewhenthe alarmoccurred.ExampleJan01197001:09:03

8 SystemName:BT

Causes

Upstreamchannelquality recoverby hoppingto anotherproper spectrumgroup.

Conditiongo clear

N/A

Effectonbusiness Clearingalarm4263314960
Advisedactions N/A
Marks N/A

4. 4263314960UpstreamChannelQuality Abnormal

Iltems

Description

AlarmID

4263314960

AlarmDescription

Theupstreamchannelquality abnormal

Alarmtype FaultAlarm
1 Systenonlinetime
2 Sequencenumber
Alarmfeatures

3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

4 AlarmLevel:notice
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Items Description

5EventlD:4263314960

6 AlarmDescription:
CMTSMAC=%02x%02x.%02x%02x.%602x%02x,channel:%d,spgotupguality to
bad,currentsnr%.1f,corrCodeate %d,unCorrCode rat#d.

7 Timewhenthe alarmoccurred.ExampleJan01197001:09:03

8 SystemName:BT
Causes Upstreamchannelquality abnormal,meetthe conditionof hop.
Conditiongto clear Upstreamchannelquality recoverby hoppingto anotherproper spectrumgroup.
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

5. 4263314963ChannelUtilization High

Items Description
AlarmID 4263314963
AlarmDescription Channelitilizationistoo high
Alarmtype FailureAlarm

1 Systenonlinetime

2 Sequencewumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevel:Warning
5EnevtlD:4263314963

Alarmfeatures
6 Alarm Description: CMABAC=%02x%02x.9%602x%02x.%02x%02x; UpChannel /
DownChannéled:Thechannel utilizatioris toohighat LevelMajor (u%%).
7 Timeof the AlarmHappened Channelitilizationis is more than major Alarmthresholdvalue.
Form: YY¥MM-DD-HHMM-SSSuchas20140830171500
8 SystemName:BT
Causes Channeltilizationis more than alarmthresholdvalue.
Conditiongo clear Channedltilizationis lessthan recoverythresholdvalue.
Businessffection It may causepartial processingf dataloss.
Advisedactions N/A
We can configure the threshold of channel utilization by using the comroabig
(upstream|downstream) util threshold -warning warning - minor
Marks warning - major warning - ciritcal threshold - recovery recovery -

minor recovery -major recovery - ciritcal

6. 4263314964ChannelUtilization Clear

Items Description
AlarmID 4263314964

AlarmDescription Channedltilizationislowerthanthe thresholdof recovery.




BLONDER TONGUE Annex 2 Trap Alarms

Items Description

Alarmtype RecovenAlarm

1 Systenonlinetime

2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevel:Notice
5EnevtlD:4263314964

Alarmfeatures
6 Alarm Description: CMT8AC=%02x%02x.%02x%02x.%02x%02x; UpChannel /
DownChannelod:Thechannelutilizationrecoveryfrom LevelMajor (u%%).
7 Timeof the AlarmHappenedWhilethe CPUutilizationis lower than the recoventhreshold.
Form:YYYYM-DD-HHMM-SSSuchas20140830171500
8 SystenName:BT
Causes Channeltilizationislower thanthe recoverythreshold.
Conditiongo clear CPUWitilizationalarmthresholdis setreasonable
Businessaffection Clearingalarm4263314963
Advisedactions N/A
We canconfigurethe recoverythresholdof channelutilizationby usingthe commandcable
(upstream | downstream) util threshold -warning warning - minor
Marks warning - major warning - ciritcal threshold -recovery recovery -

minor recovery -major recovery - ciritcal

7. 4263316225SystemMemory Utilization High

Items Description
AlarmID 4263316225
AlarmDescription Systemmemoryultilizationis higherthanthe thresholdof alarm.
Alarmtype EventAlarm

1 Systenonlinetime

2 Sequencewumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelwarning
5EventlD:4263316225

Alarmfeatures
6 AlarmDescriptionCMTSMAC=%02x%02x.%02x%02x.%02x%02moryusagetoo high,
currentusage %d%;
7 Timewhenthe Alarmoccurred:Systenmemoryautilizationis biggerthan the alarmthreshold
value.Form:YYY¥M-DDHHMM-SSSuchas20140830171500
8 SystemName:BT

Causes Theheavyequipmentload.

Conditiongto clear Systemmemoryutilizationislessthanthe recoverythresholdvalue

Effectonbusiness Highmemoryutilizationmayresultin systemreboot.

Advisedactions N/A

Marks N/A
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8. 4263316226SystemMemory Utilization Clear

Iltems

Description

AlarmID

4263316226

AlarmDescription

Systemmemoryutilizationislessthanthe thresholdof alarm.

Alarmtype

EventAlarm

Alarmfeatures

1 Systenonlinetime

2 Sequencenumber

3 AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

4 AlarmLevel:notice

5EventlD:4263316226

6 AlarmDescriptionCMTSMAC=%02x%02x.%02x%02x.%02x%0amoryusagerecovery,
currentusage %dxo;

7 Timewhenthe alarmoccurred:Systenmemory utilizatioris lessthan the alarmthreshold
value.Form: YY¥¥MM-DDHHMM-SSSuchas20140830171500

8 SystenName:BT

Causes

Theheavyequipmentloadbecamenormal.

Conditiongo clear

Systemmemoryusagehresholdissetreasonably.

Effectonbusiness Clearingalarm4263316225
Advisedactions N/A
Marks N/A

9. 4263316227SystemTemperatureHigh

Iltems

Description

AlarmID

4263316227

AlarmDescription

Thesystemtemperatureistoo high

Alarmtype

EventAlarm

Alarmfeatures

1 Systenonlinetime

2 Sequencenumber

3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

4 AlarmLevelwarning

5EnevtlD:4263316227

6 AlarmDescription{US][DS]TemperatureAlarm:[red][yellow], CMTSMAC
=%02%x%02x.%02x%02x.%02x%02X;

7 Timeof the AlarmHappenedWhilethe systemtemperatureistoo high.Form:YYY> M-
DDHHMM-SSSuchas20140830171500

8 SystemName:BT

Causes

1. Thehightemperatureof the outsideworld leadto slowheatdissipation.

2. Thesystemalarmthresholdislowerthanthe normal.

Conditiongo clear

1. Systentemperaturereturn to normal.

2. Thesystemalarmthresholdis setreasonable

Businesgffection

Overtemperaturemayleadto crashor chipsetburn up.
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| Advisedactions 1. Thedeviceshouldavoidviolentsunshine. |
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Items Description

2. Ventilationisneeded.
We can configure the alarm threshold of temperature by using the commaht

Marks temperature  alarm threshold red red -threshold yellow yellow -

threshold

10.4263316228SystemlemperatureRecovery

Items Description
AlarmID 4263316228
AlarmDescription Thesystemtemperatureis backto normal
Alarmtype RecovenAlarm

1 Systenonlinetime

2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelwarning
5EnevtlD:4263316228

Alarmfeatures
6 AlarmDescription{US][DS]TemperatureRecoverCMTSMAC
=9%02x%02x.%02x%02x.%002x%02X;
7 Timeof the AlarmHappenedWhilethe systemtemperatureis backto normal.Form:
YYYMMM-DDHHMM-SSSuchas20140830171500
8 SystemName:BT
Causes N/A
Conditiongto clear Systentemperaturethresholdis setreasonable
Businessaffection Clearingalarm4263316227
Advisedactions N/A
We can configure the alarm threshold of temperature by using the commaht
Marks temperature  alarm threshold red red - threshold yellow yellow -

threshold

11.4263316229CPUWUtilization High

Items Description
AlarmID 4263316229
AlarmDescription CPuWitilizationistoo highto handlesall messages
Alarmtype EventAlarm

1 Systernonlinetime

2 Sequencenumber

3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

Alarmfeatures 4 AlarmLevelwarning

5EnevtlD:4263316229

6 AlarmDescription:CPWitilizationistoo high! d%%

7 Timeof the AlarmHappened CPUitilizationistoo high.Form:YYYYXM-DD-HHMM-SS
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Iltems

Description

Suchas20140830171500
8 SystemName:BT

Causes

CPUWitilizationwill highwhenthe systemdealwith alot of dataabruptly.

Conditiongo clear

1. CPUWitilizationreturn to normal.

2. CPUWitilizationalarmthresholdis setreasonable

Businesgffection

It may causepartial processingf dataloss.

Advisedactions

N/A

Marks

We canconfigurethe thresholdof CPWtilization by usingthe command sysmoni  main -

cpu - utili threshold -warning warning threshold -recovery recovery

12.4263316230CPUUtilization Recovery

Iltems

Description

AlarmID

4263316230

AlarmDescription

CPuUitilizationislower thanthe thresholdof recovery.

Alarmtype RecovenAlarm
1 Systenonlinetime
2 Sequencewumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelwarning

Alarmfeatures 5EnevtiD:4263316230
6 AlarmDescription:CPUtilizationchangeto nomal! d%%
7 Timeof the AlarmHappenedWhilethe CPUutilizationis lower than the recoverghreshold.
Form:YYYYM-DD-HHMM-SSSuchas20140830171500
8 SystemName:BT

Causes Reducehe amountof datato acertainvalue

Conditiongo clear

CPUWitilizationalarmthresholdis setreasonable

Businessffection Clearingalarm4263316229
Advisedactions N/A

We canconfigurethe recoverythresholdof CPUWitilizationby usingthe commandsysmoni
Marks main - cpu - utili threshold -warning warning threshold - recovery

recovery

13.4263316231DocsiChipTemperatureHigh

Iltems

Description

AlarmID

4263316231

AlarmDescription

Thedocsischiptemperatureistoo high

Alarmtype EventAlarm
1 Systenonlinetime
Alarmfeatures 2 Sequencenumber

3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
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Iltems

Description

4 AlarmLevelwarning

5EnevtlD:4263316231

6 AlarmDescriptionDOCSIBIACTemperatureAlarm:[red][yellow],CMTS
MAC=%02x%02x.%02x%02x.%02x%02X;

7 Timeof the AlarmHappened: Whil¢he docsischiptemperatureistoo high.Form:YYYY
MM-DD-HHMM-SSSuchas20140830171500

8 SystenmName:BT

Causes

1. Thehightemperatureof the outsideworld leadto slowheatdissipation.

2. Thesystemalarmthresholdislowerthanthe normal.

Conditiongo clear

1. Docsichiptemperaturereturnto normal.

2. Docsighipalarmthresholdissetreasonable.

Businesgffection

Overtemperaturemayleadto crashor chipsetburn up.

1. Thedeviceshouldavoidviolent sunshine.

Advisedactions

2. Ventilationisneeded.

We can configure the alarm threshold of temperature by using the commaht
Marks temperature  alarm threshold red red - threshold yellow yellow -

threshold

14.4263316232DocsiChipTemperatureRecovery

Iltems

Description

AlarmID

4263316232

AlarmDescription

Thedocsischiptemperatureis backto normal

Alarmtype RecovenAlarm
1 Systenonlinetime
2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelnotice

Alarmfeatures 5EnevtlD:4263316232
6 AlarmDescriptionDOCSIBIACTemperatureRecover,CMTS
MAC=%02x%02x.%02x%02x.%02x%02X;
7 Timeof the AlarmHappened: Whil¢he docsischiptemperatureis backto normal.Form:
YYY¥MM-DDHHMM-SSSuchas20140830171500
8 SystemName:BT

Causes 1. Docsichiptemperaturereturnto normal.

2. Docsighipalarmthresholdissetreasonable.

Conditiongo clear

1. Thehightemperatureof the outsideworld leadto slowheatdissipation.

2. Thesystemalarmthresholdislower thanthe normal.

Businesgffection

Clearingalarm4263316231

Advisedactions

N/A
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We can configure the alarm threshold of temperature by using the commaht

Marks temperature  alarm threshold red red -threshold yellow yellow -
threshold
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15.4263317513CMPartial ServiceAlarm

Items Description
AlarmID 4263317513

o CMisin partial servicestatefor one or more channelsn the TCSind/or the RC&ire
AlarmDescription
unusable.

Alarmtype EventAlarm

1 Systenonlinetime

2 Sequencewumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevel:warning
5EventlD:4263317513

Alarmfeatures
6 AlarmDescription<CMMAC=%02x%02x.%02x%02x.%02x%0RartialServicavith
<US:US_SE¥BS:DS_SET>
7 Timewhenthe alarmoccurred:one or more channelsf the CMare unusableExampleJan
011970 01:09:03
8 SystenName:BT

Causes oneor more channelof the CMareunusable

Conditiongo clear all of the channelsn the TCSnd theRC&ireusable

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

16.4263317514CMPartial ServiceRecovery

Items Description
AlarmID 4263317514
AlarmDescription CMrecoverfrom partial servicestatefor all of the channeldn the TC&ndthe RC&wreusable.
Alarmtype EventAlarm

1 Systeronlinetime

2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelwarning
5EventlD:4263317514

Alarmfeatures
6 AlarmDescription<CMMAC=%02x%02x.%02x%02x.%02x%RartialService
Recovery
7 Timewhenthe alarmoccurred:all of the channeldn the TC&ndthe RC%re usable.
ExampleJan01 1970 01:09:03
8 SystemName:BT

Causes all of the channelsn the TC&nd theRC%ireusable

Conditiongo clear N/A

Effectonbusiness Clearingalarm4263317513

Advisedactions N/A

Marks N/A
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17.4263319042UpLinkRateof FlowHigh

Iltems Description
AlarmID 4263319042
AlarmDescription UpLinkrate of flow istoo high
Alarmtype FailureAlarm

1 Systenonlinetime

2 Sequencaumber

3 AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

4 AlarmLevelwarning

5 EnevtlD:4263319042

6 AlarmDescriptionCMTSVAC=%02x%02x.%02x%02x.%02x%0dnkPort %d

send/receivedtilizationis highat LeveMajor (now %d%).

Alarmfeatures

7 Timeof the AlarmHappenedUplinkinterfacetraffic ismorethanthe relevantalarm
thresholdvalue.Form:YYY¥M-DD-HHMM-SSSuchas20140830171500
8 SystenmName:BT

1. Userdatatraffic istoo large& uplinkinterfacetraffic ismorethanthe statedthresholdin a

certaintime.

Causes 2. Uplink interface speed setting is not right.For example,setting 1000Mbps to

100Mbps,whictwill makethe uplinkinterfacebandwidthcritical evenif the userdata

trafficisnot solarge.

1. Reducehe userdatatraffic.Normallywe haveto reducethe quantity of userswho are
Conditiongto clear usingin the samedevice.
2. Checkf the uplinkinterfacesettingisexpected.

3. Setthe thresholdin a highervalue
Appearancef alarmmeanthat the dz& Sreivaik speedO | yn@siitheir demand.Network

Businessaffection indza Spsdislow.Bufferis often neededwhentheywatchonlinevideo.Allof thosewill
decreasehedzd SNE Q SELISNA Sy OS

If the alarm exist in a long time.we have to check if the threshold value is too low.If the

threshold value is reasonable & the speed of uplink interfetéing is right,then the alarm

Advisedactions . ;
showsthat the bandwidthprovidedfrom the deviceO I yn@eiithe users'demand.Wehave
to increasehe devicesor decreasehe quantity of userswho are usingin the samedevice.
We can configure the upLink rate of flow threshold by using the commatiak
(egress | ingress) util threshold -warning warning - minor

Marks warning - major warning - ciritcal threshold -recovery recovery -

minor recovery -major recovery - ciritcal

18.4263319043UpLinkRateof Flow Clear

Items Description
AlarmID 4263319043
AlarmDescription UpLinkrate of flow islower than the thresholdof recovery.
Alarmtype RecovenAlarm
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| Alarmfeatures 1 Systenonlinetime |
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Iltems

Description

2 Sequencaumber

3 AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

4 AlarmLevelwarning

5EnevtlD:4263319043

6 AlarmDescriptionCMTSMAC=%02x%02x.%02x%02x.%02x% 02k Port%d
send/receiveutilizationis recoveryfrom LevelMajor (now %d%).

7 Timeof the AlarmHappened:Uplinkinterfacetraffic islessthanthe relevantrecovery
thresholdvalue.Form: YY¥MM-DD-HHMM-SSSuchas20140830171500

8 SystenmName:BT

Userdatatraffic comesdown & uplinkinterfacetraffic islessthanthe statedrecovery

Causes ) o
thresholdin a certaintime.
Conditiongo clear N/A
Businesaffection Clearingalarm4263319042
Advisedactions N/A
We can configure the upLink rate of flow threshold by using the commatidk
(egress | ingress) util threshold -warning warning - minor
Marks

warning - major warning - ciritcal threshold -recovery recovery -

minor recovery -major recovery - ciritcal

Receiver

19.4263328001Abnormal Alarm of Low Input Optical Powerof Optical

Iltems

Description

AlarmID

4263328001

AlarmDescription

Abnormalalarmistriggeredwhenthe input power of optical receiveistoo low

Alarmtype FaultAlarm
1 Systenonlinetime
2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevel:error
Alarmfeatures 5EventlD:4263328001
6 AlarmDescription<CMTSVAC=%02x%02x.%02x%02X.%02x%@2AF\input opticapowe
(%d.%dBm <%d.%dBm) igoo low;
7 Timewhenthe alarmoccurred:Thealarmistriggeredwhenthe input light powerof the
opticalreceiveristoo low. Example: Ja@1 197001:09:03
8 SystemName:BT
Causes Whenthe input power of opticalreceiveristoo low, it islessthanthe correspondingalarm

threshold.

Conditiongo clear

Theinput opticalpower of the optical receivereturnsto normal,whichisgreaterthan or

equalto the too low recoverythreshold.

Effectonbusiness

N/A

Advisedactions

N/A
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Items Description
Marks N/A

20.4263328002AbnormalRecoveryof Input OpticalPowerof Optical

Receiver
Iltems Description

AlarmID 4263328002

AlarmDescription Abnormalrecoveryof low input power of opticalreceiver

Alarmtype RecovenAlarm
1 Systenonlinetime
2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevel:notification

Alarmfeatures 5EventlD:4263328002
6 AlarmDescription<CMTSVAC=%02x%02x.%02x%02x.%02x%02x>j6pdt dpticalpower
(%d.%dBm>=%d.%dBm)too low statuswasrecoverd;
7 Timewhenthe alarmoccurred:Theopticalreceiverrecoversrom the abnormalstate oftoo
low input lightpower. ExampleJan01 197001:09:03
8 SystemName:BT

Causes Theopticalreceiverrecoversrom the abnormalstate of too low input opticalpower.

Conditiongo clear Theopticalreceiverrecoversrom the abnormalstate of too low input opticalpower, whichis
greaterthan or equalto the correspondingoo low recoverythreshold.

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

21.4263328003Abnormal Alarmof HighInput Optical Powerof Optical

receiver
Items Description

AlarmID 4263328003

AlarmDescription Abnormalalarmistriggeredwhenthe input power of opticalreceiveristoo high.

Alarmtype FaultAlarm
1 Systeronlinetime
2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

Alarmfeatures 4 AlarmLevel:error
5EventlD:4263328003
6 AlarmDescription<CMTSMAC=%02x%02x.%02x%02x.%02x%02x> 6@ dpticalpower
(%d.%dIBm >%d.%ddBm)istoo high;
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Iltems

Description

7 Timewhenthe alarmoccurred:Thealarmistriggeredwhenthe input light powerof the
opticalreceiveristoo high.Example: Jabil 1970 01:09:03
8 SystemName:BT

Causes

Theinput light power of the opticalreceiveristoo high,whichislargerthanthe

correspondingalarmthreshold.

Conditiongo clear

Theinput powerrecoveryof the opticalreceiverislessthan or equalto the corresponding

highrecoverythreshold.
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

Optical Receiver

22.4263328004AbnormalRecoveryof Over-high Input Optical Powerof

Iltems

Description

AlarmID

4263328004

AlarmDescription

Abnormalrecoveryof input light power of opticalreceiveristoo low or too high

Alarmtype RecovenAlarm
1 Systenonlinetime
2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevel:notification
Alarmfeatures 5EventlD:4263328004
6 AlarmDescription<CMTSMAC=%02x%02x.%02x%02x.%02x%02x> jGAt dpticalpower
(%d.%dBm<=%d.%diBm)too highstatuswasrecoverd
7 Timewhenthe alarmoccurred:Theopticalreceiverrecoversrom the abnormalstate of
excessive inpuight power.ExampleJan01197001:09:03
8 SystemName:BT
Causes Theinput powerrecoveryof opticalreceiverislessthan or equalto the correspondindigh

recoverythreshold.

Conditiongo clear

Theinput powerrecoveryof opticalreceiverislessthan or equalto the correspondingigh

recoverythreshold.

Effectonbusiness N/A
Advisedactions N/A
Marks N/A

23.4263330049ServiceFlowApplicationHigh

Iltems

Description

AlarmID

4263330049

AlarmDescription

Servicdlow applicationis higher thanthe thresholdof alarm.
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Items Description
Alarmtype EventAlarm
1 Systenonlinetime
2 Sequencaumber
3 AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelnotice
5 EventlD:4263330049
6 Alarm Description: CMABAC=%02x%02x.9%02x%02x.%02x%02x;upstream
Alarmfeatures channelod;scheduléype be/nrtps/rtps/ugs-ad/ugs;minor /major alarm;bandwidth

percent%.2f;

7 Timewhenthe Alarmoccurred:Upstreamserviceflow applicationismorethanthe alarm
threshold value. Example: <NOTICE>Dec 29 2010 16852:26
CMTSBT):<admissionCtrl><601TGMTSMAC=0024.6851.E537;upstream chanisthedule

typ
8 SystenName:BT

Causes

Upstreamserviceflow applicationis more thanthe alarmthresholdvalue.

Conditiongo clear

Upstreamserviceflow applicationislessthanthe recoverythresholdvalue

Effecton business

N/A

Advisedactions

N/A

Marks

Configuringhe thresholdvalueof the Upstreamserviceflow application:

$cableadmissioncontrol us-bandwidthschedbe/nrtps/rtps/ugs-ad/ugsminor %d(major %d)

24.4263330050ServiceFlowApplicationClear

Iltems

Description

AlarmID

4263330050

AlarmDescription

Servicdlow applicationislessthan the thresholdof alarm.

Alarmtype RecovenAlarm
1 Systenonlinetime
2 Sequencenumber
3AlarmOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
4 AlarmLevelnotice
5EventlD:4263330050
6 AlarmDescriptionCMTSMAC=%02x%02x.%02x%02x.%02x%02x;upstream
Alarmfeatures channelod;scheduléype be/nrtps/rtps/ugs-ad/ugs;minor/major recovery;bandwidth
percent%.2f;
7 Timewhenthe alarmoccurred:Upstreamserviceflow applicationislessthanthe alarm
threshold value. Example: <NOTICE>Dec 29 2010 16581:47
CMTSBT):<admissionCtrI><4263330050> CMIAC=0024.6851.E537;upstrearnannel
1;schedulayp
8 SystemName:BT
Causes Upstreamserviceflow applicationislessthanthe alarmthresholdvalue.

Conditiongo clear

N/A

Effectonbusiness

N/A
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Iltems

Description

Advisedactions

N/A

Marks

Configuringhe thresholdvalueof the Upstreamserviceflow application:

$cableadmissiorcontrol us-bandwidthschedbe/nrtps/rtps/ugs-ad/ugsminor %d(major %d)
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Annex3 TrapEvent

1. 4263314945LinkDiscover

Iltems

Description

EventID

4263314945

EventDescription

Discovethe link of the docsiscorechip

Eventtype Normalevent
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:notice

Evenffeatures 4 EventlD:4263314945
5 EventDescriptionCMTS:CMCinkDiscoveryCMTS
MAC=%02x%02x.%02x%02x.%02x%02x;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Thedocsiscorechipbootup

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

2. 4263314946LinkLose

Iltems

Description

EventlD

4263314946

EventDescription

Losethe link of the docsiscorechip

Eventtype Normalevent
1 Systeronlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevelnotice

Eventfeatures 4 EventlD:4263314946
5 EventDescriptionCMTSCMCLinklose;CMTSVMAC=%02x%02x.%02x%02x.%02x%02X;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes N/A

Conditiongo clear N/A

Effectonbusiness Rebootthe device

Advisedactions N/A

Marks N/A
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3. 4263314948DownstreamParameterChange

Annex 3¢ Trap Event

Iltems Description
EventlD 4263314948
EventDescription Thedownstreamparameterchange
Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice
Evenffeatures 4 EventlD:4263314948
5 Event Description: CMIBAC=%02x%02x.%02x%02x.%02x%02x;DS %d changed;
module:%s>%sannex:%s>%sfreq:%lu>%lujntleave:%s>%spowlLevel:%.15%.1f;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT
Causes Configurehe downstreamparameter
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks Not allthe parameterin the eventdescriptionwill be displayed pnly thosewhichhavebeen

changedwill be takenin the eventdescription.

4. 4263314949DownstreamShutdown

Items Description

EventlD 4263314949

EventDescription Shutdownthe downstream

Eventtype Normalevent
1 Systeronlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:notice

. 4 EventlD:4263314949
5 EventDescriptionCMTSVAC=%02x%02x.%02x%02x.%02x%02%DS
changed;adminStatus:updown;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Shutdownthe downstream

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

5. 4263314950DownstreamEnable
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Iltems

Description

EventlD

4263314950

EventDescription

Enablethe downstream

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice

Eventieatures 4 EventlD:4263314950
5 EventDescriptionCMTSVAC=%02x%02x.%02x%02x.%02x%02&DS
changed;adminStatus:downup;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Enablethe downstream

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

6. 4263314951tpstreamShutdown

Items Description

EventlD 4263314951

EventDescription Shutdownthe downstream

Eventtype Event

Eventlevel Minor
1 Systenonlinetime
2EventOI1D:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice

Eventieatures 4 EventlD:4263314951
5 EventDescriptionCMTSMAC=%02x%02x.%02x%02x.%02x%02%US
changed;adminStatus:updown;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Shutdownthe upstream

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

7. 4263314952tJpstreamEnable

Iltems

Description

EventID

4263314952
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Iltems

Description

EventDescription

Enablethe upstream

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice

Eventieatures 4 EventlD:4263314952
5 EventDescriptionCMTSVIAC=%02x%02x.%02x%02x.%02x%02%dJS
changed;adminStatus:dowmnup;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Enablethe upstream

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

8. 4263314953UpstreamParameterChange

Iltems

Description

EventlD

4263314953

EventDescription

Upstreamparameterchange

Eventtype Event
Eventlevel Minor
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice
4 EventlD:4263314953
Eventfeatures 5 EventDescriptionCMTSMAC=%02x%02x.%02x%02x.%02x%02%ddBanged;
chanWidth:%s>%s; profType:%s%s; freq:%h»%lu; chanMode:v%ev%od;
comMode:%s>%spowerlevel:%.15%. 1f;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT
Causes Configurethe upstreamparameter
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks Not allthe parameterin the eventdescriptionwill be displayedpnly thosewhichhavebeen

changedwill betakenin the eventdescription.

9. 4263314954CMCConfigureFailed
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Items Description

EventlD 4263314954

EventDescription CMCconfigurefailed

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Error

Eventfeatures 4 EventlD:4263314953
5 EventDescriptionCmcConfigFail,CmcMac=%02x%02x.%02x%02x.%02x%02x;%s
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes CMCconfigurefailed

Conditiongo clear N/A

Effectonbusiness ThismayleadCMConlinefailed.

Advisedactions N/A

Marks Thelast%sin the eventdescriptiondescribeghe failed reason,it will differ by different failed
reason.

10.4263314955CMCReset
Items Description

EventlD 4263314955

EventDescription CMCreset

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice

Eventfeatures 4 EventlD:4263314955
5 EventDescriptionManualreset CMTSVAC=%02x%02X.%02x%02x.%02x%602%.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Resethe CMCOmanually

Conditiongo clear N/A

Effectonbusiness Thiswill leadthe reboot of the docsiscorechip

Advisedactions N/A

Marks Thelastv%:%irl the eventdescriptiondescri?efthe resultof the reset.If succesd will be
& & dzO O Sféaideditdeill8e T A f SRE O

11.4263314958SpectrumGroupHop

Iltems

Description

EventiD

4263314958

EventDescription

Spectrumgrouphop
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Items Description

Eventtype Normalevent

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevelnotice

4 EventlD:4263314958

Eventfeatures 5 EventDescription:CMTSMAC=%02x%02x.%02x%02x.%02x%02x,channel:%d,spectr
grouphopto:frequency%od,width%d,powers.1f, modulatior?es,currensnr%.1f,corrCode
rate %d,uncorrCodeate %d.

6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT
Causes Theupstreamchannelabnormal
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

12.4263314967State SynchronizatiorBuffer Overflow

Items Description
EventlD 4263314967
EventDescription Statesynchronizatiorbuffer overflow
Eventtype Event

1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevel:Warning

Eventfeatures 4 EventlD:4263314967

5 EventDescription'StateSYN@achefull.

6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT
Whenstate synchronizatioroccurs part of the OAMmessagegnter the buffer,andalarge
causes numberof OAMscausethe buffer to befull.
Conditiongo clear N/A
Effectonbusiness Lossof somenew information
Advisedactions Whenthe bufferisfull, new OAMinformationis discarded
Marks N/A

13.4263314968Failureof State Synchronization

Items Description
EventlD 4263314968
EventDescription Failureof state synchronization
Eventtype Event
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Items Description
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Warning
Eventfeatures 4 EventlD:4263314968

5 EventDescriptionStateSYNGailed.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes

Synchronizatiotimeout of amodulestateandfailure after three retransmissionsf the

modulesynchronizatiomequest

Conditiongo clear

N/A

Effecton business

CMT Statesynchronizatiorailure

Advisedactions

CMTSeconnection

Marks

N/A

14.4263316481CMCannot GetIPv4ConfigurationFile

Iltems

Description

EventlD

4263316481

EventDescription

CMcannot getIPv4configurationfile

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3EventLevel:Warning

4EventlD:4263316481

5 EventDescriptioniPv4LocalProvisioningCMconfigurationfile doesnot exist. CMMAC
=9%02x:%02x:%02x:%02x:%02x:%068&= %s.

6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03

7 SystemName:BT

Causes

Theconfigurationfile assignedo CMby LocalProvisioningloesnot exist,or CMrequestsa

configurationfile that doesnot exist.

Conditiongo clear

Checlwhetherthe Ipv4configurationfile allocatedby LocalProvisioningor CMexists.

Effectonbusiness

TheCMin questionwill not be ableto downloadthe configurationfile successfullandgo

online.
Advisedactions N/A
Marks N/A

4263317505CM Offline

Items Description
EventlD 4263317505
EventDescription CMoffline
Eventtype Event
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Items Description
1 Systenonlinetime
2EventOI1D:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice
Eventfeatures 4 EventlD:4263317505

5 Event Description: Cable Modem Monitor: @AAC=%02x%02x.%02x%02X.%02x%02X;
underCMTSMAC=%02x%02x.%02x%02x.%02x%seZHine. ipv4 address-,ipv6address-.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT
Causes Enablethe switchof CMmonitor andtake off anonline CM.
Conditiongo clear N/A
Effecton business N/A
Advisedactions N/A
Marks N/A

16.4263317507CMOnline

Items Description

EventlD 4263317507

EventDescription CMOnline

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice

Evenffeatures 4 EventlD:4263317507
5 Event Description: Cable Modem Monitor: @AAC=%02x%02x.%02x%02x.%02x%02X;
underCMTSMAC=%02x%02x.%02x%02x.%02x%6@Nine. ipv4 address-,ipv6address-.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Enablethe switchof CMmonitor andmakea CMonline.

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

17.4263317508CMFrequencySwitchTimeOut

Iltems

Description

EventiD

4263317508

EventDescription

TheCMfrequencyswitchtime out

Eventtype

Event

Eventfeatures

1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
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Iltems

Description

3 EventLevel:Warning

4 EventlD:4263317508

5 EventDescriptionFailedto changedsfrequency;CM
MAC=2002x%02x.%02x%02x.%02x%02X.

6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes

Timewhenthe commandof CMfrequencyswitchhasinput, but the CMdo not scamon the
old CMTS.

Conditiongo clear

N/A

Effecton business

Frequencypoint migrationfailure

Advisedactions

N/A

Marks

N/A

18.4263317509CMIPv4Conflict

Iltems

Description

EventlD

4263317509

EventDescription

CMIPv4conflict

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3EventLevelError

4EventlD:4263317509

5 EventDescriptioncmipv4%d.%d.%d.%ebnflict, resetprevious

cm %02x%02x.%02x%02x.%02x%02X.

6 Timewhenthe alarmoccurred:If detectthe IPaddresss conflictwith the previousnlined
IPaddresghentrigger theevent. Example: Ja1 197001:09:03

7 SystemName:BT

Causes

Abnormalor configurationerrorscausedoy the DHCRserver assignethe samelPaddress
to different CM.

Conditiongo clear

Checkthe DHCRerverandrestorenormalconfiguration.

Effectonbusiness

TheCMwill berestarted,maybelosethe transmissiordata.

Advisedactions

N/A

Marks

N/A

19.4263317510CMIPv6Conflict

Iltems

Description

EventID

4263317510

EventDescription

CMIPv6conflict

Eventtype

Event

Eventfeatures

1 Systenonlinetime
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Items Description
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3EventLevelError

4EventlD:4263317510

5 EventDescriptioncmipv6 %02x:%02x:%602x:%02x:%02x:%02x:%02x:e608ict, reset
previouscm %02x%02x.%02x%02X.%02x%02x.

6 Timewhenthe alarmoccurred:If detectthe IPv6addresss conflictwith the previous
onlinedIPv6addressthen triggerthe event. ExampleJan01 197001:09:03

7 SystemName:BT

Abnormalor configurationerrorscausedby the DHCPv&erverassignedhe samelPv6

Causes

addresgo different CM.
Conditiongo clear Checkthe DHCPvGerverandrestorenormalconfiguration.
Effecton business TheCMwill berestarted, maybelosethe transmissiordata.
Advisedactions N/A
Marks N/A

20.4263317511CMREGrailed

Items Description
EventlD 4263317511
EventDescription CMREG-ailed
Eventtype Event

1 Systernonlinetime

2EventOI1D:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevelCritical

4EventlD:4263317511

5 EventDescription:

Eventfeatures CMTSMAC:%02x%02x.%02x%02x.%02x%02XMALC 202X %02X.%02x%02X.%02x%02X
REGREQejected;confirmationcode:%d

REQREQejectedMajor classifiererror; CMTSMAC:%602x%02x.%02x%02x.%02x%02x;CM
MAC:%02x%02x.%02x%02X.%02x%02xTM=1.1;,CMER=3.0;

6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT
Causes Makeawrong CMconfigfile, then CMwill get REGREQejected.
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

21.4263317512CMFrequencySwitchRescan

Items Description
EventlD 4263317512
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Iltems

Description

EventDescription

TheCMfrequencyswitchrescanevent

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice
Eventfeatures 4EventlD:4263317512
5 EventDescriptionchangeds-frequency; CMVMAC=602x%02X.%02x%02X.%02x%4G2x
rescan.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT
Timewhenthe commandof CMfrequencyswitchhasinput, but the CMrescarnon the old
Causes CMTS.
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

22.4263317518CMMaximum Active Quantity Alarm

Items Description

EventlD 4263317518

EventDescription CMmaximumactivequantity alarm

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1
3EventLevelWarning

Eventfeatures 4EventiD:4263317518
5 EventDescriptionCMactivenumberwarningthreshold--, percent--
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Alarmthresholdreached

Conditiongo clear

Modify the thresholdpercentagepr configurethe valueof maxnumber

Effecton business

N/A

Advisedactions

N/A

Marks

N/A

23.4263317519CMMaximum Active NumberRecovery

Iltems

Description

EventlD

4263317519

EventDescription

CMmaximumactivenumberrecovery

Eventtype

Event
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Items Description
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1
3 EventLevelnotice
Eventfeatures 4EventiD:4263317519

5 EventDescriptionCMactivenumberrecoverythreshold--, percent--
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Thenumberof CMactivefallsbelowthe recoverythreshold.
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

24.4263317761IPPacketFromlinvalid Source

Iltems

Description

EventlD

4263317761

EventDescription

IPpacketfrom invalidsource

Eventtype

Event

Eventfeatures

1 Systernonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevel:Warning

4EventlD:4263317761

5 EventDescriptionCMTIMAC=%02x%02x.%02x%02x.%02x%Bpacketfrom invalid
source. IP=%d.%d.%d.%d, MAC=%02x%02x.%02x%02x.%02x%02x, CM
MAC=%02x%02x.%02x%02x.%02x%DET ECTED=%d.

6 Timewhenthe alarmoccurred:IPpacketfrom invalidsource ExampleJan01 1970
01:09:03

7 SystemName:BT

Causes

N/A

Conditiongo clear

N/A

Effectonbusiness

N/A

Advisedactions

N/A

Marks

N/A

25.4263318529CPHPv4Conflict

Items

Description

EventID

4263318529

EventDescription

CPHPv4conflict

Eventtype

Event

Evenftfeatures

1 Systenonlinetime
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Items

Description

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevelError

4 EventlD:4263318529

5 EventDescription.CPHPconflict, action: deleteearly CPEandresetits CM;conflictCPE
IP=%d.%d.%d.%dan=%d;earl\CPEconnectedCM
MAC=%02x%02x.%02x%02x.%02x%02x;later CPE conneeted CM
MAC=%02x%02x.%02x%02x.%02x%02Xx.

6 Time when the alarm occurred: If detect the IP address is conflict with the previous
onlinedIPaddressvhenreceivedthe CPEACKmessagethen triggerthe event. ExampleJan
01197001:09:03

7 SystemName:BT

Causes

Abnormalor configurationerrorscausedby the DHCRerverassignedhe samelPaddresso
different CPE.

Conditiongo clear

Checkthe DHCRerverandrestorenormalconfiguration.

Effecton business

TheCMand CPBwill be restarted,maybelosethe transmissiordata.

Advisedactions

N/A

Marks

N/A

26.4263318530CPHPVv6Conflict

Items

Description

EventlD

4263318530

EventDescription

CPHPv6conflict

Eventtype

Event

Eventfeatures

1 Systenmonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevel:Error

4 EventlD:4263318530

5 EventDescriptionCPHPV6conflict, action:delete early CPEandresetits CM;conflictCPE
IP=X:X::X:X;early CPE connectedM\CAC=%02x%02x.%02x%02x.%02x%02x;later CPE
connectedCM-MAC=%02x%02x.%02x%02x.%02x%02x.

6 Time when the alarm occurred: If detect the IPv6 address is conflict with the previous
onlinedIPv6addresavhenreceivedthe CPEACKmessagethen triggerthe event. Example:
Jan011970 01:09:03

7 SystemName:BT

Causes

Abnormalor configurationerrorscausedoy the DHCPv&erverassignedhe samelPv6
addresdo different CPE.

Conditiongo clear

Checkthe DHCPvGerverandrestorenormalconfiguration.

Effecton business

TheCMand CPEBwill be restarted,maybelosethe transmissiordata.

Advisedactions

N/A

Marks

N/A




BLONDER TONGUE

> R A T O R

27.4263319041Uplink Port Up/Down

Annex 3¢ Trap Event

Iltems

Description

EventlD

4263319041

EventDescription

Uplink portup or down

Eventtype

Normalevent

Eventfeatures

1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevelnotice

4EventlD:4263319041

5 EventDescriptionUplink[%d]link up/down.

6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes

Pullout the cablefrom the uplink portor insertthe cableinto the uplinkport.

Conditiongo clear

N/A

Effecton business

Thiswill effectthe work of the network.

Advisedactions

N/A

Marks

N/A

28.4263320577LoginFailed

Iltems

Description

EventlD

4263320577

EventDescription

Userloginfailed

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevelinfo

. 4 EventlD:4263320577
5 EventDescriptionuser@address(modddginfailed:reason.
Modeistelnet/ssh/console/web;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Userloginfailed

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

29.4263320578LoginSuccess

Iltems

Description

EventiD

4263320578
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Iltems

Description

EventDescription

Userloginsuccess

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevelinfo

Eventfeatures 4 EventlD:426332058
5EventDescriptionuser@address(modé)ginsuccessfully.
Modeistelnet/ssh/console/web;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Userloginsuccessfully

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

30.4263320833DHCPv4Pv4AddressConflict

Iltems

Description

EventlD

4263320833

EventDescription

Addres<onflictbetweenDHCPv4cquiredaddressandlocallyconfigurediPv4address

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevel:Notice

4 EventlD:4263320833

5 EventDescriptionCMTSMAC=cmtsipv4 %d.%d.%d.%d conflicted.
6 Timewhenthe eventoccurred.ExampleJan01 197001:09:03

7 SystemName:BT

Causes

Sendthis eventwhen DHCRicquiresan IPaddressconflictwith the localconfiguration

Conditiongo clear

Modify staticlPor DHCRerver etc.

Effectonbusiness

Failureto configurelPaddressesfter conflictaffectsthe functionsof CMTSpn-line device

connectionandautomaticdeployment.

Advisedactions

N/A

Marks

N/A

31.4263320834DHCPv6PV6AddressConflict

Iltems

Description

EventlD

4263320834

EventDescription

AddressonflictbetweenDHCPv@cquiredaddressandlocallyconfiguredipv6address

Eventtype

Event
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Items Description
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice
Eventfeatures 4 EventlD:4263320834

5 EventDescriptionCMTSMAC=cmitsipv6 %d.%d.%d.%id conflicted.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes

DHCRendsthis eventwhenit getsiPv6addressconflictwith localconfiguration

Conditiongo clear

Modify staticIPv6or DHCPv&erver etc.

Effecton business

Failureto configurelPv6addressesfter conflictaffectsthe functionsof CMTSopn-line device

connectionandautomaticdeployment.

Advisedactions

N/A

Marks

N/A

32.4263321857Failureto UpgradeEquipment

Iltems Description

EventlD 4263321857

EventDescription Failureto upgradeequipment

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Error

Eventfeatures 4 EventlD:4263321857
5 EventDescription %s.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Failureto upgradeequipment

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

33.4263321858Successfulpgradeof Equipment

Iltems

Description

EventlD

4263321858

EventDescription

Successfulpgradeof equipment

Eventtype Event
1 Systenonlinetime
Eventfeatures 2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventlLevel:Notice
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Iltems

Description

4 EventlD:4263321858
5 EventDescription:Upgradethe systemOK.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT
Causes Successfulpgradeof equipment
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

34.4263322369ExecuteCommandSuccessfully

Iltems

Description

EventlD

4263322369

EventDescription

Userexecutecommandsuccessfully

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevelinfo

Evenfieatures 4 EventlD:4263322369
5EventDescriptionuser@address(mod&xecutecommand'{command}'successfully.
Mode istelnet/ssh/console;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Userexecutecommandsuccessfully

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

35.4263322370ExecuteCommandrailed

Iltems

Description

EventlD

4263322370

EventDescription

Userexecutecommandfailed

Eventtype Event
1 Systernonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
Eventfeatures 3 EventLevelinfo

4 EventlD:4263322370
5 EventDescriptionuser@address(mod&xecutecommand’{command} failed. Modeis

telnet/ssh/console;
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Iltems

Description

6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes Userexecutecommandfailed
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

36.4263322371Rebootthe System

Items Description
EventlD 4263322371
EventDescription Rebootthe system
Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice
4EventlD:4263322371
5 EventDescription(onef the followingaccordingo differentrebootreason):
Eventfeatures Rebootthe system.
Sysmondetectcoldboot!
Sysmondetectcrashreboot event- Thedolmgmt.apphascrashed.
Sysmondetectcrashreboot event- Thedolagent.apphascrashed.
Sysmonreboot systemfor boot event%d desés %s.
6 Timewhenthe eventoccurred:Systenreboot. ExampleJan01197001:09:03
7 SystemName:BT
1. Executephy (epon|fiber |copper )
Causes 2. Executeeboot

3. Thesystemhangupabnormally

Conditiongo clear

N/A

Effecton business

Theeventwill leadto the reboot of the system.

Advisedactions

N/A

Marks

N/A

37.4263322372SystemPowerOn

Items Description
EventlD 4263322372
EventDescription Systenpoweron
Eventtype Normalevent
Eventfeatures 1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0




BLONDER TONGUE

> R A T O R

Annex 3¢ Trap Event

Iltems

Description

3 EventLevelnotice
4EventlD:4263322372

5 EventDescriptionsystempoweron.

6 Timewhenthe eventoccurred:System poweon. ExampleJan01197001:09:03

7 SystemName:BT
Causes Rebootthe device
Conditiongo clear N/A
Effectonbusiness Rebootthe device
Advisedactions N/A
Marks N/A

38.4263324673ZeroTouchFailed

Iltems

Description

EventlD

4263324673

EventDescription

ZeroTouchfailed

Eventtype Event
1 Systenonlinetime
2EventOI1D:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Notice
Eventfeatures 4 EventlD:4263324673
5 EventDescription %s.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT
Causes ZeroTouchdeploymentfailedto sendthis event
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

39.4263324674ZeroTouchComplete

Items

Description

EventlD

4263324674

EventDescription

Zerotouchcompleted

Eventtype Event
Eventlevel Notice
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
Eventfeatures 3 EventLevel:Notice

4 EventlD:4263324674

5 EventDescriptionZerotouch
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Items

Description

successfully;CmtsMac=%02x%02x.%602x%02x.%02x%02x;|1P=%s;Sn=%s.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT
Causes Whilethe zerotouch completedwith configchanging.
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

40.4263325185Failedto RequestNTPServer

Iltems

Description

EventlD

4263325185

EventDescription

Failedto requestNTPserver

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOI1D:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevel:Notice

4 EventlD:4263325185

5 EventDescription:connecthost%stimeout ,ntp serverconnectfails!.
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT

Causes

Thedevicefailedto successfullyequestNTPsynchronizatiorirom NTPserver

Conditiongo clear

Checkwhetherthe communicationbetweenNTPserveranddeviceis normal,whetherthe

configurationof NTPserverisnormal, etc.

Effectonbusiness

Thedevicecannotsynchronizdime from the configuredNTPserver

Advisedactions

N/A

Marks

N/A

41.4263329025MACConflict

Items Description

EventiD 4263329025

EventDescription MACConflict

Eventtype Event
1 Systeronlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Warning

Eventfeatures 4 EventlD:4263329025

5 EventDescription:MACconflict, MACindex=%u;early device:<P1>]ater device:<P2>.
Among them: <P1>, <P2> is <G@MC>, <CREIAC> or <MAC> (in some cases, the type

equipmentcannot be determined)
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Iltems

Description

<CMMAC>CMMACAddress;

Format*:"CM-MAC=XX: XXXX:XX: XX:XX:XX"

<CPBEMAC>CPBMACAddress;

Format*:"CPEMAC= XX: XX: XX: XX: XX XX XX"

<MAC>MACAddress;

Format*:"MAC= XX: XX: XX: XX: XX XX: XX"

6 Timewhenthe FPGAJASHonflict occurredExampleJan01197001:09:03

7 SystemName:BT
Causes MACConflictin FPGA
Conditiongo clear N/A

Effecton business

NewMACaddressesnayuseold MACrules,andnew MACrulesmaynot.

Advisedactions

N/A

Marks

N/A

42.4263329282CMCannot GetlIPv6ConfigurationFile

Iltems

Description

EventlD

4263329282

EventDescription

CMcannot getlpv6configurationfile

Eventtype Event
1 Systenonlinetime
2EventOI1D:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Warning
Eventieatures 4 EventlD:4263329282
6 EventDescriptioniPv6LocalProvisionindcMconfigurationfile doesnot exist. CMMAC
=9%02x:9%02x:%02x:%02x:%002x:% 688 = %s.
6 Timewhenthe eventoccurred:System poweon. ExampleJan01197001:09:03
7 SystemName:BT
Causes Theconfigurationfile assignedo CMby LocalProvisioningloesnot exist,or CMrequestsa

configurationfile that doesnot exist.

Conditiongo clear

Checlwhetherthe IPv6configurationfile allocatedby LocalProvisionindor CMexists.

Effectonbusiness

TheCMin questionwill not be ableto downloadthe configurationfile successfullandgo

online.
Advisedactions N/A
Marks N/A

43.4263330051CMDynamicServiceFlowReject

Items

Description

EventiD

4263330051

EventDescription

CMDynamicserviceflow reject.

Eventtype

Event
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Items Description
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevelinfo
Eventieatures 4 EventiD:4263330051

5 Event Description: Dynamgervice flow failed;ushannel %d;schedule
type %s;EX6.2f;NonERb6. 2f; ActiveEx%. 2f; ActiveNonEx%.2f,gRFNonBx%. 2f;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT

Causes

Whilethe percentof dynamicserviceflow beyondthe thresholdof admissiorcontrol.

Conditiongo clear

N/A

Effectonbusiness N/A
Advisedactions N/A
Marks N/A

44.4263330052CM StaticServiceFlowWarning

Items

Description

EventlD

4263330052

EventDescription

CMstaticserviceflow warning.

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevelinfo
Evenfieatures 4 EventlD:4263330052
5 Event Description: Cm registration flow too largeghannel %d;schedule
type %s;EX6.2f;NonERb6.2f; ActiveEx%. 2f; ActiveNonEx%.2f,gRFNonBx%. 2f;
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT
Causes Whilethe percentof static serviceflow beyondthe thresholdof admissiorcontrol.

Conditiongo clear

N/A

Effecton business N/A
Advisedactions N/A
Marks N/A

45.4263330561CMRejectedby the Accesd.ist

Items

Description

EventlD

4263330561

EventDescription

Zerotouchcompleted

Eventtype

Event

Eventfeatures

1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
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Items

Description

3 EventLevelinfo

4 EventlD:4263330561

5 EventDescriptionCMTSVAC=%02x%02x.%02x%02x.%02X%0I2AX;
MAC=%02x%02x.%02x%02x.%02x%#Deswvhite-list reject;

6 Timewhenthe eventoccurred.ExampleJan01197001:09:03

7 SystemName:BT

Causes

TheCMdoesnot accesshe rule of accesdist.

Conditiongo clear

30minutespassedvhile the CMsendrejectsyslodfirst.

Effecton business N/A
Advisedactions N/A
Marks N/A

46.4263331842BindingGroupFlowOut of Overflow Threshold

Iltems

Description

EventlD

4263331842

EventDescription

Bindinggroupflow out of overflowthresholdevent

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1

3 EventLevel:Notice

4 EventlD:4263331842

5 EventDescriptionCMTSMAC:<CmtsMac>bondinggroup<bgid>overflow; currentload:
195000Kbps

6 Timewhenthe eventoccurred:ExampleJan01197001:09:03

7 SystemName:BT

Causes

Becauseisersplantoo manyprogramson adedicatedmulticastbindinggroup,or the traffic
of multicastprogramson a sharedbindinggroupoverlapswith the unicasttraffic onthe

Internet, load balancinghasnot yet worked.

Conditiongo clear

N/A

Effectonbusiness

Theexperienceof watchingmulticastprogramsand surfingthe Internetis not good.

Advisedactions

Optimizemulticastprogrammingor enableload balancingandwait for awhile

Marks

N/A

47.4263333121MACConflictEvent

Items

Description

EventiD

4263333121

EventDescription

MACconflictevent

Eventtype

Event

Eventfeatures

1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
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Items

Description

3EventLevelWarning
4 EventlD:4263333121
5Events S & O NJ LJicanfigt, MACntlex=Y%u;earlydevice:<P1>jater devicer t H B &
<P1>gP23s<CMMAC><CPBMAC>0r <MACXin somecases, theaype of devicecannot
be determined)

<CMMAC>CMMACAddress;

Format*: "CM-MAC= XX: XX: XX XX XX XX: XX"

<CPBEMAC>CPBVIACAddress;

Format*: "CPEMAC= XX: XX XX: XX: XX: XX: XX"

<MAC>MACAddress;

Format*: "MAC= XX: XX: XX: XX: XX XX XX"

6 Timeof alarm: AHASHollisionoccurson the FPGAandthe MACaddresghat is collideds
the current online CMor CPHincludingwhen CPEloesnot deletethe list item after CMis
offline)

Timewhenthe eventoccurred:Systermpower on. ExampleJan01 197001:09:03

7 SystemName:BT

Causes

MACconflictsin FPGA.

Conditiongo clear

N/A

Effecton business

NewMACaddressesnayuseold MACrules,andnew MACrulesmaynot.

Advisedactions

N/A

Marks

N/A

48.4263336450CMRequestProfile Authentication Failed

Items

Description

EventlD

4263336450

EventDescription

Registratiorauthenticationfailure

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3EventLevelWarning

4 EventlD:4263336450

5 EventDescriptionCMTFTHRequestsliscard:Configuratiorfile nameauthorizationfailure.
<P1>

P1=<CMMAC>;<CMTBIAC>;<Learnefile>;<Requesfile>

6 Timewhenthe eventoccurred:ExampleJan01197001:09:03

7 SystemName:BT

Causes

Theprofile namerequestedby CMTFTRIoesnot matchthe profile namespecifiedoy DHCP

Conditiongo clear

CloseTFTRproxyor replaceCM

Effectonbusiness

CMfailedto getthe profile through TFTPunableto goonline

Advisedactions

CloseTFTRproxyor replaceCM

Marks

N/A

Annex 3¢ Trap Event
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49.4263336705CMLoopbackOccured

Items Description

EventlD 4263336705

EventDescription CMLoopbacloccured

Eventtype Event
1 Systeronlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevelWarning
4 EventlD:4263336705

Eventfeatures 5 EventDescriptionCableModemloopbackoccured.<P1><P2>
P1=<CMMAC>;<CMTFBIAC>;<Occuime>
P2=Blacklist of loopbackisfull, cannot limite this CM.
6 Timewhenthe eventoccurred:Example: Ja@1197001:09:03
7 SystemName:BT

Causes Aloopbackis generatedby CMor the CPRinderit.

Conditiongo clear

Checkhe network environmentof CM.

Effecton business

CMwill form abroadcaststorm, affectingits businessit will evenaffectthe businesof CMTS

anduplink.
Advisedactions After troubleshootingthe loopbackfault of CM,manuallyremovethe loopbackcm blacklist.
Marks N/A

50.66030400Failedto retrieve CRL

Iltems

Description

EventlD

66030400

EventDescription

CMTSFailedto retrieve CRL

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1

3 EventLevel:Warning

4 EventlD:66030400

6 EventDescriptionFailedto retrieve CRlfrom<P1>P1=CRIServerlP

6 Timewhenthe eventoccurred:Systenmpoweron. ExampleJan01197001:09:03
7 SystemName:BT

Causes

Failedto obtainCRL.

Conditiongo clear

N/A

Effecton business

It hasinfluenceon certificate CRIrevocationverificationandcertificate CRlrevocation

verification.
Advisedactions N/A
Marks N/A

51.66030401Failedto retrieve OCSRtatus
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Iltems

Description

EventlD

66030401

EventDescription

CMTSFailedto retrieve OCSBtatus

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1
3 EventLevel:Warning

Eventfeatures 4 EventlD:66030401
6 EventDescription:Failedto retrieve OCSRBtatus
6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03
7 SystemName:BT

Causes OCSRcquisitionfailed.

Conditiongo clear N/A

Effectonbusiness OCSPalidationaffectingcertificates.

Advisedactions N/A

Marks N/A

52.66030402CRIDataNot Available

Iltems

Description

EventlD

66030402

EventDescription

CMTSCRIldatanot available

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1

3 EventLevel:Warning

4 EventlD:66030402

5 EventDescriptionCRldatanot availablevhenvalidatingCMcertificatechain< TAGS>
6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03

7 SystemName:BT

Causes

CRIlisnot availablefor certificate CRlvalidation.

Conditiongo clear

N/A

Effectonbusiness

CRlvalidationaffectingcertificates.

Advisedactions

N/A

Marks

N/A

53.67030100DCCRSPot Receiveon Old Channel

Iltems

Description

EventlD

67030100

EventDescription

DCGRSPot receiveon old channel

Eventtype

Event

Eventfeatures

1 Systenonlinetime
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Iltems

Description

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1

3 EventLevel:Warning

4 EventlD:67030100

5 EventDescriptionDCERSRot receiveon old channel,CM
MAC:%02x%02x.%02x%02x.%02x%02)x¢TD6=1.1;,CNWER=2.0CMTSVER=3.0;
6 Timewhenthe eventoccurred:Systempower on. ExampleJan01197001:09:03
7 SystemName:BT

Causes

CMTSlid not receiveDCERSRnessagefrom CMoverthe old channel.

Conditiongo clear

N/A

Effecton business N/A
Advisedactions N/A
Marks N/A

54.67030200DCGERSPot Receivaon New Channel

Iltems

Description

EventlD

67030200

EventDescription

DCGRSRot receiveon newchannel

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1

3 EventLevel:Warning

4 EventlD:67030200

5 EventDescriptionDCERSot receiveon new channel,CM
MAC:%02x%02x.%02x%02x.%02x%02xTD6=1.1,CNER=2.0CMTSVER=3.0;
6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03
7 SystemName:BT

Causes

CMTSlid not receiveDCERSRnessagefrom CMon the new channel.

Conditiongo clear

N/A

Effecton business N/A
Advisedactions N/A
Marks N/A

55.67030300DCERSHRejectedUnspecifiedReason

Iltems

Description

EventlD

67030300

EventDescription

DCGERSRejectedunspecifiedeason

Eventtype Event
1 Systenonlinetime
Eventfeatures 2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1

3 EventLevel:Warning
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Iltems

Description

4 EventlD:67030300

5 EventDescriptionDCERSRejectedunspecifiedeason;,CM
MAC:9%02x%02x.%02x%02x.%02x%02xTDS=1.1;,CNWER=2.0CMTSVER=3.0;
6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03
7 SystemName:BT

Causes CMTSeceivedanunspecifiedCERSResponserom CM.
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

56.67030400DCCRSMRejectedUnknownTransactionD

Iltems

Description

EventlD

67030400

EventDescription

DCERSRejectedunknowntransactionlD

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1
3 EventLevel:Warning

Evenfieatures 4 EventlD:67030400
5 EventDescriptionDCERSRejectedunknowntransactionlD; CM-
MAC:%02x%02x.%02x%02x.%02x%02xTD6=1.1,CNER=2.0CMTSVER=3.0;
6 Timewhenthe eventoccurred:System poweon. ExampleJan01197001:09:03
7 SystemName:BT

Causes CMTSeceivesDCERSRf CM'sunknownTransactioriD.

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

57.67030500DCERSHRejectedDCCRSHRejectedAuthentication Failure

Iltems

Description

EventlD

67030500

EventDescription

DCGERSRejectedDCERSRejectedauthenticationfailure event

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
Eventfeatures 3 EventLevel:Warning

4 EventlD:67030500
5 EventDescriptionDCCRSRejectedDCERSRejectedauthenticationfailure
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Iltems

Description

6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03
7 SystemName:BT

Causes

Thereported DCERSRnessagavasrejecteddueto authorizationfailure.

Conditiongo clear

N/A

Effectonbusiness N/A
Advisedactions N/A
Marks N/A

58.67030600DCCERSHRejectedVessageSyntaxError

Iltems

Description

EventID

67030600

EventDescription

DCGERSRejectedmessagesyntaxerror event

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOI1D:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevel:Warning

4 EventlD:67030600

5 EventDescriptionDCERSRejectedmessagesyntaxerror

6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03
7 SystemName:BT

Causes

Thereported DCERSRvasrejecteddueto amessaggrammarerror.

Conditiongo clear

N/A

Effectonbusiness N/A
Advisedactions N/A
Marks N/A

59.67060100UnknownDBCransaction

Items Description

EventiD 67060100

EventDescription UnknownDBGQransaction

Eventtype Event
1 Systernonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevel:Notice

Eventfeatures 4 EventlD:67060100
5 EventDescriptionUnknownDBQransaction
6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03
7 SystemName:BT

Causes Thereported DBGRSRannotbe tracedthroughtransactioniD.

Conditiongo clear

N/A
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Items Description

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

60.67060200DBCRECEejectedEvent
Iltems Description

EventlD 67060200

EventDescription DBGREQejectedevent

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevel:Warning

Eventfieatures 4 EventlD:67060200
5 EventDescriptionDBGREQejectedConfirmationcode<ConfirmationCode>
<Confirmation>
6 Timewhenthe eventoccurred:System poweon. ExampleJan01197001:09:03
7 SystemName:BT

Causes Thereported DBCGRSRndicatesthat DBGREQvasrejected.

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A

61.67060300DBCRSRMot ReceiveEvent

Items Description

EventlD 67060300

EventDescription DBCGRSRot receiveevent

Eventtype Event
1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Warning

Eventfeatures 4 EventlD:67060300
5 EventDescriptionDBGRSot receive
6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03
7 SystemName:BT

Causes DBGRSRouldnot bereceived.

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A
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Annex 3¢ Trap Event

Iltems

Description

EventlD

67060400

EventDescription

BadCMDBGRSRevent

Eventtype

Event

Eventfeatures

1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Warning

4 EventlD:67060400

5 EventDescriptionBadCMDBCRSRKP1="unspecifiedeason"|"authentication failure"

|"msg syntaxerror">

6 Timewhenthe eventoccurred:Systempoweron. ExampleJan01197001:09:03

7 SystemName:BT

Causes

Thereported DBGRSFhasan exception,possiblydueto messagegyrammarerrors,

authorizationfailures,andother unknownreasons.

Conditiongo clear

N/A

Effecton business N/A
Advisedactions N/A
Marks N/A

63.67060500DBCRSHPartial Service

Items Description

EventiD 67060500

EventDescription DBGRSRHPartialService

Eventtype Event
1 Systenonlinetime
2EventOI1D:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevelWarning

Eventfeatures 4 EventlD:67060500
5 EventDescriptionDBGRSHPartialService
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes CMisreportedof PartialServiceStatethroughDBCRSRnessage

Conditiongo clear

N/A

Effecton business N/A
Advisedactions N/A
Marks N/A

64.73000501 ConfigurationFile TLVAuthentication Failedin CM

RegistrationRequest
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Items

Description

EventID

73000501

EventDescription

Registratiorauthenticationfailure

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevel:Warning

4 EventlD:73000501

5 EventDescriptionRegistratiorauthenticationfailure: REGREQejected-TL \parameterslo
not matchlearnedconfigfile TL\jparameters.<P1>

P1=<CMMAC>;<CMTSIAC>

6 Timewhenthe eventoccurred.Example: JaA1197001:09:03

7 SystemName:BT

Causes

Theconfigurationfile TLMn the CMregistrationrequestisinconsistentwith the configuration
file learnedby CMTS.

Conditiongo clear

CloseTFTRproxyor replaceCM

Effecton business

CMfailedto registeron CMTSunableto go online

Advisedactions

CloseTFTRproxyor replaceCM

Marks

N/A

65.73010800CMLinkAddressnot Conformto EU64 Format

Iltems

Description

EventlD

73010800

EventDescription

CMlink addressdoesnot conformto EUt64 format

Eventtype

Event

Eventfeatures

1 Systenonlinetime

2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0

3 EventLevel:Warning

4 Event|D:73010800

6 EventDescriptionNetworkAcces$aslinvalidParameter.<P1P1=<CMMAC>;<CM
QOS>;<CMWER>;<CMT&ER>

6 Timewhenthe eventoccurred:System poweon. ExampleJan01197001:09:03

7 SystemName:BT

Causes

CMIlink addressdoesnot conformto EUt64 format

Conditiongo clear

CMshouldupdatesoftwareor generatelink addressesn EUt64 format

Effectonbusiness

CMcan'tget IPv6addressproperly

Advisedactions

N/A

Marks

N/A

66.73055400REGACKTCSPartial Service
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Iltems

Description

EventlD

73055400

EventDescription

REGACKpartial serviceof TCS

Eventtype

Event

Eventfeatures

1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevel:Notice

4 EventlD:73055400

5 EventDescriptionReceivedREGACKwith TCS PartialService
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes

CMisreportedof TCSartialServiceStatethroughREGACKmessage

Conditiongo clear

N/A

Effecton business N/A
Advisedactions N/A
Marks N/A

67.73055500REGACKRCSartial Service

Iltems

Description

EventlD

73055500

EventDescription

REGACKpartial serviceof RCS

Eventtype

Event

Eventfeatures

1 Systenonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3EventLevel:Notice

4 EventlD: 73055500

5 EventDescriptionReceivedREGACKwith RCS PartialService
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes

CMisreported of RCPartialServiceStatethroughREGACKmessage

Conditiongo clear

N/A

Effectonbusiness N/A
Advisedactions N/A
Marks N/A

68.75010100ServiceFlowAssignFailEvent

Iltems

Description

EventiD

75010100

EventDescription

ServiceFlowAssigriFailEvent

Eventtype

Event

Eventfeatures

1 Systenonlinetime
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Iltems

Description

2EventOlD:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventlLevel:Notice
4EventlD:75010100

5 EventDescription: AttributeMasksfor SF(SFIBSFID>) do not satisfythosdn the SCN<

SCN>
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes ServiceFlow matchthe bondinggroupor the channel.
Conditiongo clear N/A
Effectonbusiness N/A
Advisedactions N/A
Marks N/A

69.82010300CMRangFailEvent

Iltems

Description

EventlD

82010300

EventDescription

CMrangfail event

Eventtype Event
1 Systernonlinetime
2EventOID:1.3.6.1.4.1.4491.2.1.20.0.1.0
3 EventLevel:Warning

Eventfeatures 4 EventlD:82010300
5 EventDescriptionUnableto SuccessfulliRangCMRetriesExhaustedCM-MAC>!
6 Timewhenthe eventoccurred.ExampleJan01197001:09:03
7 SystemName:BT

Causes CMrangfail, abort.

Conditiongo clear N/A

Effectonbusiness N/A

Advisedactions N/A

Marks N/A




